MINIONBACKUP
QUICK START

Minion Backup by MidnightDBAs a stanealone backup solution that can be deployed on any number of
servers, for free. Minion Backup is comprised of SQL Server tables, stored procedures, and SQL Agent jobs.
For links to downloads, tutorials, and articles, séi@://MinionWare.net
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and examples.

For video tutorials on Minion Backup, see timion Backup playlist on our YouTube channel:
https://www.youtube.com/user/MidnightDBA

Minion Backup is one module of
the Minion suite of products. 4
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1 Increased internationaupport
M Inline Tokens
1 Enhanced restore functionality
0 Minion.BackupRestoreSettingsPatfiThis table stores the path settings for restore
scenarios. In other words, here is where you define the paths and file names the system will
restore to.
0 Minion.BackupBstoreTuningThresholdsThis table holds thresholds used to determine
when to change the tuning of a restore; and the tuning settings per threshold.
1 New fields in Minion.BackupSettingsPattinion.BackupSettingsPath now has new fields that let
you speciy FileName and FileExtension.
1 Keywad search in Minion.HELP.

Quick Start

This entire document is available within the Minion Backup product using the stored procedure Minion.HELP.

System requirements:


http://minionware.net/
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https://www.youtube.com/user/MidnightDBA

1 SQL Server 2008* or above.
9 The sp_configure settingy_cmdshelimust be enabled**.
1 PowerShell 2.0 or above; execution policy seRtamoteSigned

Once MinionBackup1.3.sqgl has been run, nothing else is required. From here on, Minion Backup will run
nightly to back ugll non-TempDB databases. The backup routine automatically handlabakss as they
are created, dropped, or renamed.
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information on the installer. The basic steps to installing Minion Backup are:

1. DownloadMinionBackupl.3.ip from MinionWare.nehttp://www.MidnightSQL.com/Minion and
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folder and files to thdocation of your choice. If you have an existing MinionWare folder from
previous downloads, extract the files there.
2. Open Powershell as administrator, and use-Be¢cutionPolicy to determine the currerterution
policy. If it is Unrestricted or RemoteSigned, the script should be able to run. Otherwisgetuse
ExecutionPolicy RemoteSigned
3. For each of the following files, righdt A O1 | YR &St SOUGUNbIGE WIS K KSE&> I E YR G
you to run scipts downloaded from the web using RemoteSigned.)
a. X\MinionWaré MinionSetupMaster.ps1l
b. X\MinionWardMinionSetup.psl
c. X\MinionWard Include§Backuplinclude.psl
4. Run MinionSetupMaster.ps1 in the PowerShell window as follows:
AMinionSetupMaster.psl <servername> 8Dlame> <Product>

Examples:

AMinionSetupMaster.psl localhost master Backup
or

AMinionSetupMaster.psl YourServer master Backup
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Install Guide.docx ®

Once MinionBackupl.3.sgl has been run, nothing else is required. From here on, Minion Backup will run
nightly to back up all nofempDB databases. The backup routine automatically handles databases as they
are created, dropped, or renamed.

Forsimplicity, this Quick Start guide assumes that you have installed Minion Backup on one server, named
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download to install Minion Backup on ziens or hundreds of servers at once, just as easily as you would

install it on a single instance.


http://minionware.net/%22http:/www.MidnightSQL.com/Minio

*There is a special edition of Minion Backup specifically for SQL Server 2005.
But, be aware that this edition will not be enhanced or upgraded,
somefunctionality is reduced, and it will have limited support.

** xp_cmdshell can be turned on and off with the database
PreCode / PostCode options, to help comply with security policies.
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on www.MidnightDBA.com/DBARant

Change Schedules
Minion Backup offers a choice of scheduling options. This quick start section covers the defaoll wiet

scheduling: table based scheduling. We will cover parameter based schedules, and hybrid schedules, in the
aS00A 2 Howld GrargdRBadkup Schedtilds

Table based scheduling
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configure flexible backup scheduling scenarios. By default, Minion Backup comes installed with the following

scenario;

1 TheMinionBackupAutojob runs once every 30 minutes, checking the ibtinBackupSettingsServer table
to determine what backup should be run.

1 In Minion.BackupSettingsServer:
1 Full system backups are schedutaily at 10:00pm

91 Full user backups are scheduled®aturdays at 11:00pm

9 Differential backups for user databases are scheddkty except Saturdays (weekdays and on
Sunday) at 11:00pm

1 Log backups for user databases run dailgféen as the MinionBackupAUTO job runs (every 30

minutes).

The following table displays the fifgw columns of this default scenario in Minion.BackupSettingsServer:

ID DBType | BackupType Day ReadOnly | BeginTime| EndTime | MaxForTimeframe

1 System | Full Daily 1 22:00:00 | 22:30:00 |1

2 User Full Saturday | 1 23:00:00 | 23:30:00 |1

3 User Diff Weekday | 1 23:00:00 | 23:30:00 |1

4 User Diff Sunday |1 23:00:00 | 23:30:00 |1

5 User Log Daily 1 00:00:00 | 23:59:00 | 48
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Scenario 1: Run log backups every 15 minutes, instead of half hotidychange the default setup in order
to run log backups every 15 minutes, changeMirionBackupAUTOob schedule to run once every 15
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Gal EC2NX A YST Bdonbee (aftheredafl belaaximum of 96 log backups per day).

Scenario 2: Run full backups daily, and no differential backus change the default setup in order to run
daily full backups and eliminate differential backups altogether:

1. UpdatetheDB @ LIST Q! aSND> . I Ol dzLI @ LIST WCdzZf t Q NBg Ay aAiAyah
FASER G2 a5FAfeéod
2. VLRFGS GKS . 1 01dzLI @ LISTQ5AFFQ NRga Ay aiAYraizyo. | O]

Scenario 3: Run differential backups twice dailyo tvange the default setup in order to differential backups
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and one for Sundays, as follows:

INSERTNTOMinion.BackupSettingsServer
([DBType]
[BackupType]
[Day],
[ReadOnly]
[BeginTime]
[EndTime]
[MaxForTimeframe]
[SyncSettings]
[SyncLogs]
[IsActive],
[Comment]
)
SELECTUserASDBType
'Diff* AS[BackupType]
‘Weekday'AS[Day],
1 AS[ReadOnly]
'06:00:00°'AS[BeginTime]
'07:00:00'AS[EndTime]
1 AS[MaxForTimeframe]
0 AS[SyncSettings]
0 AS[SyrcLogs]
1 AS[IsActive],
'‘Weekday morning differential &S[Comment]

INSERTNTOMinion.BackupSettingsServer
([DBType]
[BackupType]
[Day],
[ReadOnly]
[BeginTime]
[EndTime]
[MaxForTimeframe]
[SyncSettings]
[SyncLogs]



[IsActive],
[Comment]

)

SELECTUser'ASDBType
'Diff* AS[BackupType]
'‘SundayAS[Day],

1 AS[ReadOnly]
'06:00:00°'AS[BeginTime]
'07:00:00'AS[EndTime]
1 AS[MaxForTimeframe]
0 AS[SyncSettings]
0 AS[SyncLogs]

1 AS[IsActive],
'‘Sunday morning differential &S[Comment]

These will provide a second differential backup at 6:00am on weekdays and Sundays, to supplement the
existing differential backup in the evenings. The contents of Minion.BackupSettingsServer will then look (in
part) like this:

ID DBType | BackupType Day ReadOnly | BeginTime| EndTime | MaxForTimeframe
1 System | Full Daily 1 22:00:00 | 22:30:00 | 1

2 User Full Saturday | 1 23:00:00 | 23:30:00 |1

3 User Diff Weekday | 1 23:00:00 | 23:30:00 | 1

4 User Diff Sunday 1 23:00:00 | 23:30:00 |1

5 User Log Daily 1 00:00:00 | 23:59:00 | 48

6 User Diff Weekday | 1 06:00:00 | 07:00:00 | 1

7 User Diff Sunday |1 06:00:00 | 07:00:00 | 1

Important notes:

1 Always set the MaxForTimeframe fieldhis determines how many of the given backup may be taken in
the defined timeframe. In the insert statemeabove, MaxForTimeframe is set to 1, because we only
want to allow 1 differential backup operation during the 6:00am hour.

1 The backup job should run as often as your most frequent backegr. example, if log backups should
run every 5 minutes, schedule tl@b for every 5 minutes. And kmireto set the MaxForTimeframe
sufficiently high enough to allow all of the log backups. In this case, we take log backups every 5 minutes
for each 24 hour period, meaning up to 288 log backups a day; so, we could setMapdfiame = 288,
or any number higher (just to be sure).
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Changeefault Settings
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Warning Do not delete the MinionDefault row, or rename the DBName for the MinionDefault row, in
Minion.BackupSettings

To change the default settings, run an update statement on the MinionDefault row in Minion.BackupSettings.
For example:

UPDATEMinion.BackupSettings

SET [Exclude}-0,
[LogLoc}'Local,
[HistRetDays} 60,
[ShrinkLogOnLogBackupD ,
[ShrinkLogThresholdinMB]0 ,
[ShrinkLogSizelInMB]0

WHERE[DBName}-'MinionDefault'
ANDBackupTypeAll’;

Warning:Choose your settings wisely; these settings can have a massive impact on your backups. For
example, if you want to verify the backup for YourDatabase, but accidentally set the Verify option for the
default instance, all offte additional verify operations would cause an unexpected delay.
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MINION BACKUP

Contents in Brief

(@ 1[0 1] - o OO PPT 1
TOP 20 FRATUIES.....ciiiieiiiite ittt e ettt e e e e s s et e e e e e e e nbbeeeeaeeessannnneeaasessannnnnneeeaesssnnnnneeeessssnnsnnnneeid
FN (ol g1 T (| (I @ =T YT PSR 9
Y oY T T = Uy £ PP OUPRPTT 16
G102 dZ0 €. G2 LIA Q& et e L 2
Gl 26 ¢ 2 Basit SANTYUDEIION.........cco.ooveuieeeeteie ettt ete e e et e et e et e et eseseeeeeesessenesesens 86
Gl 2¢g ¢2¢ ¢2LIA0AY . | Ol.dzl.a.ANNRNEA.. LYy R..CALS..L.OID8 2y &
G126 ¢2¢ ¢2LA0AY. LRALEY.OQSR e, 122
S IS T =T U S S TSP OPP 142
7Y 0 YOOI ror-..... TR i GO S, S 57 144
ADOUL US.....oooieiieeeeneceen S S . L LS 147

Top 20 Features

Minion Backup by MidnightDBAs a stanealone database backup module. Once installed, Minion Backup
automatically backs up all online détases on the SQL Server instance, and will incorporate databases as
they are added or removed.

Twenty of the very best features of Minion Backup are, in a nutshell:

1. Live Insight; See what Minion Backup is doing every step of the way. You can even see the percent
complete for each backup as it runs.

2. Dynamic Backup TuningConfigure thresholds and backup tuning settings. Minion Backup will
adjust the tuning settings based on yatiresholds! Tuning settings can be configured even down to
the time of day for maximum control of your resources.

3. Stripe, mirror, copy, and/or move backup filesMinion Backup provides extensive file action
functionality, all without additional jobsYou even get to choose which utility performs the
operations.

4. Flexible backup file delete and archiveEach database and backup type can have an individual
0l O1dzLd FAES NBGSylAz2y aSdiadAy3ao ! yRE &2dzgOly YI N)
Minion Backup from deleting them.



5. Shrink log file on backug Specify the size threshold for shrinking your log file. Minion Backup logs
the before and after log sizes.

6. Backup certificates; Back up your server and database certificates with secureypteat
passwords.

7. Backup ordering; Back up databases in exactly the order you need.

8. Extensive, useful loggingUse the Minion Backup log for estimating the end of the current backup
run, troubleshooting, planning, and reporting. And errors get repontetthé log table instead of in
GSEG FTAftSao ¢KSNBQa |fy2aild y2iKAy3a a. R2SayQi f
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keyword allows you to rerun a backup operation, catching those backups that failed in the last run
(for that database type and backup type). You can even tell MB to check for missing backu
automatically.

10. HA/DR Awarec Our newData Waiterfeature synchronizes backup settings, backup logs, or both
among Availability Group nodes; mirroring partners; log ship targets; or any other SQL Server
instance. There are other features that enhancen/dd/DR scenarios as well.

11. Flexible include and excludeBackup only the databases you want, using specific database names,
LIKE expressions, and even regular expressions.

12. Run code before or after backupsThis is an extraordinarily flexible feature thatows for nearly
infinite configurability.

13. Integrated helpg Get help on any Minion Backup object without leaving Management Studio. And,
use the new CloneSettings procedure to generate template insert statements for any table, based on
an example row itthe table.

14. Built-in Verify ¢ If you choose to verify your backups, set the verify command to run after each
backup, or after the entire set of backups.

15. Singlejob operation¢ You no longer need multiple jobs to run your backups. MB allows you to
configuie fairly complex scenarios and manage only a single job.

16. Encrypt backupg In SQL Server 2014 and beyond, you can choose to encrypt your backups.

17. Compatible with Availability Groupg Minion Backup takes full backup of Availability Group
scenarios. You carot only use the preferred AG replica for your backups, but you can also specify
specific replicas for each backup type.

18. Scenario testing Dynamic tuning, file delete, and file paths all have facilities for testing your
configuration before you rely on.it

19. Automated operation¢ Run the Minion Backup installation scripts, and it just goes. You can even
rollout to hundreds of servers almost as easily as you can to a single server.

20. Granular configuration without extra jobg Configure extensive settings dte default, and/or
database levels with ease. Say gdiy@ to managing multiple jobs for specialized scenarios. Most
2F GKS GAYS @2dzQff NHzy a. gA0GK I aiAy3atsS 22060

For links to downloads, tutorials and articles, see
www.MinionWare.nehttp://www.MidnightSQL.com/Minion.




Minion Enterprise Hint ~ mini.n

Minion Enterprise (ME) is our enterprise management solution for centralized SQL S¢
management and alerting. This solution allows your databasaiadstrator to manage
an enterprise of one, hundreds, or even thousands of SQL Servers from one central
location. ME provides not just alerting and reporting, but backups, maintenance,
configuration, and enforcement. ME integrates with Minion Backup.

Seewww.MinionWare.neffor more information, or
email us today aBupport@MidnightDBA.confor a demo!

Architecture Overview

Minion Backup is made up of SQL Serverest@rocedures, functions, tables, and jobs. There is also an
optional PowerShell script for mass installation (MinionMasslInstall.ps1) included in the download. The tables
store configuration and log data; functions encrypt and decrypt sensitive date&dspyocedures perform

backup operations; and the jobs execute and monitor those backup operations on a schedule.

This section provides a brief overview of Minion Backup elements at a high level: configuration hierarchy,
include/exclude precedence, run tarconfiguration, logging and alerting.

Note: Minion Backup is installed in the master database by default. You certainly can install Minion in
another database (like a DBAdmin database), but when you do, you must also verify that the job points to the
appropriate database.

Configuration Settings Hierarchy
The basic configuration for backgpncluding most of the BACKUP DATABASE and BACKUP LOG @ptions
stored in a tableMinion.BackupSettings A default row in Minion.BackupSettings
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There is a hierarchy of granularity in Minion.BackupSettings, where more specific configuration levels
completely override the less specific levels. That is:

1. The MinbonDefault rowapplies to all databases that do NOT have any databpseeific rows.

2.1 aAyA2y5S8STFI dzZ G NP ¢ (orddgioKDiff) profidedAeitingd i thad ieadktipttyPe,
for all databases that do NOT have any databssecific rows. This omédes the MinionDefault / All
row.
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3. Adatabased LISOATAO NR ¢ ¢ AGIFKdza S50 11dELOC @AFSTUIOK I ORI GF o &S Q:
from that particular row (not from a MinionDefault row).
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settingsfor that backup typgo come from that particular row (not from a MinionDefault row, nor
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The Configuration Settings Hierarétyle

If you provide a databasspecific row, be sure that all backup types are represented in the table for that
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Log). Once you configure the settings context at the database level, the cotagzat the database level,
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This document refers to the Configuratibtierarchy Settings Rule throughout, in situations where we must

insert additional row(s) to provide for all backup types.
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Other tables hold additional backup configuration settings, and follewmélarhierarchy pattern.

Example 1: Proper Configuration
Let us take a simple example, in which these are the contents of the Minion.BackupSettiagatalall

columns are shown here):

ID | DBName BackupType Exclude DBPreCode

1 | MinionDefault | All 0 WOESO {
2 | DB1 All 0 WOESO {
3 |DB1 Full 0 NULL

There are a total of 30 databases on this server. As backups run throughout the week, the settings for
individual databases will be selected as follows:

1 Full backupof databaseDB1will use only the settings from the row with ID=3.
9 Differential and logbackupsof databaseDB1will use only the settings from the row with ID=2.
1 All other database backupgull, log, and differentia) will use the settings from the row with ID=1.

Note that a value left aNULLn one of these fields means that Minion Bapkwill use the setting that the
SQL Server instance itself uses. So in our example, full backups of DB1 will run no precode; while all other
ol OldzLJa 6Aff NHzy WO9ESO {tmTQ & G4KS RIFIGlIolFasS LINBO2R:

Example 2Improper Configuration
b2g f S0GQa & IhersimpleferadplediikKwhich/ilgese are the contents of the
Minion.BackupSettings table (not all columns are shown here):
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ID | DBName BackupType Exclude DBPreCode

1 | MinionDefault | Al 0 WOESO {
2 | DB1 Diff 0 WOESO {
3 | DB1 Full 0 NULL

There are a total of 30 databases on this server. As backups run throughout the week, the settings for
individual databases will be selected as follows:

1 Full backupof databaseDB1will use only the settings from the row with ID=3.

9 Differential backupsof databaseDB1will use only the settings from the row with ID=2.

1 Log backupsf databaseDB1will fail, because no row exists that covers DB1 / log backups. Again:
because we have specified settings for DB1 at the database level, Minion Backup will NOT use the
MinionDefault settings for DB1.

91 All other database backup§ull, log, and differentia) will use the settings from the row with ID=1.

DB1 log backup failures will show up in the log tables (most easily viewable in Minion.BackupLogDetails,
GKAOK gAfft akKz2g I adliddza GKFG o0S3a3Aya ALK aGC! ¢! [ 9w
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contents of the Minion.BackupSettings table (not all columns are shown here):

ID | DBName BackupType Exclude DBPreCode

1 | MinionDefault | All 0 WOESO {
2 |DB1 All 1 WOESO {
3 DB1 Full 0 NULL

There are a total of 30 databases on this server. As backups run throughout the week, the settings for
individual databases will be selected as follows:

9 Backups of all typefor databaseDB1will be excluded, because of the row with ID=2. The log will not
display failed backups for DB1; there will simply be no entry in the log for DB1 backups, as they are
excluded.

1 Even full backupsf databaseDB1will be excluded.

1 All other database backup(full, log, and differentia) will use the settings from the row with ID=1.

For more information, see the configuration sectiongiin 2 g ¢ 2 ¢  ¢Caifiju@iord & .d20awd & &
to: Configure settings for a single databése ¥ MinidriRBadkupSettings

Includeand ExcludePrecedence
Minion Backup allows you to specifitdi®f databases to include in a backup routine, in several different
gl edad CANRG 2F ffxX RIGFEolFLAaSa FNB fgleéa RADGARSR Ay
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Include and Exclude strings

Within those divisions, the primary means of identifying what databalsesld be backed up in a given

2LISNI GA2Y A& o6& (KS dzasS 2F LyOf dzRS I RivTinE Of dzZRS & (0 NA
Configuratiog 0 = Ly Of dzRS | yR 9EOf dzRS OFly 68 RSTAYSR & LI NI
parameter based scheidke.

The important point to understand now, however, is how Include and Exclude work at a basic level. Include
and Exclude may each have one of three kinds of values:
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Note: For this initial discussion, we are ignoring the existence of the Exuilidéhile we introduce the

Include and Excludgtringsp 2 S Qf fExcllid bitRondept Back in at the end of the section.

The following table outlines the interaction of Include and Exclude:

9 EOf dzZRST Q! f f| Exclude=Regex Exclude=[Specific list]
Ly Of dzR ST| Run all backups Run all, minus regex Run all, minus explicit
IS NULL exclude exclude
Include=Regex | Run only databases that | Run only databases that | Run only databases that
match the configured match the configured match the configured
RegEx expression RegEx expression RegEx expression
Include=[Sgcific | Run only specific includes| Run only specific includes| Run only specific includes
list]

Note that regular expressions phrases are defined in a special settings table (Minion.DBMaintRegexLookup).
Let us look at a handful of scenarios, using this table:

9 Include IS NULL, Exclude IS NgRwun all backups.
f LyOfdzRS ' WI f dwdzy 9FEGE daR-SOrdzluss . SEOS LI (K248 0S3IAyYyA
T LyOft dzRST QwS 3 S ERub ony HafabadeR B4t iEchercanfigured RegEx expression. (The

Exclude is ignored.)

IMPORTANT: 2dz ¢6Aff y23iS (GKIG 9EOftdZRRS Aa AIywWHeBeR Ay ye (
Include is Regex or is a specific list, an explicit Include should be the final Wiweleason for this rule is
that we never want a scenario where a database simmphnot be backed up.

Exclude bit

Ly FRRAGAZY G2 G4KS LyOfdzRS IyR 9EOfdZRS aGNAYy3I&S aAy.
settings table (Minion.BackupSettirjgbat allows you to exclude backups for a particular database, or a

particular database and backup type.
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The following table outlines the interaction of the Include string and the Exdlitde

Exclude=0

Exclude=1

Ly Of dzRST
IS NULL

Run all backups

Run all, minus excluded
RFalFolasaQ o

Include=Regex

Run only databases that
match the configured
RegEx expression

Run only databases that
match the configured
RegEx expression

Include=[Specific
list]

Run only specific includes

Run only spéfic includes

Let us look at a handful of scenarios, using this table:

1 Include IS NULL, Exclub&=0 ¢ Run all backups.

f LyOf dzRS
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T LyOft dzRST QwS3ISEQT ORurohlyziatShEes thaf Maith the canfigured! RegEX
expression. (The Exclude bit is ignored.)

IMPORTANTYou will note that the Exclude bit, like the Exclude string, is ignored in any case where Include is

y2i

Y1 fWhé&herricliidp i®Regex or is a specific liah explicit Include should be the final word.

The reason for this rule is that we never want a scenario where a database sanplyt be backed up.

table configuration,

Run Minion.BackupMaster using table configuratiolfizyou run Minion.BackupMaster without parameters,
the procedure uses the Minion.BackupSettingsServer table to determine its runtime parametiudifig

Run Time Configuration

The main Minion Backup stored procedur#linion.BackupMasteg can be run in onefdwo ways: with

or with parameters.

the schedule of backup jobs per backup type, and which databases to Include and Exclude). This is how MB
operates by default, to allow for the most flexible backup scheduling with as few jobs as possible.

C2NJ Y2NB AYT2NYI (HW2Tg: Thaag® BackiiKSSheds@Dniidh. Raykiip SéttingsSengers

Iy Rlinidn.BackupMaster ®

Run Minion.BackupMaster with parameterd:he procedure takes a number of parameters that are specific

to the current maintenance run. For example:

4SS X5.¢eL)S (2
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Use @BackupType to specify Full, Log, or Diff backups.

1
1
1 Use @StmtOnly to generate backup statements, instead of running them.
1 Use @Include to back up a specific list of databases, or databases that match a LIKE expression.

Lt GOSNy GStex X NYLBotbdeR  BIKDAtdbases. 2 NJ XLy Of dzRST
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1 Use @Exclugto exclude a specific list of databases from backup.

13

Y{eadsSyQ 2N ¥ aSND

puj



1 Use @ReadOnly to (1) include ReadOnly databases, (2) exclude ReadOnly databases, or (3) only
include ReadOnly databases.

C2NJ Y2NB Ay T2NYI HowZo ChadySeickiipkSéheddil SsONMiR® . fackiipMaster &

Logging

As a Minion Backup routine runs, it keeps logs of all activity. The two primary log tables are:

1 Minion.BackupLog; a log of activity at the batch level.
1 Minion.BackupLogDetailg a log of activity at the database level.

The Status column for the current backup run is updated continually in each of these tables while the batch is
running. This way, status informatiohie Insigh} is available to you whileackup is still running, and

historical data is available after the fact for help in planning future operations, reporting, troubleshooting,

and more.

Minion Backup logs additional information in a number of other tables, including:

Minion.BackupDebug; Log of high level debug data.

Minion.BackupDebugLogDetaitsLog of detailed debug data.

Minion.BackupFileListOnlg log of RESTORE FILELISTONLY output for each backup taken
Minion.BackupFileg a log of all backup files (whether they originate from a database backup, a

= =4 -4 A

certificate backup, a copy, or a move). Note that a backup that is striped to 10 files will have 10 rows
in this table.

1 Minion.SyncCmdsg a log of commands used to synchroniegtings and log tables to configured
synchronization servers. This table is both a log table and a work table: the synchronization process
uses Minion.SyncCmds to push the synchronization commands to target servers, and it is also a log
of those commandscoémplete and incomplete).

1 Minion.SyncErrorCmds a log of synchronization commands that have failed, to be retried again
later.

Minion Backup maintains all log tables are automatically. The retention period for all log tables is set in the
HistoryRetDayddld in Minion.BackupSettings.

Alerting
aAyAz2y 1 01dzd R2Say Qi AyOfdzRS Iy FftSNIAYy3 YSOKIYyA&AY.
As of Minion Backup 1.3, jobs that failwitit 3 K2 ¢ I &GadzOOSSRSR¢ &adliddza AT 2yS

error and failed backup will also be recorded in the log.

Here is one example of an alerting mechanism. Ideally, you could create a stored procedure, and simply call
that procedure in step 2 of your backup job(s).

----Declare variables (could be S&ameters)

14



DECLAR®@profile_namesysname='Server DBMail'
@recipientsV ARCHARIAX) ='SQLsupport@Company.cgm'

----Declare and set internal variables
DECLAR®QueryNVARCHARIAX) ,
@SubjecNVARCHARSYS);

SET@Query="SELECT ID,
ExecutionDateTime ,
ServerLabel ,
@@SERVERNAME AS Servername ,
STATUS,
PctComplete ,
DBName
FROM master.Minion.BackupLogDetails
WHERE ExecutionDateTime = ( SELECT MAX(ExecutionDateTime)
FROM  master.Minion.BackupLogDetails

)
AND STATUS NOT IN ("All. Complete”, "Complete");'

SELEC®Subject @ @Servername " ALERT: Log backup failed'

---- Execute query to pull the rowcount
EXEGp_executesq@Query

----If query returned rows, email to recipients
IF@@ROWCOUNID
EXE@nsdhdbo.sp_send_dbmail
@profile_name= @profile_name
@recipients= @recipients

@query=@Query,
@subject= @Subject
@attach _query result_as_fiteO;

Important notes:

1 This is just one example of how you could code a backup alert for Minion Backup. Review and modify
this code for your own use, if you like, or grow your own.

1 28 R2 y2i NBO2YYSYR ol aiay3a I f SNEessfubakup @riwill{ G (ddzar
y2G ltgrea 6S YFENJSR a/2YLIX SGSé¢d LG oAttt 0SS a!¢tf¢
aAyA2y o, | OldzLdJal AaG6SNE YR &/ 2YLX SGS¢ AT Nizy o6& ah
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The tables in Minion Backup fall into two categories: those that store configgattidgs and those thatog

Minion Enterprise Hint minion

-ETETT "AAEOD Al AO1 60 Efiodgh yoldan wiite ond éadilp (
using the log tables. Minion Enterprise provides central backeporting and alerting.
The MEalert for all databases includes the reasons why any backups fail, across the ¢
enterprise. Further, you can set customizalgrting thresholds at various levels (server,
database, and backup type). For example, you might set the alert thresholds for som
servers to alert on missing backups after a day; for a handful of databases, to alert af]
a day; for log backups, akeon 5 hours; and for development servers, not at all. The
choice is yours.

Seewww.MinionWare.neffor more information, or
email us today aSupport@MidnightDBA.confor a demo!

Moving Parts

Overview of Tables

operational information.

The settings tables are:

T

Minion.BackupCert, This table allows you toonfigure which types of certificates to back up, and the
password to use when backing them up.
Minion.BackupEncryptior, This table stores data for each backup encryption scenario you define.
Minion.BackupRestoreSettingsPath This table stores the patbettings for restore scenarios. In other
words, here is where you define the paths and file names the system will restore to.
Minion.BackupRestoreTuningThresholdsThis table holds thresholds used to determine when to
change the tuning of a restore; atite tuning settings per threshold.
Minion.BackupSettings, This table holds backup settings at the default level, database level, and backup
type level. You may insert rows to define backup settings per database, per type, per type and database;
or,youcanrelyonthesystets A RS RSFl dzf § aSdiGdAy3aa oRSFAYSR Ay
combination of these.
Minion.BackupSettingsPath This table holds location configurations for each type of backup. In other
words, here is where you define the patte system will back up to.

16
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1 Minion.BackupSettingsServay This table contains serwgvel backup settings. The backup job
(MinionBackupAUTQ runs regularly in conjunction with this table to provide a wide range of backup
options, all without introducingdditional jobs.

1 Minion.BackupTuningThresholdsThis table holds thresholds used to determine when to change the
tuning of a backup; and the tuning settings per threshold.

1 Minion.DBMaintRegexLookup Allows you to include or exclude databases from badgiar from
reindex, checkdb, or all maintenance), based off of regular expressions.

1 Minion.SyncServec This table allows you to define synchronization partners: instances to push settings
and/or log data to.

Logs:

1 Minion.BackupFileListOnlg A Log of RESTORE FILELISTONLY output for each backup taken

1 Minion.BackupFileg A log of all backup files (whether they originate from a database backup, a
certificate backup, a copy, or a move). Note that a backup that is striped to 10 files willbvaves in
this table.

1 Minion.BackupLog; Holds a databastevel summary of the backup operation per database. Each row
contains the database name, operation status, the start and end time of the backup, and much more.
This is updated as each backup as¢o that you haveive Insighinto active operations.

1 Minion.BackupLogDetailg Holds a log of backup activity at the database level.

1 Minion.SyncCmdsg a log of commands used to synchronize settings and log tables to configured
synchronization server3his table is both a log table and a work table: the synchronization process uses
Minion.SyncCmds to push the synchronization commands to target servers, and it is also a log of those
commands (complete and incomplete).

1 Minion.SyncErrorCmds a log of synhronization commands that have failed, to be retried again later.

Settings Tables Detall
Minion.BackupCert

This table allows you to configure which types of certificates to back up, and the password to use when
backing them up. As far as Minion Backugoiscerned, there are only two types of certificates: ServerCert,
and DatabaseCert. So, this table will only ever have two rows: one for server certificates, and one for
database certificates.

Certificates that are enabled and configured for backupsytreatically backed up with every full backup
For more information on enabl i ngHoatodCordiqum teirtiicater i n g
backup® secti on.

Note: The certificate backup passwordsiered encrypted.

Name Type Description
ID int Primary key row identifier.
CertType varchar Certificate type.

17
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Valid inputs:

ServerCert
DatabaseCert
CertPword varbinary Certificate password. This is the password
used to protect the certificatbackup.
BackupCert bit Flag that determines whether or not to back

up this certificate type.

Discussion:

You can back certificates up to as many locations as you like. For example, to back up server certificates to

two location, insert one row for eatdrget location intdvlinion.BackupSettingsPathvith BackupType =

W{ SNIBSNJ SNIIiQx FyR (KS NBYLIl A yHoy@E: CanhgSre dReficdidbaddzhst G SR | &
section.

Note that certificate entries in Minion.BackupSettingsPath do not need to populate DBName. We use
5.blYSIrWaAyA2y5S8S¥FldzZ 64Q Ay GKS SEFYLX S&a IAGSYysS odzi 2
5. bl YSTQ{ SNIBSNI S nilillQaue. TMJimpriamt thiggliskhGtBhckupTyYpe must be set to
W{SNIISNJ SNIQ 2NJ W51 dGFolasS/ SNIiQo

Minion BackupEncryption

This table stores the certificate, encryption, and thumbprint data for each backup encryption scenario you
define.

Name Type Description

ID Int Primarykey row identifier.
DBName sysname Database name.
BackupType varchar Backup type.

Valid inputs:
All

Full

Diff

Log

b2GS GKFIG a'tté Syo2
and log backups.

CertType varchar Certificate type. Valid inputs:
BackupEncryption

CertName varchar Certificate name.

EncrAlgorithm varchar Encryption algorithm. For a list of valid inputg

see the list of key_algorithm entries in the
MSDN articlénttps://msdn.miaosoft.com/en
us/library/ms189446.aspx
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ThumbPrint varbinary A globally unique hash of the certificate. See
https://msdn.microsoft.com/en -
us/library/ms189774.aspx

IsActive bit Thecurrent row is valid (active), and should
used in the Minion Backup process.

Minion BackupRestoreSettingsPath

This table stores the path settings for restore scenarios. In other words, here is where you define the paths

and file names the system wittstore to.

¢KAa GlrotS O02YSa ¢gAGK I RSTFrdA G NBRgxX gAGK 5.bLYS T
enables you to generate restore statements without any additional configuration, and gives an exmple of

restore path configuration.

Note: The2yf & @I f AR NBAG2NB GelLIS Ay aAyrazyo. | OldzlwSaid2NB
full backup requires path information.

C2NJ Y2NB AYyTFT2NXIGA2YS aSS al2¢g G2Y {SOG dzLlJ wSad2NB t |

Name Type Description
ID int Primary key rovidentifier.
DBName varchar Database name.

Valid inputs:

<specific database name>
MinionDefault

ServerName varchar The name of the server to restore to.
RestoreType varchar Restore type.

b2GS GKIFIG GKA& Oly 2
full restorewill require a path.

Valid inputs:
Full
FileType Varchar Thecategoryof filesthat this rowconfigures

FileType can contain either the value
GCAt Sbl YS¢ FRelypél KS g1
T GCAf Sbl YS¢theMgpeNarae
field (below) ighe name ofa file
(without the extension).
1 aCAfS¢celLIS¢ YStiga
mdf, ndf, Idf, or All.
Valid values:

FileType
FileName
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TypeName

varchar

The nameor typeof file that this row
configures eitherafile name, or a file typéas
specified in FileType

Validvalues:
<thelogical file name
mdf

ndf

Idf

All

RestoreDrive

varchar

The drive to restore toThis is only the drive
letter of the restoredestination

IMPORTANTIf this is drive, this must end with
colond f &K o F 2 NQUSdE | LYRLJE (§
useli KS o &8 LI (\kenem NJ

RestorePath

varchar

Thgpath to restore ta This is only the path (fo
SEI YL SZ \)0v [2 F QiKdSLIEN
destination

This field acceptbiline Tokens

RestoreFileName

Varchar

The name of the file, without the extension.

RestoreFileExtension

Varchar

The file extension, with the period. For
SEI YL SY G4PYRTFE O

NULLand MinionDefault will give the file its
original file extension.

This field acceptiiline Tokens

Examples:

NULL

MinionDefault

.mdf
%BackupTypeExtension%

BackupLocation

Varchar

The location of the backup fite restore from.
E.qg., original backup location, copy location, ¢
mirror location.

Backupand Primary mean the same thing; it i
the original backup location recorded by Minig
Backup. Mirror, Copy, and Move mean the
mirror (or copy or move) location, as recordeg
by MB.

Valid value:
Backup
Primary
Mirror
Copy
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Move
RestoreDBName Varchar Thename to give the newly restored databasg

This field acceptiiline Tokens

ServerLabel Varchar A usercustomized label for the server name.
can be the name of the server, seniestance,
or a label for a seer.

This is used for the restore file path.

Cannot contain an Inline Token

PathOrder int Not currently in use.

IsActive bit The current row is valid (active), and should b
used in the Minion Backup process.

Comment varchar For your referencenly. You can label each ro

with a short description and/or purpose.

Minion.BackupRestoreTuningThresholds
This table holds the thresholds used to determine the tuning refséore.

The principles for tuning restores are exactly the same as thoserfiorgiackups. We have chosen,
therefore, not to duplicate tuning documentation for both backup and restore. ReférkoS & SMDduRA 2 v &
Dynamic Backup Tuning Threshélds | ol tonSet up dynamic backup tuning threshéld®

Name Type Description

ID bigint Primary key row identifier.

ServerName varchar Name of the remote server.
Valid inputs:

<specific server name>
MinionDefault
DBName sysnhame Database name

Valid inputs:

<specific database name>
MinionDefault
RestoreType varchar Restore type.

Valid inputs:

Full

Diff

Log

All

SpaceType varchar The way in Minion Backup determines the siz
of the database (e.g., data only, data and inds
etc.)

Valid inputs:

21



DataAndIndex
Data
File

ThresholdMeasure

char

The measure for our threshold value.

Valid inputs:
GB

ThresholdValue

bigint

The correlating value to ThresholdMeasuSo,
if ThresholdMeasure is GB, then
ThresholdValue is the valughe number of
gigabytes.

Buffercount

smallint

From MSDN.Microsoft.comY & { LIS OA ¥
total number of I/O buffers to be used for the
backup operation. You can specify any positi
integer; however, largaumbers of buffers
might cause "out of memory" errors because
inadequate virtual address space in the
{1t aSNDNWSES LINRPOS&&

MaxTransferSize

bigint

Max transfer size, as specified in bytes. This
must be a multiple of 64KB.

Note that a value of O willllow Minion Backup
to use the SQL Server default value, typically
1MB.

From MSDN.Microsoft.comY & { LIS OA ¥
largest unit of transfer in bytes to be used
between SQL Server andetbackup media. Thg
possible values are multiples of 65536 bytes
Y. 0 NIYy3IAy3ad dzlJ 2 nwm

BlockSize

bigint

From MSDN.Microsoft.comY & { LIS OA ¥
physical bloclsize, in bytes. The supported
sizes are 512, 1024, 2048, 4096, 8192, 16384
32768, and 65536 (64 KB) bytes. The default
65536 for tape devices and 512 otherwise.
Typically, this option is unnecessary because
BACKUP automatically selects a block size th
is appropriate to the device. Explicitly stating
block size overrides the automatic selection g
0f 201 aAil Soé¢

Replace

bit

Whether to enable the WITH REPLACE restg
option.

WithFlags

varchar

Additional WITH flags. You can use any of thg
standard RE®JIRE statement WITH options,
using a commalelimited list. Note that log
backup restores are automatically restored w
NORECOVERY.

Example:
NORECOVERY
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BeginTime

varchar

The start time at which this threshold applies.

IMPORTANTMust be in the formath:mm:ss,
or hh:mm:ss:mmn{wheremmmis
milliseconds), on a 24 hour clock. This meang
GKIdG 020K QaaYnnYnnQ
gt AR GAYSaz odzi WyyY
single digit hours must have a leading 0).

EndTime

varchar

The end time at which this threshold applies.

IMPORTANTMust be in the formath:mm:ss,
or hh:mm:ss:mmn{wheremmmis
milliseconds), on a 24 hour clock. This meang
GKIFIG 020K QnaYnnYnnQ
gt AR GAYSazI odzi WyyY
single digit hours must have a leading 0).

DayOfWeek

varchar

The day or days to which the settings apply.

Valid inputs:

Weekday

Weekend

[an individual day, e.g., Sunday]

IsActive

bit

Whether the current row is valid (active), and
should be used in th®linion Backup process.

Comment

varchar

For your reference only. You can label each r

with a short description and/or purpose.

Minion.Backupettings

Minion.BackupSettings contains the essential backup settings, including backup order, history retention, pre

and postcode, native backup settings (like format), and more.

Minion.BackupSettings is installed with default settings already in place, vigstemswide default row

OARSYUGATASR

o6& 5.blYS T

GaAyA2y58Fl dd ¢ | yR

backups at all, no action is required, and all backups will use this default configuration.

Important: Do not delete the MinionEfault row, or alter the DBName or BackupType columns for this row!

To override these default settings for a specific database, insert a new row for the individual database with

the desired settings. Note that any database with its own entry in MiniokiugeRettings retrieves ALL its
configuration data from that row. For example, if you enter a row for [YourDatabase] and leave the
ShrinkLogOnLogBackup column at NULL, Minion Backup does NOT retrieve that value from the

GaAyA2YyS5STl dzf GENNEYPT2ANYNXKAAI Ol &S FEKI , 2dz2NBF G ol &8

Name Type Description
ID int Primary key row identifier.
DBName sysname Database name.

23
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Port

Int

Port number for the instance. If this is NULL,
we assume the port number is 1433.

Minion Backup includes the port number
because certain operations that are shelled o
to sglcmd require it.

BackupType

Varchar

Backup type.

Valid inputs:
All

Full

Diff

Log

b23S GKIFIG a!'tfté Syo2
and log backups.

Exclude

Bit

Exclude database from backups.

C2NJ Y2NB 2y HKToaExcug@el]
databases from backups®

GroupOrder

Int

The backup order within a group. Used solely
for determining the order in which databases
should bebacked up.

By default, all databases have a value of 0,
gKAOK YSlIya (KSeQff
0§KS@QNB |jdzSNASR FTNRBY

| AIKSNJ ydzYo SN&E KI @S
have a higher priority), and will be backed up
earlier than lower numbers We recommend
leaving some space between assigned back
order numbers (e.g., 10, 20, 30) so there is
room to move or insert rows in the ordering.

C2NJ Y2 NB Ay HevwDyIBdchug vy
databases in a specific order

GroupDBOrder

int

Group to which this database belongs. Used
solely for determining the order in which
databases should be backed up.

By default, all databases have a value of 0,
GKAOK YSIya (KSe idér
GKS2QNB |jdzSNASR FTNRY

| A3KSNJ ydzYo SNE KI @S
have a higher priority), and will be backed up
earlier than lower numbers. The range of
GroupDBOrder weight numbers i265.
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databases in a specific order

Mirror

Bit

Back up to a secondary mirror location.

Note: This option is only available in SQL Ser
Enterprise edition.

DelFileBefore

bit

Delete the backup file before taking the new
badup.

DelFileBeforeAgree

bit

Signifies that you know deleting the backup fi
first is a bad idea (because it leaves you with
a backup, should your current backup fail), by
that you agree anyway.

LogLoc

varchar

Determines whether log data is only stored of
the local (client) server, or on both the local
server and the central Minion (repository)
server.

Valid inputs:
Local
Repo

HistRetDays

smallint

Number of days to retain a history of backups
(in Minion Baclp log tables).

Minion Backup does not modify or delete
backup information from the MSDB database

Note: This setting is also optionally configural
at the backup level, and also at the BackupTy
level. So, you can keep log history for differe
amourts of time for log backups than you do
for full backups.

MinionTriggerPath

varchar

UNC path where the Minion logging trigger fil
is located.

Not applicable for a standalone Minion Backu
instance.

DBPreCode

Nvarchar

Code to run for a database, before the backu
operation begins for that database.

C2NJ Y2NB 2y HKToaRuricade]
before or after backugs @

DBPostCode

nvarchar

Code to run for a database, after the backup
operation completes for that database.

C2NJ Y2NB 2y HiKToaRuricadel
before or after backugs ®

PushToMinion

Bit

Save these values to the central Minion serve
if it exists. Modifies values for this paxtiar
database on the central Minion server.
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A value oNULLindicates that this feature is
off. Functionality not yet supported.

DynamicTuning

bit

Enables dynamic tuning.

C2NJ Y2NB 2y R@& #dwYoASet
up dynamic backup tuning threshoksp

Verify

Varchar

Specifies when the RESTORE VERIFYONLY
operation is to happen.

Warning Just as with the FileActionTime
column, this setting must be used with cautio
Verifying backups can take a long time, and y
could hold up subsequent backups while
running the verify. We recommend using
AfterBatch.

(Note that the FileAction operation is process
before the Verify operation.)

Valid inputs:

NULL(meaning do not run verify)
AfterBackup

AfterBatch

Seehttp://msdn.microsoft.com/en
us/library/ms188902.aspx

PreferredServer

Varchar

The server on which you would like to perforn
backups in an Availability Group.

A NULL in this field defaults the current AG
primary (if in an AG scenario). This field is
ignored for databases not in an AG scenario.

Valid inputs:

NULL

AGPreferred

<specific server or serv@énstance name>

C2NJ Y2NB 2y HdKi: Set ip2 LJ
backups on AvailabilitGroupg &

ShrinkLogOnLogBackup

Bit

Turn on log shrink after log backups.

C2NJ Y2NB 2y HidKia: Shritik2ot]
files after backup @

ShrinkLogThresholdinMB

int

How big (in MBdhe log file is before Minion
Backup will shrink it. For example, if a log filg
1% full, but the file is only 1 GB, we probably
R2y Qi ¢l yi G2 akKNAY]
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Note that you could force a shrink after every
f23 o0l O1dzlJ o0& aSitidAy
advie it.

C2NJ Y2 NB
files after backup @

2y HidvKta: SBhriitik 20t

ShrinkLogSizelnMB

int

The size (in MB) the log file shrink should
target. In other words, how big you would likg
the log file to be after a file shrink.

This setting applies for EACH log file, not for
log files totaled. If you specify 1024 as the siz
here, and you havthree log files for your
database, Minion Backup will attempt to shrin
each of the three log files down to 1024MB (s
@2dzQf f SyYyR dzLJ 6AGK |

C2NJ Y2 NB
files after backup @

2y HdvKta: Shriiik 20t

MinSizeForDiffinGB

bigint

The minimum size of a database (in GB) in
order to perform differentials; databases undg
this size will not get differential backups.

A value of NULL or 0 means that there is no
restriction on whether to takdifferential
backups.

DiffReplaceAction

varchar

If a database does not meet the
MinSizeForDifflnGB limit, perform another
action instead of a differential backup (e.g.,
perform a log backup instead).

While Minion Backup allows you to perform a
full backup in lieu of a differential, understand
that this could increase the expected time of
the backup jobs.

ANULWG I f dzS YSIya GKS a

Valid inputs:
Full

Log

Skip

NULL

LogProgress

bit

Track the progress of backup operations for t
database

Status is tracked in the Minion.BackupLog taf

FileAction

varchar

Move or copy the backup file.
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A value of NULL means this setting has no m
or copy operations.

If COPY or MOVE is specified, at least one
corresponding COPY entry (or a single
corresponding MOVE entry, as appropriate) i
required in the Minion.BackupSettingsPath
table, to determine the path to copy or move
to. IMPORTANT: If there is no correspogdin
COPY or MOVE entry, this setting will generg
no error; there will just be no copy.

Valid inputs:
NULL
COPY
MOVE
CopyMove

C2NJ Y2NB 2y AbKACopy s L]
move backup files @

FileActionTime

Varchar

The time at which to perform the COPY or
MOVE FileAction.

Valid inputs:

AfterBackup
AfterBatch

C2NJ Y2NB 2y AbdtACGopy g L]
move backup files ®

Encrypt

bit

Encrypt the backup.

Name

varchar

The name of the backup set.

Seehttp://msdn.microsoft.com/en
us/library/ms186865.aspx

ExpireDatelnHrs

int

Number of hours until the backup set for this
backup can be overwritten.

If both ExpireDatelnHrs and RetainDays are
both used, RetainDays takes precedence.

Seehttp://msdn.microsoft.com/en
us/library/ms186865.aspx

RetainDays

smallint

The number of days that must elapse before
this backup media set can be overwritten.

Seehttp://msdn.microsoft.com/en
us/library/ms186865.aspx

Descr

varchar

Description of the backup set. Note: this must
be no more than 255 characters.
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Seehttp://msdn.microsoft.com/en
us/library/ms186865.aspx

Checksum

bit

Verify each page for checksum and torn page
enabled and available) and generate a
checksum for the entire backup.

Seehttp://msdn.microsoft.com/en
us/library/ms186865.aspx

Init

bit

Overwrite the existing backup set.

Seehttp://msdn.microsoft.com/en
us/library/ms186865.aspx

Format

bit

Overwrite the existingnedia header. Note
that Format=1 is equivalent to Format=1 AND
Init=1; therefore, FORMAT=1 will override the
Init setting.

Seehttp://msdn.microsoft.com/en
us/library/ms186865.aspx

CopyOnly

bit

Perform a copy-only backup. Copy only
backups do not affect the normal sequence of
backups.

Seehttp://msdn.microsoft.com/en
us/library/ms186865.aspx

Skip

bit

Skip the check of the
before overwriting.

Seehttp://msdn.microsoft.com/en
us/library/ms186865.aspx

BackupErrorMgmt

varchar

Rollup of the two BACKUP flags
STOP_ON_ERROR and
CONTINUE_AFTER_ERROR.

Seehttp://msdn.microsoft.com/en
us/library/ms186865.aspx

MediaName

varchar

The backup setds medi

Seehttp://msdn.microsoft.com/en
us/library/ms186865.aspx

MediaDescription

varchar

Description of the media set. Note: this must
be no more than 255 characters.

Seehttp://msdn.microsoft.com/en
us/library/ms186865.aspx

IsActive

bit

The current row is valid (active), and should K
used in the Minion Backup process.
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Comment Varchar For your reference only. You can label each r
with a short description and/or purpose.

Discussion:
CKS aAyAz2yd. O0ldzZl) SGdAay3aa GlroftS O02YSa 6AGK  NRg
altte a GKS . F O dzL)¢ & Liside defatilisA & NB g RSTAySa (GKS &

Important: Any row inserted for an individual database overrides only ALL of the valbhethew or
not they are specified. Refer to the following for an example:

ID DBName BackupType ExcludeX DBPreCode
1 MinionDefault All 0 X EXEC specialCode;
2 YourDatabase Full 0 X NULL

¢
(7))

¢KS FTANRG NBGS Gaiyi2ys SidFusafbr dl4hE dafabased iKthe SRS G 2 F
Server instance. These values will be used for backup for all databases that do not have an
additional row in this table.

The second row, [YourDatabase], specifies some values for YourDatabase. This row completely
2OSNNARSE (GKS a5STFldzZ GaAyrazyé @FtdzSa F2N) Cdzt ot

When full backups are performed for YourDatabasdythe values from the YourDatabase/Full row

will be used. So, even though the systemde default (as specified in the MinionDefault row) for

5.t NB/ 2RSS A& W9 -9/ &aLSOALE/2RSTQ> CdzZtf ol Ol dzLla 2
Because DBPreCodeNULL for YourDatabase/Full, Full backups will perform no pre code for

YourDatabase.

C2NJ Y2NB Ay T 2Cfiguiakicd $eftinod SiSardiyK & S @ ihkiefturd Gvended d

9ELF YL SY {SiG OdaAalG2Y O2yFAIdzNI GA2Yy F2NJ Cdz f o6 O dzLJ&

INSERTINTO[Minion].[BackupSettings]
([DBName]

[BackupType]
[Exclude]
[LogLoc]
[HistRetDays]
[ShrinkLogOnLogBagku
[ShrinkLogThresholdInMB]
[ShrinkLogSizelnMB]
[Name],
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[ExpireDatelnHrs]
[RetainDays]
[Descr],
[Checksum]
[Init] ,
[Format],
[MediaName],
[MediaDescription]
)
SELECTYourDatabaseAS[DBName]
'All' AS[BackupType]
0 AS[Exclude]
‘Local'AS[LogLoc]
60AS[HistRetDays]
1 AS[ShrinkLogOnLogBackup]
1 AS[ShrinkLogThresholdInMB]
1024 AS[ShrinkLogSizelnMB]
'‘Backup nameAS[Name],
5 AS[ExpireDatelnHrs]
2 AS[RetainDays]
'backup descAS[Desct],
1 AS[Checksum]
1 ASInit] ,
1 AS[Format],
‘MediaName' AS[MediaName],
'‘MediaDescAS[MediaDescription]

MinionBackupSettingsPath

This table allows you to configure backup path destinatiansl; backup file copy and move settings. You may
insert rows for individual databases, backup types, and copy/move settings, to override the default path
settings for that database and backup type.

IMPORTANTWe highly recommend backing up to UNC pathseatsof to locally defined drives. Especially

in the context of the Data Waiter feature, UNC paths allow a smoother transition between replicas or to a
GLNY FlLAf2PISN &SNS NRbo@: BMENORAMS setlingsFagdNdy Haiia wighyhEeDad S S
Waiterg @

{SOSNIt al2¢ ¢2¢ aSOlAz2ya LINPOARS AyaidaNHzOGA2Yy A
Minion.BackupSettingsPath table:

How to: Set up mirror backups

How to: Copy files after backup (single and multiple locations)

How to: Move files to a location after backup

How to: Copy and move backup files

= =4 -4 4 -

How to: Back up to multiple files in a single location
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 How to: Back up to multiple locations

Also see the discussion below, after the columns description.

Name

Type

Description

ID

Int

Primarykey row identifier.

DBName

syshame

Database name.

isMirror

bit

Is a backup mirror location.

BackupType

Varchar

Backup type.

Valid inputs:
ALL

Full

Diff

Log
ServerCert
DatabaseCert
Move

Copy

Note that ALL encompasses full, differential,
and log backups.

BackupLocType

varchar

Backup location type.

Example values:
Local
NAS
URL

Note: URL and NUL are the most important o
these, and are used by the Minion Backup
process. The remaining input(s) are user
RSTAYSRZ |a GKS&QNXB

However, once combined with Minion
Enterprise, these are all important for
reporting.

BackupDrive

Varchar

Backup drive. This is only the drive letter of th
backup destination.

Alternately, this value can be NUL if
BackupLocType is NUL.

IMPORTANTIf this is drive, this must end with
colonra f I &K O F 2 NQ 0SdE I LYRLJf (8
dzaS G(GKS ol 48 Nketv&2Q0T

BackupPath

varchar

Backup path. This is only the path (for examp
W{v[.NO dFa §KS ol 010
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Alternately, this value can be NUL if
BackupLocType is NUL.

FileName

varchar

The name of the file, without the extension.

FileExtension

varchar

The file extension, with the period. For
SEFYLX SY a®ol €&d

BothNULL b5 WaAyA2y5STI d
to use the default extension as appropriate: fq
ol O1 dzLJ F At Sa = foreaptiidate Q
0 OldzLllas WoPOSNID | yR

This field acceptiiline Tokens

Examples:

NULL

MinionDefault

.bak
%BackupTypeExtension%

ServerLabel

Varchar

A usercustomized label for the server name.
can ke the name of the server, ser@rstance,
or a label for a server.

This is used for the backup file path.

This comes in handy especially in Availability
groups; if on day 1 we are on AG node 1, ang
RFre W ¢S INB 2y !'D Yy
backups to save to different physical location
based on that name change. We instead
provide a label for all databases on the instan
CoKSGHKSNI 2NJ y 2 {sobdckss
will all be in a central place (and so that
cleaning up old backups istan onerous
chore).

As this is just a label meant to group backup
files, you could conceivably use it any which
way you like; for example, one label for AG
databases, and another for nekG, etc.

Cannot contain a dynamic part.

RetHrs

int

Numberof hours to retain the backup files.

FileActionMethod

Used to specify the program to use to perforn|
the COPY/MOVE actions.

Note: NULL and COPY are the same. And w|
the setting is called COPY, it uses PowerShe
COPY or MOVE commands as needed.
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Valid inputs:

NULL (same as COPY)
COPY

MOVE

XCOPY

ROBOCOPY

ESEUTIL

Note that ESEUTIL requires additional setup.
C2NJ Y2NB 2y HdKta Bopids:2 L]
Backup Mirrors and File Actichs | AbBut: &
Copy and move backup filegb

FileActionMethodFlags

Used to supply flags for the method specified
FileActionMethod The flags will be appended
to the end of the commandhis is the perfect
way to provide specific functionality like
preserving security, attributes, etc.

C2NJ Y2NB 2y HidKth Bopids:2 LJ
Backup Mirrorsaand File Actiors | AbBut: &
Copy and move backup filesp

PathOrder

Int

If a backup goes to multiple drives, or is copie
to multiple drives, then PathOrder is used to
determine the order in which the different
drivesare used.

IMPORTANTLike all ranking fields in Minion,
PathOrder is a weighted measure. Higher
ydzYo SNE KI @S | -th8yNBve ai
higher priority- and will be used earlier than
lower numbers.

IsActive

bit

The current row is valid (activegnd should be
used in the Minion Backup process.

AzureCredential

Varchar

The name of the credential used to back up t¢
Microsoft Azure Blob.

When you take a backup to a Microsoft Azure
.20 06AGK ¢h ! w[TlQX
credential undersecurity so you can access th
blob. You have to pass that into the backup

adFaiSYSyid o2L¢l [/ w95b

Seehttps://msdn.microsoft.com/en
us/jj720558

Comment

Varchar

For your reference onlyvou can label each roy
with a short description and/or purpose.

Discussion:
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CKS aAyA2y®.  OldzLl) SGadAy3Iatl K (dFroftS 02YSa gAGK 2

isMirror=0. If all of your backups are going to same location, you only need tdeutts row with
your backup location.

You can also insert additional rows to configure the backup file target for an individual database, to
override the default backup settings for that database.

,2dz OFy fa2 AyaSNI | NP gabadkipHle aftér tbg barkip e LIST Qa h £ 9 O
2LISNY GA2ya NB O2YLX SGST FYyRk2NI 2yS 2NJ Y2NBE NRg a

Both MOVE and COPY operations are performed at a time designated by the FileActionTime field in
the Minion.BackupSettings table2mNJ SEI YL S AT CAf S! OldA2y¢AYS A4
or COPY specified here in Minion.BackupSettingsPath will happen immediately after that backup
(instead of at the end of the entire backup operation).

To backup a server certificate or datede certificate, you must insert a row with BackupType =
W{ SNIISNJ SNIIQd { SNBBSNJ OSNIAFAOFGS o6l O1dzLla R2y Qi

WaAyA2y5STFldz 6Q G2 arAayArAFe GKFIG AG FLWIX ASE dzyAQ

insert an individual row foreacd SA G KSNJ 5. bl YS T WaAyAz2y5SFl dz (Q

W5 GFolasS/ SNIQY 2NJ . O1dzLledlISrQstdlol&asS/ SNIQ F2N

aAyA2y . F0O1dzld gAft y20G o6F O] dzZLJ OSNIAFAOIGSaE 6AGK

W5 | G SNIBG / XaR éan Rave dnultiple certificate backup path rows for the same database (or
for the server) going to multiple locations, all with isActive = 1. This is because certificates are so
important to the restoration of a database, that Minion Baclaljpws you to back up the certificates

to multiple locations. If you have five rows for DB2 database certificate backups, and all are set to
Aal OGAGS ' m3x GKSy Fff FAGBS 2F GKSY | NBHo®l f AR
to: Configue certificate backugs & SOU A 2y @

Minion BackupSettingsServer
This table contains sen#gvel backup settings. Specifically, each row represents a backup scenario as

defined by the database type, backup type, daggin and end time, and maximum number of backups per
timeframe. The backup joMinionBackupAUTQ runs regularly in conjunction with this table to provide a
wide range of backup options, all without introducing additional jobs.

In addition, you can end settings synchronization, and/or log synchronization, for any or all of the backup
scenarios. (So for example, Minion Backup can synchronize settings and logs with the weekly full backups.)

C2NJ Y2NB Ay T 2ANI: BalkySSheduBsS a B ROGA A Y

Minion.BackupSettingsServer ships with a full set of schedules in place.

Name Type Description
ID Int Primary key row identifier.
DBType varchar Database type.

35



Valid values:

User
System
BackupType varchar Backup type.
Valid inputs:
Full
Diff
Log
Day Varchar The day or days to which the settings apply.
Valid inputs:
Daily
Weekday
Weekend
[an individual day, e.g., Sunday]
FirstOfMonth
LastOfMonth
FirstOfYear
LastOfYear
Note: Note that the leas¥ NB lj dzS y i
settingsc FirstOfYear, LastOfYear,
FirstOfMonth, LastOfMontlq only apply to
user databases, not to system databases.
ReadOnly tinyint Backup readonly option; this decides whethe
or not to include ReadOnly databases in the
backup, or to prform backups omnly
ReadOnly databases.
A value of 1 includes ReadOnly databases; }
excludes ReadOnly databases; and 3 only
includes ReadOnly databases.
Valid values:
1
2
3
BeginTime varchar The start time at which this schedule applies
IMPORTANTMust be in the formath:mm:ss,
or hh:imm:ss:mmn{wheremmmis
milliseconds), on a 24 hour clock. This mean
GKFG 020K QnnYnnYnng
grt AR GAYSazZ odzi Wy
single digit hours must have a leading 0).
EndTime varchar The end time at which this schedule applies.

IMPORTANTMust be in the formathh:mm:ss,
or hh:mm:ss:mmn{wheremmmis
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milliseconds), on a 24 hour clock. This mear
OKIFG 020K QnaYnnYnn(
@t AR (AYSazisnotithecawse v
single digit hours must have a leading 0).

MaxForTimeframe

int

Maximum number of iterations within the
specified timeframe (BeginTime to EndTime

C2NJ Y2NB Ay WabNIasei A 2y
scheduling A yOQuitkSSut ¢ a SOG A

FrequencyMins

int

The frequency (in minutes) that the backup
should occur.

Note that actual frequency also depends on
the SQL Agent job schedule. If FrequencyMi
=5, but the job runs ery 15 minutes, you wil
only get this backup every 15 minutes.

However, if FrequencyMins = 30 and the job
runs every 10 minutes, this backup will occu
every 30 minutes.

CurrentNumBackups

int

Count of backup attempts for the particular
DBTypeBackupType, and Day, for the currel
timeframe (BeginTime to EndTime)

NumConcurrentBackups

tinyint

For future use.

LastRunDateTime

datetime

The last time a backup ran that applied to th
particular scenario (DBType, BackupType, O
and timeframe).

Include

varchar

The value to pass into the @Include parame
of the Minion.BackupMaster job; in other
words, the databases to include in this
FGGSYLIi® ¢KAA YIF@& 08
RFEGFolFlaSasoo

Exclude

varchar

The value to pass into the @Exclude
parameter of the Minion.BackupMaster job; i
other words, the databases to exclude from
this attempt. This may be left NULL (meanin
Gy2 SEOfdzAA2Yy&£0 0

SyncSettings

bit

Whether or not to perform a synchronization
of settings tables during this particular run

C2NJ Y2NBE Ay HaNX I GA 2y
Synchronize backup settings and logs amon
instances @

SyncLogs

bit

Whether or not to perform a synchronization
of log tables during this particular run.

FormoreA Y T2 NY I Havty > & S S
Synchronize backup settings and logs amon
instances ®
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BatchPreCode varchar Precode to run before the entire backup

operation.

BatchPostCode varchar Precode to run after the entire backup
operation.

Debug bit Enable logging of special data to the debug
tables.

For more information, see
éMinion.BackupDebuy | Y R
oMinion.BackupDebugLogDetdilsb
FailJobOnError bit Cause the job to fail if an error is encountere
If an error is encountered, the rest of the
batch will complete before the job is marked
failed.

FailJobOnWarning bit Cause the job to fail if a warning is
encountered. If a warning isneountered, the
rest of the batch will complete before the job,
is marked failed.

IsActive Bit Whether the current row is valid (active), ang
should be used in the Minion Backup proces
Comment varchar For your reference only. You can label each

row with a short description and/or purpose.

Example 1: Weekly full, daily differential, hourly log backups
We could use this table to define the following backup time scenarios:

Full system backups on Sunday, one time between 6pm and 7pm.
Full user backups ddunday, one time between 8pm and 9pm.

= =4 =

Differential backups on every other day (MoneBaturday), one time each between 8pm and 9pm.
1 Log backups hourly (except when differential or full backups are running).

To do this, we would set the MinionBackéyyTO bekup job to run once hourly, and define the following
rows. (Note that some of the table columns are omitted, for presentation purposes.)

ID DBType | BackupType| Day ReadOnly | BeginTime | EndTime | MaxForTimeframe
5 System | Full Sunday 1 18:00:00 | 19:00:00 |1

6 User Full Sunday 1 20:00:00 | 21:00:00 | 1

7 User Diff Weekday | 1 20:00:00 | 21:00:00 | 1

8 User Diff Saturday |1 20:00:00 | 21:00:00 | 1

9 User Log Sunday 1 00:00:00 23:59:59 | 24

We do not have to specifically time the log backups to avoid the 8pm differential and full backup windows;
because both differential and full backups take precedence over log backups. So when the 8pm job begins, it
will see the differential or full backuglated, and discard the log backup for that hour. In other words, the job
run history would look like this:
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Sunday 7pnt user log backup, system full backup
Sunday 8png user full backup

Sunday 9png user log backup

Continuing hourly log backuys

Monday pm ¢ user log backup

Monday 8pmg user diff backups

940X

=A =4 4 -4 -4 - -

Example 2: Daily full, differential every 4 hours, log backups every 15 minutes
We could use this table to define the following backup time scenarios:

1 Full system backups daily, one time between %omd 9:30pm.

9 Full user backups daily, one time between 10pm and 10:30pm.

9 Differential backups every 4 hours (except when full backups are running), starting at 2:00am.
1 Log backups every 15 minutes (except when differential or full backups are running).

To b this, we would set the MinionBackwfdUTO backup job to run every 15 minutes, and define the
following rows. (Note that some of the table columns are omitted, for presentation purposes.)

ID DBType | BackupType|l Day ReadOnly | BeginTime | EndTime | MaxForTimeframe
5 System | Full Daily 1 21:00:00 | 21:30:00 | 1

6 User Full Daily 1 22:00:00 | 22:30:00 |1

7 User Diff Daily 1 02:00:00 | 02:30:00 |1

8 User Diff Daily 1 06:00:00 | 06:30:00 | 1

9 User Diff Daily 1 10:00:00 | 10:30:00 |1

10 User Diff Daily 1 14:00:00 | 14:30:00 |1

11 User Diff Daily 1 18:00:00 18:30:00 | 1

12 User Log Daily 1 00:00:00 | 23:59:59 | 96

In short, we need one row each for:

9 full daily system backups
9 full daily user backups
9 full log backups (these run every 15 minutes)

And additionally, one row per eadifferential backup timeframe (2am, 6am, 10am, 2pm, and 6pm). We
R2yQd G1F1S I RAFFSNBYGALIE 4G mnLlYI 2F O2dzNBSX

Note: The 10pm user log backups will be replaced by the 10pm user full backups.

Minion.BackupTuningThresholds

This table holds the thresholds used to determine the tuning of a backup.
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C2NJ Y2NB Ay T2NYI (AhctyDyna@iSEckipR $in@ T8 réshénds yiiR taoSet up
dynamic backup tuning thresholéls®

Name Type Description

ID Int Primary key row identifier.

DBName syshame Database name.

BackupType Varchar Backup type.

Valid inputs:

ALL

Full

Diff

Log

Note that ALL encompasses full, differential,
and log backups.

SpaceType varchar The way in Minion Backup determines the siz
of the database (e.g., data only, data and indj
etc.)

Note that this column is ignored for log

0l Ol dzLJazr odzi &2dz aKz2
F2NI NRga oKSNB . I O] d7
descriptive.

Valid inputs:

DataAndIndex

Data

File

Log

ThresholdMeasure Char The measure for our threshold value.
Validinputs:

GB

ThresholdValue Bigint The correlating value to ThresholdMeasure.
if ThresholdMeasure is GB, then
ThresholdValue is the valughe number of
gigabytes.

NumberOfFiles tinyint The number of files to use for the backup.

Buffercount Smallint From MSDN.Microsoft.comY & { LISOA ¥
total number of 1/O buffers to be used for the
backup operation. You can specify any positi
integer; however, large numbers of buffers
might cause "out of memory" errors because
inadequate virtual address space in the
{ljt aSNDONWSES LINRPOS&&

MaxTransferSize bigint Max transfer size, as specified in bytes. This

must be a multiple of 64KB.
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Note that a value of 0 will allow Minion Backu
to use the SQL Server default value, typically
1MB.

From MSDN.Microsoft.comY & { LISOA ¥
largest unit of transfer in bytes to be used
between SQL Server and the backup media.
possble values are multiples of 65536 bytes (
Y. 0 NIYy3IAYy3I dzLlJ 42 nwm

Compression

bit

From MSDN.Microsoft.comY a&aLy { v ]
2008 Enterpris@nd later versions only,
specifies whethebackup compression is
performed on this backup, overriding the
serveif SPSt RSTFI dzf 0 dé

BlockSize

bigint

From MSDN.Microsoft.comY & { LISOA ¥
physical block size, in bytes. The supported
sizes are 512, 1024, 2048, 4096, 8192, 16384
32768, and 65536 (64 KB) bytes. The default
65536 br tape devices and 512 otherwise.
Typically, this option is unnecessary because
BACKUP automatically selects a block size th
is appropriate to the device. Explicitly stating
block size overrides the automatic selection g
of 201 aAl Soé

BeginTime

varchar

The start time at which this threshold applies.

IMPORTANTMust be in the formathh:mm:ss,
or hh:mm:ss:mmnfwheremmmis
milliseconds), on a 24 hour clock. This meang
GKFdG 020K QnaYnnYnnQ
gt AR GAYSazI o0 dziecalisyg Y
single digit hours must have a leading 0).

EndTime

Varchar

The end time at which this threshold applies.

IMPORTANTMust be in the formahh:mm:ss,
or hh:mm:ss:mmniwheremmmis
milliseconds), on a 24 hour clock. This meang
GKIFIG 020K QnaYnnYnnQ
gt AR GAYSazZ odzi WyyY
single digit hours must have a leading 0).

DayOfWeek

Varchar

The day or days to which the settings apply.

Valid hputs:

Weekday

Weekend

[an individual day, e.g., Sunday]

IsActive

Bit

Whether the current row is valid (active), and
should be used in the Minion Backup processg
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Comment Varchar For your reference only. You can label each r
with a short descriptiormand/or purpose.

Minion.DBMaintDBGroups

Allows you to create named groups of databases to include or exclude from backups (or all maintenance),
using database names and/or wildcard strings.

Note that this table is shared between Minion modules.

Name Type Description

ID Int Primary key row identifier.

Action varchar The action that this group applies to.
51 GFrorasSa OFy oS I L
IANRdzLIE 2NJ F yYIFYSR 49

For more information, see the example beloy

Valid values:

Include

Exclude

MaintType varchar The type of maintenance that this row applie
to.

Valid values:

All

Backup

Reindex

CheckDB

GroupName Varchar The name of the group. This is the identifier
be used in the @Include or @Exclude
statement.

GroupDef varchar Thedatabase name, or wildcard string, to be
included as part of this group.

Escape char ¢ KS OKINFOGSNI dzaSR
meaningful character.

For example, if your database is actually
named [My%DB], you can define an escape
character (like |) tomake the system
recognize % as a character, not a wildcard.
your database name would be entered as
adE:5. 3 940FLISTQuUQd

IsActive bit The current row is valid (active), and should
used in the Minion Backup process.
Comment varchar For your referencenly. You can label each

row with a short description and/or purpose.
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Example 1:

[ SG§Q&a ONBIGS F INRdzZLI yFYSR -, % gAlGK ! QGA2yTlLyOf dzRSZ
GAGK RIGlIolF&asSa W5. MZI5. HQO®

ID Action MaintType GroupName| GroupDef | Escape IsActive Comment

1 Include Backup XYZ DB1 NULL 1 XYZ: DB1

2 Include Backup XYZ DB2 NULL 1 XYZ: DB2

3 Include Backup XYZ DB3 NULL 1 XYZ: DB3

4 Exclude Backup XYZ DB1 NULL 1 XYZ: DB1

5 Exclude Backup XYZ DB2 NULL 1 XYZ: DB2

Then,arunca Ay A2y ®. | Ol dzlJal 8GSN) gAGK XLyOfdzZRSI'Q5. Dwh! t Y. 1

YR 5. 0® ! YR AT &2dz NUzy aAyA2yd. | OldzlJal AGSNJ gA 0K X9
databases DB1, and DB2.

Note that in many cases, the list of databasediiatude and the one for Exclude will be the same. Just know

GKFG GKS@ R2y QG 1'+9 G2 o06ST &2dz Oy AyOfdzRS o RIFUGI 0
Example 2:
[ SGQa ONBIGS | Y2NB 02YLX AOFGSR 3N dzLJdthésariefor | £ A1 S
Exclude).
ID Action MaintType GroupName| GroupDef Escape IsActive Comment
1 Include Backup MBRY DB% NULL 1 All DB%
databases.
2 Include Backup MBRY Minion NULL 1 Minion
database.
3 Exclude Backup MBRY DB% NULL 1 All DB%
databases.
4 Exclude Backup MBRY Minion NULL 1 Minion
database.

b2¢g 6KSYy 6S NbHzy aAyAzyod. | OldzZdal aG6SNI 6AGK XLyOf dzRST Q
the DB% databases will be included in the backup.

And of course, running Minion.BackupMaster wiit® E Of dzZRST Q5. Dwh! t Ya. w, Q gAff NI
everything except the Minion database and all of the DB% databases.

Minion.DBMaintinlineTokens
Minion CheckDB 1.0 and MinionBackup 1.3 introduce a new feature to the Minior;doliee Tokens.

Inline Tokensllow you use defined patterns to create dynamic names and paths. For example, MB comes
gAGK (G0KS LINBRSTAYSR LyfAyS ¢21S8Sy G{ SNBSNE YR a5. bl
we update the path table:
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UPDATMinion.BackupSettingsPath
FET BackupPath-'SQLBackup%eServerd@DBName¥s

MB recognizes %Server% and %DBName% as Inline Tokens, and refers to the Minion.DBMaintinlineTokens
table for the definition. Note that custom tokens must be used with pipe delimiters, instead of pesicerst
Wpaeé/ daAad2Ye21SyuQo

C2NJ Y2 NB Ay RRoMMiinke X&kefSd & S a

Note that this table is shared between Minion modules.

Name Type Description
ID Int Primary key row identifier.
DynamicName varchar ¢KS yIFrYS 2F GKS Reyl

We recommend you do not include any speq
symbolsg only alphanumeric characters.
ParseMethod varchar The definition of the dynamic part.

Typically, this is a TSQL expression that
resolves to the value deed. For example, the
t I NESaSUK2R T2NJ daAif

DATEPART(MILLISECOND,
@ExecutionDateTime)

IsCustom bit Whether this is a custom dynamic part, or or|
that came with the product originally.

Definition varchar This is the official description of the dynamic
part.

9EFYLX S 6. O dzLd¢ & LIS 9
dynamic backup file extension based on the
ol O1 dzLd G & LIS ¢

IsActive bit The current row is valid (active), and should
used in the Minion Backup process.
Canment varchar For your reference only. You can label each

row with a short description and/or purpose.

Minion.DBMaintRegexLookup

Allows you to exclude databases from index maintenance (or all maintenance), based off of regular
expressions.

Note that this table ishared between Minion modules.

Name Type Description
Action varchar Action to perform with this regular expressio
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Valid inputs:

INCLUDE

EXCLUDE

MaintType varchar Maintenance type to which this applies.

Valid inputs:

All

Reindex

Backup

CheckDB

Regex nvarchar Regular expression to match a database nar
or set of database names.

Comments varchar For your reference only. You can label each
row with a short description and/or purpose.

Discussion:
Note that you can create more than one regular expression in Minion.DBMaintRegexLookup. For example:

1 To use Regex to include only DB3, DB4, and:Di&ert a row like the example above, where Regex =
Q5 S5PMR O QD

f Touse Regextoinclude any database BA Y YAy 3 GgAGK GKS ¢2NR dimsertN] S ¢ T
I NR¢ 6KSNB wibea®Bar Qal N) Sid wn

 Withthesetworows | 6 O] dzLJ 2LISNY A2y 4 Alipkth&DB$DBS dzRST QwS3ASE
databases, and the databases Marketing4 and Marketing308 (and similar others, if they exist).

C2NJ Y2 NB Ay HawWDylindlude daEbasesSiSbaakéips | KoR Ta Exclude databases from
backupg @

Minion.SyncServer
Configure the synchronization server information per database here in Minion.SyncServer.

C2NJ Y2NB AYT2NYI (How2ty SyncarSr&e ind® seitiSo® éindl Bgf amordg insténtes
dMinion.SymCmdg = Mifiéh.S¢ncErrorCmds®

Name Type Description
ID int Primary key row identifier.
Module varchar The name of the module to retrieve help for.

Valid inputs include:
Reindex

Backup

CheckDB

DBName sysname Database type.

Valid values:
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User
System

SyncServerName varchar

Name of the target server, or of the target
category, where you want to ship the table
entries to.

T 'aS a! DwSLIX AOF ¢ AT
Availability Group. Minion Backup will
automatically ship to all the replicas for
that AG.

' asS &aA NNRhNHatabakeyiS N
mirrored, and you want to sync to the
mirroring partner.

¢ 'asS G[23{ KALWLAYy3It I
scenario.

9 Or use the specific server name.

LT &82dz KI @S SAGKSNI |
those three, OR an AG replica where you on
warnt to send to 1 or 2 replicas, you can ente
in server names manually.

{Ay3tS aSNDINMIGYDOEL
SoId a{ SNDEUNMED & { SN
LT &2dz KI @S Ydzt GA LK S
multiple rows; just use pipes:

G { S NS NM w{[ UINIBINIHShiplée
of where this would be useful: if you routinely
do restores to a development server from a
production server, you can sync the logs frof
the production server to the development
server.

SyncDBName sysname

Your management database, where the
Minon2 6 2S00 & NBAaARS® ¢
or your custom management database.)

Port int

The port to be used for the connection to the
target SQL Server.

ConnectionTimeoutinSecs Int

XLGQa Ay GKS yIYSo

Log Tables Detall

Minion.BackupFileListOnly

This &ble is no longer in use, and was removed as of Minion Backup 1.3



Minion.BackupFiles

A log of all backup files (whether they originate from a backup, a copy, or a move). A backup that is striped to
10 files will have 10 rows in this table. A backup thet one file, but is then copied to one other location,

will have two rows in this table.

Note: With dynamic backup tuning, a backup could have 3 files one day, 10 files the next, 5 the next, and so
on.

Many of the fields in this table are taken directigrh BACKUP HEADERONLY. Refer to the BACKUP
HEADERONLY article on MSs://msdn.microsoft.com/enus/library/ms178536.aspx

Name Type Description

ID bigint Primary key rowdentifier.

ExecutionDateTime Datetime Date and time the entire backup operation took
place.

Op varchar The operation that was performed. For example;
Backup, Copy, or Move.

Status varchar Current status of the file operation.

DBName syshame Databasename.

ServerLabel varchar The useicustomized label for the server name.

For more information, see the ServerLabel colun
in Minion.BackupSettingsPath.

NETBIOSName varchar NetBIOS name.

BackupType varchar Specifies full, log, or differential backups

Example values:

Full

Log

Diff

Private Key
Certificate
BackupLocType Varchar Backup location type.

Example values:
Local

NAS

URL

Note: URL and NUL are the most important of
these, and are used by the Minion Backup proceg
¢KS NBYIFAYAYy3I AyLdzioéa
just information for you.

BackupDrive varchar Backup drive. This is only the drive letter of the
backup deshation.
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IMPORTANTIf this is drive, this must end with
colona f I &K 0O F 2 NQOSd I LYRLJ (SK

0KS olFasS LJ d\keneR@WNJ SEI
BackupPath varchar Backup path. This is only the path (for example,
W{ v [ . N d2Ia (desBnation. O dzL
FullPath varchar The full path without filename. For example:
a ASQLBackupServerl5 . m €& @
FullFileName varchar The full path (drive, path, and file name) of the
backup file. For example:
a ASQLBackupServerlDBA
10f1LogDB120150514085245w b £
FileName varchar Base file name, without extension. For example,
amM2FmM[ 235. MHAMpPAPMONY |
Datelogic varchar The date and time, in YYYYMMDDHHMMSS
format. For example, 20150514085245. This is
used in generating the backup filename.
Extension varchar ¢tKS FTAES SEGSyaAazyod Ci
RetHrs int Number of hours to retain the backup files.
IsMirror bit Is'a backup mirror location.
ToBeDeleted datetime Date that the file is set to be deleted.
DeleteDateTime datetime Date that the file vas deleted.
IsDeleted bit Whether the file has been deleted.
IsArchive bit 2 KSGKSNJ GKS FTAES A& Yl
protects the file from being deleted at any time.
BackupSizelInMB numeric The size of the entire backup, in MB.
BackupName varchar {SS GKS a{5b I NIAOEtS q
BackupDescription varchar {SS GKS a{5b I NIAOEtS q
ExpirationDate datetime {SS GKS a{5b I NIAOEtS
Compressed bit {SS GKS a{5b INIAOEtS
POSITION tinyint {SS GKS a{5b INIAOEtS
DeviceType tinyint {SS GKS a{5b I NIAOEtS ¢
UserName varchar {SS GKS a{5b INIAOEtS
DatabaseName Sysname {SS GKS a{5b INIAOtS ¢
DatabaseVersion int {SS GKS a{5b I NIAOEtS
DatabaseCreationDate datetime {SS GKS a{5b I NIAOEtS q
BackupSizelnBytes bigint {SS GKS a{5b I NIAOEtS q
FirstLSN varchar {SS GKS a{5b INIAOEtS
LagLSN varchar {SS GKS a{5b I NIAOEtS q
CheckpointLSN varchar {SS GKS a{5b INIAOEtS
DatabaseBackupLSN varchar {SS GKS a{5b I NIAOtS q
BackupStartDate datetime {SS GKS a{5b I RIBSEOWSED |
BackupFinishDate datetime {SS GKS a{5b INIAOEtS
SortOrder int {SS GKS a{5b I NIAOEtS
CODEPAGE int {SS GKS a{5b INIAOEtS
UnicodeLocaleld int {SS GKS a{5b I BIBEOWSEDb |
UnicodeComparisonStyle int {SS G4KS a{5b I NIAOfS ¢
CompatibilityLevel int {SS (4KS a{5b I NIAOfS
SoftwareVendorld int {SS GKS a{5b INIAOtS q
SoftwareVersionMajor int Seethe MSDNNI A Of S aw9{ ¢hw?9
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SoftwareVersionMinor int {SS GKS a{5b INIAOfS ¢
SovtwareVersionBuild int {SS GKS a{5b I NIAOES
MachineName varchar {SS GKS a{5b I NIAOEtS q
Flags int Seethe MSDN NI A Of S aw9{ ¢hw

BindingID varchar {SS GKS a{5b I NIAOEtS q
RecoveryForkID varchar {SS GKS a{5b INIAOEtS q
COLLATION varchar {SS GKS a{5b INIAOEtS q
FamilyGUID varchar Seethe MSDN NII A Of S aw9{ ¢hw

HasBulkLoggedData bit {SS GKS a{5b I NIAOEtS q
IsSnapshot bit {SS GKS a{5b I NIAOEtS q
IsReadOnly bit {SS GKS a{5b INIAOEtS
IsSingleUser bit See the MSDN artictew9 { ¢ hw9 | 91! 5
HasBackupChecksums bit {SS GKS a{5b INIAOfS ¢
IsDamaged bit {SS GKS a{5b INIAOfS ¢
BeginsLogChain bit {SS GKS a{5b I NIAOtS
HasIncompleteMeatdata bit Seethe MSDN artBl aw9 { ¢hw9 | 9

IsForceOffline bit {SS GKS a{5b I NIAOEtS q
IsCopyOnly bit {SS GKS a{5b INIAOEtS q
FirstRecoveryForklD varchar {SS GKS a{5b INIAOEtS
ForkPointLSN varchar Seethe MSDN NI A Of S aw9{ ¢hw

RecoveryModel varchar {SS GKS a{5b INIAOEtS
DifferentialBaseL. SN varchar {SS GKS a{5b I NIAOEtS
DifferentialBaseGUID varchar {SS GKS a{5b I NIAOEtS
BackupTypeDescription varchar {SS GKS a{5b I NIAOEtS ¢
BackupSetGUID varchar {SS GKS a{5b I NIAOtS
CompressedBackupSize bigint {SS (G4KS a{5b I NIAOfS ¢
CONTAINMENT tinyint {SS GKS a{ g hlweli A Off § 9¢

Minion.BackupHeaderOnlyWork

This table is for internal use only. Do not modify in any way.

Minion.Backup.og

Contains records of backup operations. It contains one-staeped row for each run of

Minion.BackupMaster, which may encompass several database backup operations. This table stores status
information for the overall backup operation. This informatia@m tielp with troubleshooting, or just

information gathering when you want to see what has happened between one backup run to the next.

Name Type Description

ID bigint Primary key row identifier.

ExecutionDateTime datetime Date and time the entire backuoperation
took place.

STATUS varchar Current status of the backup operation. If Li

Insight is being used the status updates will
appear here. When finished, this column wil
GeLAOlrffte SAUKSNI NBI
GAGK gl NYAYIEAQO
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If, forexample, the backup process was haltg
midway through the operation, the Status
would reflect the step in progress at the time)
the operation stopped.

DBType

varchar

Database type.

Valid values:
System
User

BackupType

varchar

Backup type.

Valid values:
Full
Diff
Log

StmtOnly

bit

Only generated backup statements, instead
running them.

NumDBsOnServer

int

Number of databases on server.

NumDBsProcessed

int

Number of databases processed in this back
operation.

TotalBackupSizelInMB

float

Total sizeof all backup files, in MB.

ReadOnly

tinyint

Backup readonly option; this decides whethe
or not to include ReadOnly databases in the
backup, or to perform backups amly
ReadOnly databases.

A value of 1 includes ReadOnly databases; !
excludes ReadOntlatabases; and 3 only
includes ReadOnly databases.

Valid values:
1
2
3

ExecutionEndDateTime

datetime

Date and time the entire backup operation
completed.

ExecutionRunTimelnSecs

float

The duration, in seconds, of the entire backu
operation.

BatchPreCode

varchar

Precode set to run before the entire backup
operation. This code is set in the
Minion.SettingsServer table.

BatchPostCode

varchar

Precode set to run after the entire backup
operation. This code is set in the
Minion.SettingsServeable.

BatchPreCodeStartDateTime

datetime

Start date of the batch precode.

BatchPreCodeEndDateTime

datetime

End date of the batch precode.

BatchPreCodeTimelnSecs

int

Batch precode time to run, in seconds.

BatchPostCodeStartDateTime

datetime

Start dateof the batch postcode.
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BatchPostCodeEndDateTime | datetime End date of the batch postcode.
BatchPostCodeTimelnSecs int Batch precode time to run, in seconds.

IncludeDBs varchar A commadelimited list of database names,
and/or wildcard strings, to include the
backup operation.

2 KSy (KAa A&a W fftQ 2
processed all (hoexcluded) databases.
ExcludeDBs varchar A commadelimited list of database names,
and/or wildcard strings, to exclude from the
backup operation.

2 KSy (i KAthe opetatioNVakdatied o3
databases (except those excluded by
configuration in Minion.BackupSettings).
RegexDBsincluded varchar A list of databases included in the backup
operation via the Minion Backup regular
expressions feature.

RegexDBsExcluded varchar A list of databases excluded from the backuy
operation via the Minion Backup regular
expressions feature.

Minion Backupodetails

Contains records of individual backup operations. It contains onedtaraped row for each individual
database backup operation. This table stores the parameters and settings that were used during the
operation, as well as status information. This infation can help with troubleshooting, or just information
gathering when you want to see what has happened between one backup run to the next.

Note: Several of the columns in this table are from the outputrete Flag 321%ou can read more about
this trace flag ahttp://blogs.msdn.com/b/psssql/archive/2008/01/28/hovit-works-sglserverbackup
buffer-exchangea-vdi-focus.aspx

Name Type Description
ID bigint Primary key row identifier.
ExecutionDateTime datetime Date and time the entire backup operation

took place. If the job were started through
BackupMaster then all databases in that rur
have the same ExecutionDateTime. If the |
was run manually from Minion.BackupDB,
then this value will only be for this datase.
It will still have a matching row in the
Minion.BackupLog table.

STATUS varchar Current status of the backup operation. If
Live Insight is being used the status update
will appear here. When finished, this colum
gAtt GeLAOl fYiLE SEBDK
W/ 2YLX SGS 6AGK o Ny
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PctComplete tinyint Backup percent complete (e.g., 50%
complete).

DBName syshame Database name.

ServerLabel varchar A usercustomized label for the server name
It can be the name of the server,
servekinstance, or a label for a server.

For more information, see the ServerLabel
column in Minion.BackupSettingsPath.

NETBIOSName varchar The name of the server from which the
backup is taken.

If the instance is on a cluster, this will be thg
name of the cluster node SQL Server was
NbzyyAy3d 2y LT AlQa
Group, the NETBIOSName will be the phys
name of the Availality Group replica.

IsClustered bit Flag: is clustered.

ISINAG bit Flag: is in an Availability Group.

IsPrimaryReplica bit Flag: is the primary replica.

DBType varchar Database type.

Valid values:
User
System

BackupType varchar Backup type.
Valid values:
Full
Diff
Log

BackupStartDateTime datetime Date and time of backup start.

BackupEndDateTime datetime Date and time of backup end.

BackupTimelnSecs float Backup time, measured in seconds.

MBPerSec float Backup rate, in megabytes psecond.

BackupCmd varchar The TSQL command used to back up the
database.

SizeInMB float Backup file size, in megabytes.

StmtOnly bit Flag: only generate statement.

READONLY tinyint Backup readonly option; this decides wheth

or not to include ReadOnly databases in the
backup, or to perform backups amly
ReadOnly databases.

A value of 1 includes ReadOnly databases;
excludes ReadOnly databases; and 3 only
includes ReadOnly databes.

Valid values:
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1
2
3

BackupGroupOrder

int

Group to which this table belongs. Used
solely for determining the order in which
tables should be backed up.

Most of the time this will be 0. However, if
you choose to take advantage of this featur
a row in Minion.BackupSettings will get you
there. This is a weighted list so higher
numbers are more important and will be
processed first.

For more informationa S Sowdo: Back up
databases in a spec

BackupGroupDBOrder

Int

Group to which this database belongs. Use
solely for determining the order in which
databases should be backed up.

By default, all databases have a value of 0,
whichmeansthe Qf f 6S LINR O
0KS@QNB jdzSNASR TNR

| A3KSNJ ydzYo SNE KI @S
(they have a higher priority), and will be
backed up earlier than lower numbers. The
range of GroupDBOrder weight numbers is
255.

For more informag y = H\8 B: Béackup
databases in a specific order

NumberOfFiles

tinyint

Number of backup files.

Note that this is not at all related to the
number of files in the database itself.

Buffercount

int

Total number of I/O buffers to be used for th
backup operation. From the output dface
Flag 3213

MaxTransferSize

bigirt

The largest unit of transfer (in bytes) to be
used between SQL Server and the backup
media. From the output of race Flag213

MemoryLimitinMB

bigint

How much memory the system has availab
for backups. From the output dfrace Flag
3213

TotalBufferSpacelnMB

bigint

How much memory used to process the
backup. From the output dfrace Flag 3213

FileSystemlOA&nInKB

int

The disk block size. From the outputlofice
Flag 3213

SetsOfBuffers

tinyint

From the output offrace Flag 3213
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Verify

varchar

Specifies when the RESTORE VERIFYONL
operation is to happen.

Compression

bit

Flag: Whether backugompression is
performed on this backup.

FileAction

varchar

Action to take with the backup file(s) (MOVEH
COPY, or NULL).

FileActionTime

varchar

The time at which to perform the COPY or
MOVE FileAction.

Example values:
AfterBackup
AfterBatch

FileAtionBeginDateTime

Datetime

Date and time of the file action start.

FileActionEndDateTime

datetime

Date and time of the file action end.

FileActionTimelnSecs

Int

File action time, measured in seconds.

UnCompressedBackupSizeMB

int

Size of the uncompressdmhckup, in
megabytes.

CompressedBackupSizeMB

int

Size of the compressed backup, in megaby

CompressionRatio

float

Backup compression ratio.

As noted in the MSDN Backup Compressio
FNGAOESE al oYm 0O2Y
that you are saving 6 2 dzii ¢ ¢’z 2\

COMPRESSIONPCct

numeric

Backup compression ratio, in percent.

As noted in the MSDN Backup Compressio
I NI AOE SE al oYm O2Y
GKIFG @2dz I NB al gay3

BackupRetHrs

tinyint

Number of hous to retain the backup files.

BackupLogging

varchar

Whether log data is only stored on the local
(client) server, or on both the local server ai
the central Minion (repository) server.

Example values:
Local
Repo

BackupLoggingRetDays

smallint

Numberof days to retain a history of backug
(in Minion Backup log tables).

Minion Backup does not modify or delete
backup information from the MSDB databag

DelFileBefore

bit

Whether backup files are to be deleted
before or after the current backup.

DBPreCde

nvarchar

Code that ran before the backup operation
begans for that database.

DBPostCode

nvarchar

Code that ran after the backup operation
completed for that database.

DBPreCodeStartDateTime

datetime

The date and time that the database precoqd
began.
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DBPreCodeEndDateTime datetime The date and time that the database precod
ended.
DBPreCodeTimelnSecs int The duration of the database precode run.
DBPostCodeStartDateTime datetime The date and time that the database
postcode began.
DBPostCodeEimhteTime datetime The date and time that the database
postcode ended.
DBPostCodeTimelnSecs Int The duration of the database postcode run.
IncludeDBs varchar Databases included in the backup batch.
ExcludeDBs varchar Databases excluded from the backogtch.
RegexDBsExcluded varchar Databases excluded from the backup batch
via regular expressions.
Verified bit Specifies whether the RESTORE VERIFYQ
operation was performed.
datetime The date and time that RESTORE VERIFY
VerifyStartDateTime began.
datetime The date and time that RESTORE VERIFY
VerifyEndDateTime began.
Int The duration of the RESTORE VERIFYONL
VerifyTimelnSecs run.
IsInit bit Flag: Overwrite the existing backup set.
IsFormat bit Flag: Overwrite the existingedia header.
Note that Format=1 is equivalent to
Format=1 AND Init=1; therefore,
FORMAT=1 would have overriden the Init
setting.
IsCheckSum bit Flag: Verify each page for checksum and tg
page (if enabled and available) and generat
a checksum for the entirbackup.
Descr varchar
IsCopyOnly bit Flag: Perform acopy-only backup.
IsSkip bit Flag: Skip the check
expiration before overwriting.
BackupName Varchar Backup name.
BackupErrorMgmt varchar Rollup of the two BACKUP flags
STOP_ON_ERROR and
CONTINUE_AFTER_ERROR.
MediaName varchar The backup setds medi
MediaDescription varchar Description of the media set.
ExpireDatelnHrs int Number of hours until the backup set for thi
backupcan be overwritten.
If both ExpireDatelnHrs and RetainDays arg
both used, RetainDays takes precedence.
RetainDays smallint The number of days that must elapse befor
this backup media set can be overwritten.
MirrorBackup bit Flag: Mirror backup.
DynamicTuning bit Flag: Enable dynamic tuning.
ShrinkLogOnLogBackup Bit Flag: Turn on log shrink after log backups.
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ShrinkLogThresholdInMB int How big (in MB) the log file is before Minion
Backup will shrink it.

ShrinkLogSizelnMB int The size (in MB) the log file shrink should
target. In other words, how big you would
like the log file to be after a file shrink.

This setting applies for EACH log file, not fo
all log files totaled.

PreBackupLogSizelnMB float Log size in MB befotbe backup.

PreBackupLogUsedPct float Log percent used before the backup.

PostBackupLogSizelnMB float Log size in MB after the backup.

PostBackupLogUsedPct int Log percent used after the backup.

PreBackupLogReuseWait varchar Log reuse wait descriptiobgfore the
backup.

PostBackupLogReuseWait varchar Log reuse wait description, after the backup

VLFs bigint The number of Virtual Log Files.

FileList varchar A comma delimited list of backup files, in th

F2NXIEG a5L{Y T Wr Fldz
FAES LI GKHQE @

ISTDE bit Flag: Is a TDE database.
BackupCert bit Flag: Certificate backups enabled.
varbinary Certificate password. This is the password
CertPword used to protect the certificate backup.
IsEncryptedBackup bit Flag: Is an encryptdahckup.
BackupEncryptionCertName nchar Backup encryption certificate name.
BackupEncryptionAlgorithm varchar Backup encryption certificate algorithm.
varbinary Backup encryption certificate thumbprint, a
BackupEncryptionCertThumbPri globally uniquehash of the certificate.
datetime The date and time that the file deletion
DeleteFilesStartDateTime began.
datetime The date and time that the file deletion
DeleteFilesEndDateTime completed.
DeleteFilesTimelnSecs int The duration of the file deletiorun.
Warnings varchar Warnings.

Minion.SyncCmds

This table holds the commands used to synchronize settings and log tables to target servers (which are
configured in the MiniorSyncServer table). Minion.SyncCmds is both a log table and a work table: the
synchronization process uses Minion.SyncCmds to push the synchronization commands to target servers, and
it is also a log of those commands (complete and incomplete).

At the end of a backup, Minion Backup writes logged data to this table as INSERT con8onasusrything

MB wrote to the log tables is automatically entered into this table as a command, to be used on the target
instances. The same thing happens with changes to settings: when you configure Minion Backup to
synchronize settings to a serverpirites those settings as commands in this table, to be run on the target
servers.
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Note: This table is used by Minion Backup, as well as (if installed) Minion Reindex, and other Minion modules.

Name Type Description
ID Int Primarykey row identifier.
ExecutionDateTime Datetime Date and time the command took place.
Status varchar Current status of the sync for this command.
Example values:
In queue
Complete
ObjectName Sysname The name of the table being synced (without

the schema name attached).

Example values:

BackupSyncCmds
BackupLogDetails

BackupFiles

Op varchar Operation being performed on table.

INSERT
UPDATE
DELETE
TRUNCATE
Cmd Nvarchar The synchronization command to be pushed
to one or more sync partners.

Pushed bit Whether it was successfully pushed to all
servers.

Attempts bigint How many times it has attempted to send.
ErroredServers varchar Comma delimited list of servers to which this
command failed to push. (The Data Waiter W
retry thesecommands, and update the lists,
automatically.)

Minion.SyncErrorCmds
This table holds synchronization commands that have failed, to be retried again later.

C2NJ Y2NB Ay T2NYI Ho2ty SyncarSriye ipadk® seitiSo® dndl Bgf amoidg inséns
dMinion.SyncServérs  Miyiidh.SgncCmds P

Note: This table has the potential to very large, if a replica is down for a long ¢iniemany replicas are
down. In that case, it might be wise to turn off synchronization for that particular server, and if necessary,
Of SINJ GKIFG &aSNIPSNDa NBO2NRa FTNBY aiAyArAzyo{eayO9NNRNJ Y]

Name Type Description
ID bigint Primary key row identifier.
SyncServerName varchar Name of the synchronization target server.
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SyncDBName varchar The target database name of the
synchronization target server.

Port varchar Port number of the synchronization target
server.

SyncCrdID bigint Command identity number, from the
Minion.SyncCmds table.

STATUS varchar Status of the last synchronization attempt.
+ fdzSa AyOf dzRS aLyYyAd
GCIHGFE SNNBNI 2y waSN

LastAttemptDateTime datetime Date last attemptedo synchronize the
command to the target server.

Discussion:

The synchronization logging process, along with Minion.SyncErrorCmds, makes it easy to bring a
target server (subscriber) up to date if it has been unavailable for a time. For examplegéta ta

server is shut down for a day, once it restarts, MB can easily replay those commands starting from
the time the server went down.

Let us take the case where YourServer is set to synchronize with its three Availability Group replicas,
and one of thoseeplicas is down. The sync commands that fail to run against the downed replica

will be logged here for as long as the replica is down. When that replica comes back online, Minion
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primary tables. (Note that the other replicas will have been kept up to date this entire time.)

Minion.BackupDebug

Debug Tables Detall

This table holds high level debugging data from backup runs where debugging was enablede Both th
Minion.BackupMaster and the Minion.BackupDB stored procedures allow you to enable debugging.

Note: The data in Minion.BackupDebug and Minion.BackupDebugLogDetails is useful to Minion support.

Contact us througlvww.MinionWare.netfor help with your backup scenarios and debugging.

Minion.BackupDebuglLogDetails
This table holds detailed debugging data from backup runs where debugging was enabled. Note: The data in
Minion.BackupDebug and Minion.BackupDebugLogDetails is useful to Minion support. Contact us through

www.MinionWare.neftfor help with your backup scenarios and debugging.

This table is for internal use only. Do not modify in any way.

Work Tables Detail
Minion.BackupRestoreFileList@hemp
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Minion.DBMaintDBSizeTemp

This table is for internal use only. Do not modify in any way.

Note that this table is shared between Minion modules.

Minion.Work

This table is for internal usmly. Do not modify in any way.

Note that this table is shared between Minion modules.

Overview of Views
Minion Backup comes with three views:

1 Minion.BackupFilesCurrent Provides the most recent batch of backup file information.

1 Minion.BackupLogCurretr;, Provides the most recent batch of backup operations.

1 Minion.BackupLogDetailsCurremt Provides the mast recent batch of backup operations (at the detail
level).

Overview of Procedures
Two separate proceduresxecute backup operationfor Minion Backp: one procedure runs per database,
YR GKS 20KSNJ A& | dGaladSNE LINPOSRAZNBE GKFG LISNF2N)a
appropriate.

In addition, Minion Backup comes withHelp procedureo provide information about the system itself.
Backupprocedures:

1 Minion.BackupMasterg This procedure makes all the decisions on which databases to back up, and what
order they should be in.

1 Minion.BackupDB; This procedure is called by Minion.BackupMaster to perform backup for a single
database.

1 Minion.HELR, Display help on Minion Backup objects and concepts.

Procedures Detall
MinionBackupB

The Minion.Backup DB stored procedure performs backups for a single database. Minion.Backup DB is the
procedure that creates and runs the actual backup statements for databases which meet the criteria stored
in the settings table (Minion.BackupSettings).
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IMPORTANTWe HIGHLY recommend using Minion.BackupMaster for all of your backup operations, even
when backing up a single database. Do not call Minion.BackupDB to perform backups.

The Minion.Backup Master procedure makes all the decisions on whichadaslo back up, and what order

GKSe &aK2dZ R 0SS Ayo LiQa OSNIlFIAyfte LRaaraotsS G2 OFff
database, but we instead recommend using the Minion.BackupMaster procedure (and just include the single
database using & @Include parameter). First, it unifies your code, and therefore minimizes your effort. By

calling the same procedure every time you reduce your learning curve and cut down on mistakes. Second,

future functionality may move to the Minion.BackupMasteppedure; if you get used to using

Minion.Backup Master now, then things will always work as intended.

Name Type Description
@DBName SYSNAME Database name.
@BackupType VARCHAR Backup type.
Valid inputs:
Full
Log
Diff
@StmtOnly BIT Generate back uptatements without running
the statements.
@ExecutionDateTime DATETIME Date and time the backup took place.

If this SP was called by Minion.BackupMast¢
@ExecutionDateTime will be passed in, so t
backup is included as part of the entire (mulf
database) backup operation.

@Debug bit Enable logging of special data to the debug
tables.

For more information, see
éMinion.BackupDebuy | Y R
6Minion.BackupDebuglLogDetdilsp

Minion.BackupFileAction
This stored procedure is called by the backup routine to perform the backup file gdd@VE or CORY

you specifiedn the table. Minion.BackupFileAction will MOVE or COPY any number of files to any number of
locations.

Name Type Description
@DBName Sysname Database name.
@DateLogic Varchar The date and time, in YYYYMMDDHHMMSS

format. Used to select the correct records
from Minion.BackupFiles.
@BackupType Varchar Backup type.

Valid inputs:
Full
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Log

Diff

@ManualRun Bit Determines whether or not to log the backup
action.

b20iSY ¢KA& LINRPOSRdAzNBE 2yfteée GF1Sa GKS FANRG aYvyz29S¢ 02
try to move it twice. But, you can have as many copies as you like.

Warning: You should be iul as this can run for a very long time and could increase the time of your
backups if you run this inline.

Minion BackupFilesDelete
This stored procedure is responsible for deleting backup files from disk, which have aged out according to the

RetHrs olumn in the Minion.BackupFiles table. It is called from Minion.BackupDB, and can be run either
before or after the backup. Minion.BackupFilesDelete can also be run manually, with a custom retention
hours setting.

Note: This routine will never delete dd where IsArchive = 1 in Minion.BackupFiles. Archive files are saved
indefinitely.

C2NJ Y2 NB Ay RRoMIMkdiup Ble/dentiES®

Name Type Description
@DBName varchar Database name.

¢ KS oI wilddSletediles for 8l database
on the instance.

Valid options:

<database name>

All

@RetHrs Int Delete files older than the number of hours
specified here.

NULL will cause the SP to use the retention
hours (RetHrs) field in the Minion.BackupFilg
table.

@Delete Bit Delete files. Defaults to 1.

@Delete=0 will return a list of the files that
will be deleted, and the amount of space tha
would be freed.

@EvalDateTime Datetime Evaluate the file age against this date and
time.

Defaults to NULL, which evaluates the file
dates against the current time.
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Passing in your own value causes the deletg
process to compute file age against this
hypothetical date, instead of the current date
This lets you delete files, or see whatdile
WOULD be deleted, as if it were a different
datetime. Combined with @Delete = 0, and
you can see what files will be deleted on whi
day, and how much disk space you would
save.

WARNINGIf you set @EvalDateTime to a fa
enough date in the future (sag,year) and
pass in @Delete=1, you will delete ALL of yq
backup files.

Discussion:

Minion.BackupFilesDelete is useful in a number of ways. Of course, it is run with every backup operation, to
keep outdated backup files cleared out.

The interesting prt of this stored procedure is the functionality the parameters give you:

T X5.bkYS I WHiftQ gAff €SG €2dz RStSGS FTAtSa F2NII€¢
parameters. This is a great breakthrough when you need to clean up all of tieHa8@aS 4 Q o O1 dzLJ F A
One example of when you would need this, is if permissions to the SQL account were removed from the
b!{Z YR GKS FTAtS&a KIRyQli 0SSy RStSiGAy3Iod . 2dz KI @€
Of S ySR dzlJd X5dtdkécerédfiR! f £ Q ¢ 2 dz

1 @Delete = 0 will onlseport onwhat would be deleted, with the current parameter settings. (@Delete=0
Ad &AYAT I NJWhatf gadndseenN] KSt f Qa

1 @RetHrs = NULL uses the RetHrs setting in the Minion.BackupSettings table. Passvim yalue
instead, and the procedure will use that instead. This allows you to do custom cleanups.

1 @EvalDateTime = NULL evaluates the file dates against the current time. Passing in your own value will
evaluate the file dates against that time. Thiséry useful, as it lets you delete files as if it were a
different datetime. Combined this with @Delete = 0, and you can see what files will be deleted on which
day.

Below are three examples of how you can use this procedure:

1 Delete files for a singldatabase.
1 Manually delete backup files, using a custom retention period.
1 Check to see what databasesuldbe deleted, for a custom retention period and date.

Example execution:
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-- Delete files for a single database.
EXE@Minion].[BackupFilesDelete]
@DBName-'DB1;
@RetHrs=NULL. -- Use the configured retention period.
@Delete=1,
@EvalDateTime NULL;

Example execution:

-- Delete files forall databases, using a custom retention period.
EXE@Minion].[BackupFilesDelete]

@DBName"All',

@RetHrs=24, --Pass in specific hrs to do a custom delete.
@Delete=1,

@EvalDateTime NULL;

Example execution:

~tflFe aoKIFIG AFET OKSO] G2
EXE@Minion].[BackupFilesDelete]
@DBName"All',
@RetHrs- NULL
@Delete=0, --0: report files that will be deleted.
@EvalDateTime '6/1/2015 06:00:00" -- The SP will pretend this is the current date.
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Minion Enterprise Hint inioN

We are planning a Minion Enterprise tool that will centrally delete backup fileslIfor
servers!

Seewww.MinionWare.neffor more information, or
email us today aBupport@MidnightDBA.confor a demo!

Minion Backuplaster

The Minion.Backup Mastertise central procedure of Minion Backup. It uses the parameter and/or table

data to make all the decisions on which databases to back up, and what order they should be in. This stored
procedure calls the Minion.Backup DB stored procedure once per eacbad&apecified in the parameters;

g 2 dz
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In addition, Minion.BackupMaster performs extensive logging, runs configurecpdepostcode, enables

and disables the status monitor jgwvhich updates log files for Live Insight, providing percent complete for
each backup), determines AG backup location, performs file actions (such as copy and move), and runs the
Data Waiter feature to synchronize log and settings data across instances.
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In short, Minion.BackupMaster decides on, runs, or causes to run every feature in Minion Backup.

Name

Type

Description

@DBType

Varchar

The type of database.

Valid inputs:
System
User

@BackupType

Varchar

Specifies full, log, or differential backups.

Valid inputs:
Full
Log
Diff

@StmtOnly

Bit

Allows you to generate backup statements
only, instead of running them. This is a good
option if you ever need to run backup
statements manually.

@Include

Varchar

Use @Include to run backups on a specific |
of databases, or databases that match a LIK|
SELINBaaArz2yd ! £ SNV I
@Include®MULLo run maintenance on all
databases.

If, during the last backup run, there were
backups that failed, and you need to back
them up now, just call this procedure with
@Include ="'Missing'. The SP will search the
log for the backups that failed in the previoug
batch (for a given BackupType anBType),
and back them up now. Note that the
BackupType and DBType must match the
errored out backups.

Valid inputs:

NULL

Regex

Missing

<commaseparated list of DBs including
wildcard searches containing '%'>

C2NJ Y2NB A Y HavwN Indiudie? v
databases in backups®

@Exclude

Varchar

Use @Exclude to skip backups for a specifig
of databases, or databases that match a LIK
expression.

Examples of valid inputs include:
DBname
DBNamel, DBname2, etc.
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DBName%oYourDatabase, Archive%

C2NJ Y2 NB A Y HawWNDgIEXChE Y
databases from backups®

@ReadOnly

Tinyint

Use @ReadOnly to

(1) include ReadOnly databases, (2) excludg
ReadOnly databases, or (3) only include
ReadOnly databases.

@Debug

Bit

Enable logging of special data to the debug
tables.

For more information, see
éMinion.BackupDebug I y' R
dMinion.BackupDebuglLogDetdilsp

@SyncSettings

bit

Enable synchronization of backup settings
among instances in an existing Data Waiter
A0SYINR2d C2NJ Y2NBo: A
Synchronize backup settings and logs amon
instanceg ®

@SyncLogs

bit

Enable synchronization of backup logs amor
instances in an existing Data Waiter scenari
C2NJ Y2NB Ay HawNdI GA2Y
Synchronize backup settings and logs amon
instanceg @

@FailJobOnError

bit

Cause thgob to falil if an error is encountered
If an error is encountered, the rest of the
batch will complete before the job is marked
failed.

@FailJobOnWarning

bit

Cause the job to fail if a warning is
encountered. If a warning is encountered, th
rest of thebatch will complete before the job
is marked failed.

@TestDateTime

Datetime

I agKFG AFéE LI NI YSQS
what backup schedule will be used at a certd
date and time. This returns the settings from
Minion.BackupSettingsServer that would be
used at that date and time, and a list of
databases (and their order) to be included in
the batch.

IMPORTANT: To ONLY run the test, and no
the actual backups, run with @StmtOnly = 1
For example: EXEC Minion.BackupMaster
@StmtOnly = 1, @TestDateTime61609-28
18:00";
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Minion.BackupRestoreDB

This procedure will generate restore statements based on existing backup files.

C2NJ FdzZft 2NJ RAFFSNBYOGAIfT oF O1dzllas GKS LINRPOSRAzZNBE g Af |
most recentbackupdf KI G 61 O1dzLd GeLSed C2NJ £23 oF O1dzllas GKS LINE
statements, starting with the first log backup taken after the most recent full backup; and ending with the

Y230 NBOSyid €23 ol O dzLdd L y|genéritSsiitementdl® dlbthrakighlalld | dzLJ¢ & LIS |
recent log backups.

Name Type Description
@DBName syshame Database name
@BackupType varchar Backup type.
Valid inputs:
Full
Diff
Log
@BackupLoc varchar Backup location (by category). You can rest¢

from the primary backup location, from a cop
location, a mirror location, or a move locatior

b2GSY a. I O1dzL FyR 4
primary backup location.

Valid inputs:

Backup

Primary

Mirror

Copy

Move

@StmtOnly bit Generate log statements onlZurrently,
@StmtOnly = 1 is the only valid input.

Example: Generate restore statement, from the mirror location, for the most recent DB1 full backup

EXE@Minion].BackupRestoreDB
@DBName'DB1!
@BackupType-'Log’,
@BackupLog 'Mirror' |
@StmtOnly=1;

Example: Generate log restore statements for all log backups since the most recent DB1 full backup

EXEQMinion].BackupRestoreDB
@DBName-'DB1;
@BackupType-'Log’,
@BackupLog 'Primary’,
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@StmtOnly=1;

Minion.BackupSyncLogs

Thishd F 1Se& a5FaGF 21 A0SNE LINPOSRdAzZNB® LG LINBLI NBa 213

The master backup procedure Minion.BackupMaster calls Minion.BackupSyncLogs, which loads log data to
the Minion.SyncCmds table as insert and delete statements.

C2NJ Y2 NB Ay HavwNd Byiachranyz&back® Settitigs and logs among insténceds AbBut: &
Synchronizing settings and log data with the Data Waitér

Name Type Description
@ExecutionDateTime Datetime The date of the backup batch to synchronize

Minion.BackupSyncSettings
¢CKAA Aa I 1Se& a5FdF 2FAGSNE LINPOSRAINB® LG LINBLI NBa

The master backup procedure Minion.BackupMaster calls Minion.BackupSyncSettings, which loads a
TRUNCATE TABLE statement to the Minion.SyncCmds table; then loads settings data to the table as insert
statements.

Note: We chose to truncate and fully reinltize settings data on sync partners; and to just push
INSERT/UPDATE/DELETE statements for log data changes to sync partners; because settings tables tend to be
FIENI aYFEfEtSNI GFofSa dKFEy €23 (FofSazx | yigsfhiointhel 1 Sa &
primary server.

C2NJ Y2 NB Ay HawNd Byiachranyz&back® Settitigs and logs among insténceds AbBut: &
Synchronizing settings and log data with the Data Waitdr

Name Type Description
@ExecutionDateTime Datetime The date of the backup batch to synchronize

Minion.BackupStatusMonitor
Updates Minion.BackupLogDetails with the percent complete of running backups.

S:

\

The Minion.BackupMaster 1 2 NS R LINR OSRdzZNBE & GFNIa (GKS dGaAiyizy. | O dz

Minion.BackupStatusMonitor, at the beginning of a backup batch; and stops the job when the backup batch
is complete.

| Name | Type | Description
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@IntervallnSecs varchar

The amount of timéo wait before updating
the table again (in the formah:m:ssg). Default

GrtdzS I' WnYnnYnpQ 6p

Minion BackupStmtGet

This stored procedure builds and returns a backup statement, along with associated data. The
Minion.BackupDB procedure calidd generate backup statements.

You can also use Minion.BackupStmtGet to determine which backup options and settings will be used for a
given backup. This is particularly helpful for testing your settings and backup tuning thresholds.

Name Type

Descripton

@DBName Sysname

Database name.

@BackupType Varchar

Specifies full, log, or differential backups.

Valid inputs:
Full
Diff
Log

@DBSize Decimal

Database size. This parameter makes it
possible to test the settings of the database
varioushypothetical sizes. See discussion
below.

Example: Get statement for DB1 log backup

EXEC [Minion].[BackupStmtGet]
@DBName ='DB1',
@BackupType ='Log/,
@DBSize = NULL;

Discussion: The Result Set

Minion.BackupStmtGet returns one row per backup file. The procedure returns the backup command, as well
as a long list of related items (such as server name, backup path, path order, compression, etc.).

Discussion: The DBSize Parameter

The DBSize parametis especially cool. When you run Minion.BackupStmtGet with a specific @DBSize, the
procedure generates the backup statement for the database as if the database were currently that size. Of
course, with normal, untuned backups this would have no imgadtywhen you use backup tuning
thresholds, the size of the database determines which settings will be used.

[ SGQa ale @&2dz2NJRFGlIolFaS A& pnD. X odzi &2dz gl yi

it when it reaches 100GB. You caeithe @DBSize parameter to test the settings like this:
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EXEQMinion].[BackupStmtGet]
@DBName-'AdventureWorks'
@BackupType'Log;
@DBSize 100,

This procedure will not run the backup, delete any files, or do any other action; it onlyages¢ine backup
statements and returns them, along with backup files and other information. Feel free to use this as much as
you like to help you make sure your configuration is what you expect.

Minion.CloneSettings
This procedure allows you to generate iasert statement for a table, based on a particular row in that table.

We made this procedure flexible: you can enter in the name of any Minion table, and a row ID, and it will
generate the insert statement for you.

WARNING: This generates a clone oéxigting row as an INSERT statement. Before you run that insert, be
sure to change key identifying informatiee.g., the DBNamebefore you run the INSERT statement; you
would not want to insert a completely identical row.

Name Type Description
@TableName Varchar The name of the table to generate an insert
statement for.

Note: This can be in the format
"Minion.BackupSettings" or just

"BackupSettings".

@ID Int The ID number of the row you'd like to clone
See the discussion below.

@WithTrans Bit LyOf dzRS d&. 9DLb ¢w! b{

awh[[.!/7Y ¢w!b{!/ ¢LHh
insert statement, for safety.

Discussion:

Because of the way we have writte Minion Backup, you may often need to insert a row that is nearly identical
to an existing row. If yowant to change just one setting, you still have to fill out 40 columns. For example,
you may wish to insert a row to Minion.BackupSettings that is only different from the MinionDefault row in
two respects (e.g., DBName and Verify).

We created Minion.CloeSettings to easily duplicate any existing row in any table. This "helper" procedure
lets you pass in the name off the table you would like to insert to, and the ID of the row you want to model
the new row off of. The procedure it returns an insert stag@mmso you can change the one or two values
you want.

Discussion: Identity columns
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ObjectID and that you call Minion.CloneSettings with @ID = 2. The procedure will identify that column and

return an INSERT statement that contains the values from the row where ObjectID = 2.

Minion.HELP

Use thisstored procedure to get help on any Minion Backup object without leaving Management Studio.

Name Type Description
@Module Varchar The name of the module to retrieve help for.

Valid inputs include:

NULL

Reindex

Backup

CheckB

@Name varchar The nane of the topic for which you would
like help.

If you run Minion.HELP by itself, or with a
@Module specified, it will return a list of
available topics.

@Keyword bit This flagorces @Name to behave as a
keyword Minion.Help will use it to search all
topic headers and body, and return a list of
topics

This flag is ptional; if Minion.HELP does not
find a topic named @Name, it will perform th
keyword search anyway.

Examples:

For introductory help, run:
EXE®linion.HELP

For introductory help on khion Backup, run:
EXE®/inion.HELPBackup,

For help on a particular topiin this case, the Top 10 Featuiesin:
EXE®/inion.HELPBackup, 'Top 10 Features'

To search for a keyword or key hrase, use the @Keyword parameter:

EXE®linion.HELPBackup, 'restore, 1;
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Minion.SyncPush
¢CKA& Aa I 1Se& a5F4F 2FAGSNE LINPOSRdAZNB® LG LldzaKSa f 2
Server instances, which are configured as synchronization partners.

Minion.SyncPush is meant to be runaasautomated process most of the time. The automated Data Waiter
process pulls sync server name (target server), sync database name (the target database), and port from the
Minion.SyncServer table.

Adding or repairing a sync partner is a manual prodesthat case, you would supply all the parameters to
aAyA2yo{eyOtdaAKI AyOfdzZRAYy3a Xt NRrOSaarQ!ftftqQs (2 LlzaAK

C2NJ Y2 NB Ay HawNd Byiachrangzgback® Settitigs and logs among insténceds AbBut: &
Synchronizing settings and log data with the Data Waitdr

Name Type Description
@Tables Varchar The category of table that you want to sync:
log tables, settings taes, or both.

Note: NULL is equivalent to All.

Valid inputs:

NULL

All

Logs

Settings

@SyncServerName Varchar This is the name of the target server you wa
to push the data to. Note that this parameter
accepts a single server name, not a delimite

list.

@SyncDBName Varchar This is the name of the database on the new
server that holds the Minion tables.

@Port Varchar The port to be used for the connection to the
new SQL Server.

@Process Varchar Which records to you want to process: just tl

new ones, or all of them.

Most of the time, you will want to run with
GbSged al!tftée Aa dzaSH
serverswhen you want to push all the record
in the table to that server.

Valid inputs:
All
New
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@Module Valid inputs:
Backup

Overview of Jobs
When you install Minion Backup, it creates two new jobs:

1 MinionBackupAuto ¢ Runs every half hour. This job consults Mi@ion.BackupSettingsServeable to
determine what, if any, backups are slated to run at that time. By default, the
Minion.BackupSettingsServer table is configured with Saturday full backups, daily weekdantitife
backups, and log backups every half hour.

f  MinionBackupStatusMonitorca 2 Y AG2NJ 226 GKIF G dzLlJRIFGS&a GKS €23 {(loft
O2YLX S(S¢ RIFIGlI® . & RSTFlrdzAZ G GKAA 220 NHzya O2y(Aydz
operation is running.
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About: Backup Schedules

Minion Backup offers you a choice of scheduling options:

1 You can use the Minion.BackupSettingsServeetabtonfigure flexible backup scheduling
scenarios;

9 Or, you can use the traditional approach of one job per backup schedule;

9 Or, you can use a hybrid approach that employs a bit of both options.

C2NJ Y2 NB Ay ERaNdint ScheBueZ A3 S § KE (0 v tl O aHSVDLd: KiangE batkypR &
schedules ®

Table based scheduling

WhenMinion Backup is installed, it uses a single backup job to run the stored procedure
Minion.BackupMater with no parameters, every 30 minutes. When the Minion.BackupMaster procedure
runs without parameters, it uses the Minion.BackupSettingsServer table to determine its runtime parameters
(including the schedule of backup jobs per backup type). Thisndvi® operates by default, to allow for the

most flexible backup scheduling with as few jobs as possible.

Table based scheduling presents multiple advantages:
 Asingle backupjolgadzf G ALX S ol Ol dzLd 22064 FNB>X (G2 lddzi A G a.

and slow to manage, as compared with using update and insert statements on a table.
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i Fast, repeatable configuratiog Keeping your backup schedules in a table saves loads of time,
because you can enable and disable schedules, change frequency and tijaeetm all with an
update statements. This also makes standardization easier: write one script to alter your backup
schedules, and run it across all Minion Backup instances (instead of changing dozens or hundreds
of jobs).

1 Mass updates across instancedVith a simple PowerShell script, you can take that same script
and run it acrostiundredsof SQL Server instances, standardizing your entire enterprise all at
once.

1 Transparent scheduling Multiple backup jobs tend to obscure the backup scenario, because
each piece of the configuration is displayed in separate windows. Table based scheduling allows
you to see all aspects of the backup schedule in one place, easily and clearly.

9 Boundlessexibility ¢ Table based scheduling provides an amazing degree of flexibility that
would be very troublesome to implement with multiple jobs. With one job, you can schedule all
of the following:

System full backups three days a week.

User full backups oweekend days and Wednesday.

DB1 log backups between 7am and 5pm on weekdays.

All other user log backups between 1am and 11pm on all days.

Differential backups for DB2 at 2am and 2pm.

Read only backups on the first of every month.

XIyR S| OK ds& usé dyidhiSbachup yuning, which can also be slated for

different file sizes, applicable at different times and days of the week and year.

o XIyR SIOK 2F GKS&asS Oly Ffaz2 &a0GdNRARLIS I ONRaa v
copy to secondary locatins, and/or mirror to a secondary location.

O O O O O ©

Parameter Based Scheduling
Other SQL Server native backup solutions traditionally use one backup job per schedule. Typically and at a

minimum, that means one job for system database full backups, one job fodatsrase full backups, and
one job for log backups.

Note: Whether you use table based or parameter based schedulingpigidyrecommend always using the
Minion.BackupMaster stored procedure to run backups. While it is possible to use Minion.BackupDB to
execute backups, doing so will bypass much of the configuration and logging benefits that Minion Backup was
designed to provide.

Discwssion: Hierarchy and Precedence
There is an order of precedence to these settings, from least frequent (First/LastOfYea3ttfrequent

(daily); the least frequent setting, when it applies, takes precedence over all others. For example, if today is
GKS FTANBRG 2F GKS &8SINE YR GKSNB A& | CANBGhT, SINJ &

The full list, from most frequent, to leaBtquent (and therefore of highest precedence), is:
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Daily

Weekday / Weekend

Monday / Tuesday / Wednesday / Thursday / Friday / Saturday / Sunday
FirstOfMonth / LastOfMonth

FirstOfYear / LastOfYear

a s wbd e

b20S (KIG GKS f SI AqFirs®ONBaliLag®fyéar, BirstOfManth, . &iDiMaaghalya
F LI & (2 dz&aASNJ RIFGFolasSaxr y20G (2 aeadaSy RFEGFOIF&AS
6SPa3ds ¢dzSaRFe@vz S5FAf@T 2NIb![[ O06KAOK Aa Sldz gl

Discussion: Overlapping Schedulesl lslaxForTimeframe
The Minion.BackupSettingsServer table allows you to have backup schedule settings that overlap. For

example, we could perform a differential backup at the top of every hour, and then log backups every 5
minutes. For this scenario, we wol

1 Insert one row for the differential backup, with a MaxForTimeframe value oh@4~aequencyMins
set to 60.

91 Insert one row for log backups, with a MaxForTimeframe value of 288 (or more, as there are only
288 5minute increments in a day).

1 Set the bakup job MinionBackuyAUTO to run every 5 minutes.

The sequence of job executions then goes like this:

1. At 8:00am, the MinionBackupUTO job will run.

2. Minion Backup determines that a differential backup is slated for that hour.

3. MB will execute the differential backup, which takes precedence over the log backup. The log backup
is not executed during this run.

4. MB also increments the differential CurrentNumBackups for that timeframe.

5. At 8:05, the MinionBackupUTO job will rumgain.

6. Minion Backup determines that the differential backup has already happened within the last 60
minutes. (The differential is limited to one per hour the MaxForTimeframe field.)

7. MB executes the log backup, and increments the differentialébtiumbackups.

And, so on.

Important: The MaxForTimeframe field may limit you when running manual backups. Specifically, when you

run Minion.BackupMaster with @BackupType=NULL). For example, if only one full backup is slated for

Saturday, and it has alregdun, then CurrentNumBackups will be 1. As the daily MaxForTimeframe value is

ME SESOdziAy3d aAyrzyod. | Oldzdal aGSNJ gAft FlLAfZ 0SSOI dAS
you run that backup. You would have to either reset the count, chiee~orTimeframe to 2 (and then

change it back after the manual run), or run Minion.BackupMaster with @BackupType populated.
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Note that the above paragraph does not apply for instances when you run Minion.BackupMaster with
@BackupType populated with a valdd G NHzS & Y I y dzl f ¢ovith@BazkipTyp® popufatedi KA a O
¢ no reference is made to Minion.BlupSettingsServer at all.

Discussion: Sample row for missing backups

wWSYSYOSNI GKF(G @&2dz Oy NHzy aAyAzyd. | ©dadrhdtet, grimn SNI g A (1 K
aAYA2Y D, Ol dzL SGUAYIEA{SNDBSNE AT &2dzQNB dzaAy3a GFoft S
GKS flFLad Ndzys F2NJ I 3IAQGSY RFEGIFolasS Gelwls FyR o6F O dzLJ

The Minion.BackupSettingsServer includes asampiid KS Ly Of dzZRSITQaAdaiAy3IQ NRBFI ¢
defaultci 2 OKSO1 F2NJ YAdaAiAyd RAFFSNBYyGAIE o1 O01dalad ¢KS N
unless you set isActive = 1). This is an example that you could enable, to give your no@tirteraatic check

for missing backups.

Discussion: Using FrequencyMins
The FrequencyMins column allows you to run the SQL Agent backup job as often as you like, but to space

o OldzLda 2dzi o6& | aSiéd AyuSNDFt o [ Shutaybaikups shoukdlonly G KS 0 |
run every 30 minutes. Just set FrequencyMins = 30 for the Log backup row(s).

One scenario where this might apply is needing a job to run every 5 minutes, so that user database backups

can start as soon as possible after systtatabase backups. Without FrequencyMins, this would cause the

log backups to run every time the job runs. With log backups FrequencyMins=30, the job will see that it

KFayQi &St 0SSy on YAydziSa aiAyoOS (G(KS tlad t23 ol O dz

About: Backup file retention

The backup file deletion cycle is this:

1. Backup file retention settings are configured in the Minion.BackupSettingsPath table.

2. Each time Minion Backup takes a backup, it logs one row per backup file in the Minion.BackupFiles
table. These rows include, among other data, the RetHrs (retention in hours) field for that file.

3. The procedure Minion.BackupFilesDelete runs with every backup operation; it checks the
Minion.BackupFiles table to see which files should be deleted. Andudedat deletes them.

IMPORTANT: As the RetHrs field in Minion.BackupSettingsPath is just the configuration value, not the
configuredretention value. In other wordsjpdating the RetHrs field in Minion.BackupSettingsPath hnes
effect on the existing bat dzLJ FA € Sa Q Nibai fleld dnly 8eys thé rBténtiok f6rFudure backup
files.

If you reduce the RetHrs value in Minion.BackupSettingsPath, and would like it to also apply to the existing
backup files (regardless of their current retention §&js), you have two options:

1 Use Minion.BackupFilesDelete with a custom retention, or
1 Update the Minion.BackupFiles log table.
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Minion.BackupFilesDelete procedur&’ou can call the Minion.BackupFilesDelete stored procedure for your
specified database2 NE T 2 NJ X 5¢.arul pagsSiT aGpetific @tention hours using the @RetHrs
parameter. For example, to delete all YourDatabase backupcffldk diff, and lag ¢ older than 24 hours, run
the following:

EXEQMinion].[BackupFilesDelete]
@DBName"'YourDatabase'
@RetHrs-24,

@Delete=1;

Minion.BackupFilegable: Update RetHrs in the Minion.BackupFiles table manually for that database. For
example:

UPDATEMinion.BackupFiles
SET RetHrs=24
WHEREDBName="YourDatabase'

Then, you can either call Minion.BackupFilesDelete manually, or wait for it to run as scheduled.

About: Synchronizing settings and log data with the Data Waiter
MyA2y . FO1dzd LINPGARSAE | a5F0GF 21 AGSNE FSIGd2NBI 6KAO
instances of SQL Server. This is especially useful in failover situgliorexample, Availability Groups,
replication scenarios, or mirrored partnegsothat all the latest backup settings and logs are available,
regardless of which node is the primary at any given time.

Note: This feature is informally known as tbata Waiter because it goes around and gives data to all of
your destination tables Getit??)

For detailed instructions on configuring the Data Waige!S Sowdo: Synchronize backup settings and logs
among instances @

IMPORTANTWhen you enable log sync or settings sync for a schedule, it beqmasible for the Data

Waiter to cause the backup job to run very long, if there are synch commands that fail (for example, due to a
downed sync partner). Consider setting the timeout to a lower value in Minion.SyncServer, to limit the
amount of time that he Data Waiter will wait.

Moving Parts
A complete Data Waiter scenario has several moving parts on the primary instance:

1 The Minion.SyncServer tablallows you to configure synchronization partners (i.e., server to
which you would like the primary instaat¢o share data).

1 ¢KS FTAStRaA a{eyO[23a¢ IyR a{eyO{Sililaloyoaée Ay (K
to enable log and/or settings synchronization for one or more schedules. So, if you enable
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SyncSettings on a weekly schedule, your settingderilynchronized weekly; enable log settings
on a log backup schedule that runs hourly, and the log settings will synchronize hourly.

1 The Minion.BackupSyncLogs procedloads INSERT/UPDATE/DELETE statements, designed to
bring log data up to date, to thlinion.SyncServer table.

1 The Minion.BackupSyncSettings proceduoads a snapshot of the settings data (TRUNCATE /
INSERT) to the Minion.SyncServer table.

1 The Minion.SyncCmds tableolds the synchronization commands that are to be pushed to sync
partners.

1 The Minion.SyncPush procedupishes data to sync partners. We use this to initialize the synch
partner in the beginning; and Minion Backup uses it to keep sync partners up to date.

1 The Minion.SyncErrorCmds tablelds synchronization commands that faitedpush to sync
LI NIYySNERE® LYy GFYyRSY gA0GK GKS aAyAizyo{&yO/ YRa
allows the Data Waiter to retry only those statements that failed, and only on those sync
partners where they failed.

When enabled and set up, the RaVaiter synchronizes the following tables among configured instances:

 all settings tables, excepi KS aAyA2y do{ 8y O{ SNBSNJ (6t S 60SOI dzi ¢
applicable on the current instance).
1 alllog tables, except:
Minion.BackupDebug

0 Minion.Backup2bug_-ogDetails
0 Minion.BackupHeaderOnlyWork
0 Minion.SyncCmds
0 Minion.SyncErrorCmds
0 Minion.Work

Use Cases

There are many situations where the Data Waiter feature will be very useful. The primary use case is in any

1 k5w A0SYIFINR2 GgKSHWEBNERGGRAI YRAKEOI Syaal gOB®E ! 2FSg 2
1 Four instances that host Availability Group replicas, where a secondary replica may become

primary.

A database mirrored across two instances.

Several databases that are log shipped to a warm standbyrserve
A set of databases replicated to several subscriber servers.

= =4 -4 A

A HA scenario using third party software, which involves multiple instances.

In each of these cases, the Data Waiter provides an additional layer of transparency to the failover process.
After failover, you do not have to reconfigure the backup settings, nor to make sure that old backup files are
deleted (so long as the backups are going to UNC).
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IMPORTANTWe highly recommend backing up to UNC paths, instead of to locally defined drivesh&weo
backups going to UNC, and your HA/DR scenario fails over to another server, that server can continue backing
up to (and deleting old files from) that same location. Conversely, if Minion Backup is configured to back up
locally, it will not be ableat delete files from the previous location.

After a failover, yoshouldO2 y FA 3dzNE G KS ySg LINAYFINE &aSNWSNDa aiAyiAz
a2y O LINIYSNbao Ay (GKS 5FaGF 21 A0SN) aO06ontepohitade ¢ KAa A
failed over to the secondary nodgyou need to set up log shipping in the other direction.

Failure Handling
In a Data Waiter scenario, if a synchronization partner becomes unavailable over the short term, Minion

Backup will track those entri¢lat failed to synchronize. Each time Minion.SyncPush runs, it will attempt to
push the failed entries to the downed server. So when the instance becomes available again, the Data Waiter
will roll through the changes to bring the sync partner back upetie.d

IMPORTANTSettings and log data that fail to sync through the Data Waiter, do not obstruct the system in
any way (though it may somewhat slow the Data Waiter process over time). For example, the Data Waiter
may fail to push a command to Serverl, dwill still push that command (and future ones) to Server2. The
Data Waiter simply tracks the commands that did not sync to Serverl and continues to retry them against
that instance, either until they succeed, or until they become outdated and arevaathi

[ SGQa dF1S I €221 G4 RAFFSNBYylG FlLIAfSR adyO a0Syl NR 2.

 Commands that fail to sync to all sync partners will have Pushed = 0, and ErroredServers = <a
commadelimited list of all sync partners to which the push failed> in Minion.SyncCmds.

1 Commands thatail to sync to some, but not all, sync partners will have Pushed = 1, and
ErroredServers = <a comrdalimited list of all sync partners to which the push failed> in
Minion.SyncCmds.

1 Any command that failed to synchronize to one or more partners will baventry in
Minion.SyncErrorCmds.

If a synchronization partner becomes unavailable over a long period of time, we advise that you disable the
Data Waiter for that instance, and reinitialize it as if it were a new sync partner when it again becomes
availabké. The reason for this is, after even a week or two passes, it is more efficient to set up the partner
again, instead of rolling through all the changes that have accumulated.

Enabling Data Waiter while using parameter based scheduling
Minion Backup usetable based scheduling by default, which retrieves schedule and other demedr

settings from the Minion.BackupSettingsServer table. In fact, the Data Waiter settings and log
synchronization options are enabled in Minion.BackupSettingsServer.

If youchoose to use parameter based scheduling instead of table based, then the Data Waiter will not run
automatically. You must instead set up synchronization as you normally would, and then create a job to run
the Data Waiter stored procedures. Checkw.MinionWare.netfor additional instructions.
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About: Brnamic Backup Tuning Thresholds
In SQL Server, we can adjust high level settings to improve server performance. Similarlyasjastan
settings in individual backup statementsimprove the performance of backups themselves. A backup tuning
primer is vell beyond the scope of this document; to learn about backup tuning, please see the recording of
our Backup Tuning classtatp://bit.ly/106Rsh3(download demo code dittp://bit.ly/10s6yz).

Introduction
Once you are familiar with the backup tuning process, you can perform an analysis, and then set up specific
GKNBaK2f Ra Ay (GKS aAyAzyd. | Ol dzZlledzyAy3I¢cKNBEaAK2f Ra

backuponce and disregard database growth; backup tuning settings must change as a database grows. So,
Minion Backup allows you to configure a different collection of backup tuning settings for different sized

databases (thereby, defining backup tuning threskdlds your database grows and shrinks, Minion Backup
gAftt dzaS (GKS aSaiAy3a,settathadkiPs aRvdy3 stay & Reakfpriddnanée? a S

G 01

ari s,

Note: You can get more specific information-about the Minion.BackupTuningThresholds table in the
éMinion.BackupTuningThreshokls & SOG A 2 Y @

As a small example, here is a limited rowsetManion.BackupTuningThresholdshich shows different
backup tuning settings for a single database at various sizd$patwo different backup types:

DBName | Backup | Space Threshold | Threshold | NumberOf | Buffer | MaxTransferSize
Type Type Measure | Value Files count
DB1 Full DataAnd | GB 0 2 30 1048576
Index
DB1 Full DataAnd | GB 50 5 50 2097152
Index
DB1 Diff DataAnd | GB 0 2 30 1048576
Index
DB1 Log Log GB 0 1 15 1048576

This sample data shows two threshold levels for DB1 full backups: one for databases larger than 50GB, and

one for databases above OGB. Note thatth&K NE&a K2f R @I f dz§8 A a |

aFft22NE

use the 0GB threshold settings; if it is 60GB, it will use the 0GB threshold settings. The sample data also
shows just one threshold level each for DB1 log backups and DB1 differeckajplka

Of course, we could add additional rows for each type, for different size thresholds. This is what puts the
GREBYIFYAOE AY AGREYIFYAO o6l O 1dzld GdzyAy3¢T aAyaAazy . I O dzLJ
when your database passes the defil threshold.
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Enabled by Default

Default backup tuning settings are in effect the moment that Minion Backup is installed: the system comes
Ayaidlrtt SR 6AGK I RSFrdA G GaiAyA2y5STldzZ Gé¢ NRG Ay aiy.
settings are usetbr any database which does not have a specific set of thresholds defined fasitvell as

for any database that has dynamic tuning disabled in Minion.BackupSettings

While this last point may seem inconsisterdafter all, why should a database referz G KS daAyA2y5STl
row in this table if dynamic tuning is disablegiih fact, it makes perfect sense:

f CANRGSE (G4KS RSTFlrdzE (G o6FO1dzld GdzyAy3a aSididay3aa Olyy2i
backup tuning comes from having differenttiggs for a database come into effect automatically as the
database grows. The MinionDefault row in this table has a threshold size of 0GB, and so applies to
databases of all sizes.

1 {SO2yR> Y2aid 2F GKS aSddAay3aa A yerOiFkeSish whthigthes ST I dzf i
case for any backup where number of files is not specified. And Buffercount, MaxTransferSize, and
BlockSize are zero, meaning SQL Server is free to choose the appropriate value for these settings at the
time the backup runs.

Esential Guidelines
There are three essential guidelines for setting dynamic backup tuning thresholds in Minion Backup:

91 Any group of tuning thresholdg whether it is the MinionDefault group of settings, or a database
specific group of settinggmusthave2 yS NB ¢ A GK | aFf22NE aSdidAiay3a 2
1 Once you have defined a single databasgecific row, all backup types for that database must be
representedinoneormorerowd b 2 S G KI & S OK o1 O1dzld GeLlS Ydzad |
threshold of zero$ LINB A SY 1 SR®0 C2 NJ Y2 NB A W& @oNiurafioh 2y | 6 2 dzii 1
Settings Hierarchy Rifle A yArchit€Biredvervied & SOG A2y @
1 However, if there is a holén your backup tuning threshold settings, the MinionDefault row acts as
a failsafe.lt is best to define your backup tuning settings thoughtfully and with foresight; but the
failsafe is there, just in case of oversights. (This failsafe is the excepfitre tGonfiguration Settings
Hierarchy Rule; no other table can rely on the MinionDefault row in this way.)

Important Backup Tuning Concepts
Here is a quick review of important backup tuning threshold concepts in Minion Backup:

1 Tune your own:The settings w use for these examples are just that: examples. They are not
recommendations, and have no bearing on your particular environment. We DO NOT
recommend using the example number in this document, without proper analysis of your
particular system.
1 Default Sétings: Minion Backup is installed with a default backup tuning threshold setting,
RSTAYSR o0& (GKS NBgS 5.blYSIQaAyArAzy5STldAf 6Qs . O
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settings are in effect for any database with DynamicTuning enabled in the
Minion.BackupSettings.

1 Space Typesrou have the option of basing our tuning thresholds on data size only, on data and
AYRSE aAT Sz 2NJ 2y FAt{S aail So CcAaAtS aAail S AyOf dzRS
not.

1 Available DataMinion Backup is a hugeelp to your analysis, because it gathers and records
the backup settings for EVERY backup (including Buffercount, MaxTransferSize, etc.) in
Minion.BackupLogDetails, whether or not it was a tuned backup.

9 Floor ThresholdsThe thresholds in Minion.BackupTagmhresholds represent tHeEOWER
OKNBaK2f R 0UKS GFt22NEVD® ¢CKSNBEFT2NBI &2dz Ydzaad o
1 Settings Precedencévlinion Backup has a hierarchy of settings, where the most specific setting
0158 LINSOSRSYO&WAYISSECKKSaAK21t BRI UANBOSRSYy OS¢ &S0
Backup Tuning Threshold Precedence
Minion Backup has a hierarchy of settings, where the most specific setting takes precedence. The
precedence for backup tuning threshold settings is as follows:
Precedence Leal DBName Backuptype
Highest DB1 Full, or Diff, or Log
High DB1 All
Low MinionDefault Full, or Diff, or Log
Lowest MinionDefault All
Note: If you define a databasspecific row, we highly recommend that you provide tuning settings for all
backup types, for that database. For example, if you insert one row for YourDatabase with backup type Full,
you should also insert a row for YourDatabagd backup type All (or two additional rows, one each for
differential and log).
[SGQa t221 +G Iy SEFYLXS aSt 2F o0FOldzld ddzyAy3d GKNBa|
ID DBName BackupType isActive
1 MinionDefault All 1
2 MinionDefault Full 1
3 MinionDefault Log 1
4 DB1 All 1
5 DB1 Full 1
raAy3a (GKSasS asSdday3aas £SiQa 221 G 6KAOK aSiidAay3a
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For a DBL full backup, Minion Backup will use row 5: DBName=DB1, BackupType=Full.

For a DB1 differential or log backup, Minion Backup will use row 4: DBName=0DRip Bgoe=All.

For a DB2 full backup, Minion Backup will use row 2 (DBName=MinionDefault, BackupType=Full).

For a DB2 differential backup, Minion Backup will use row 1 (DBName=MinionDefault, BackupType=All).



Note: If you are unsure of what backup tuningtsggs will be used, you can double check; use the
Minion.BackupStmtGet stored procedure, which will build (but not run) the backup statement for you. For
Y2 NB Ay T2 NBitioh.Re2kyipStmiCet ® &

BusinessAware Dynamic Backup Tuning
What 6s more, Minion Backupés dynamic backup tuning

example, configure one set of tuning thresholds for weekday business hours, and another set for after hours and
weekends. Or,perpas you need a di fferent set of configuratio

Hereisahigh evel overview of one way to set up fAbusiness

1. Perform your backup tuning analysis, and determine the settings fosteaarios:
a. one lowresource scenario for times when the server is busy (say, weekdays); and
b. one highresource scenario for when the server is largely unused (e.g., on the weekend).
2. Insert rows to Minion.BackupTuningThresholds for the-fegource scendw, and set IsActive=1.
3. Insert additional rows to Minion.BackupTuningThresholds for the-tegburce scenario, and set
IsActive=0.
4. Set up your backup routine with precode that checks the day of the week;

a. Ifthe day is Saturday or Sunday, the precode s#stive=1 in
Minion.BackupTuningThresholds for the higisource scenario, and isActive=0 for the low
resource scenario.

b. Otherwise, the precode enables the leesource scenario, and disables the higsource
scenario.

Tuning Log Backups

Log backups arinteresting, because the size of thatabaseR2 Say Qi YIF GGSNJ F2NJ €23 ¥,
database is small, but a process has blown the log up to a huge size, the sizdathtfile has no impact

whatsoever on the log backup. You need to perforbaekup tuning analysis for log file backups, just like for

Fye 20KSNJ o0l O1dzld GellSaod ! FOSNI FffxX &2dz g2dzA RYyQiu g yi

Any time you have a row in Minion.BackupTuningThresholds with BackupType = 'Log', Minion Backup will
automatically use thespace used intheloga G KS YSIF &dzZNB F2NJ a{ LI OS¢eLIS¢ {
100GB log file that is 10% used, the space used in the log file is 10GB; Minion Backup uses thig;ieasure

10GB¢ to determine when the threshold shddichange.

Though the value of SpaceType does not change anything in regards to log backups, we still recommend you

aShd { L) OSc¢celIS Sldzrtf G2 a[23¢ 6KSYS@OGSNI GKS . I O dzLJ¢ & LI
threshold is calculated.

This fedure is meant to keep a huge log from taking hours to process, while other logs are filling up (because

they can't back up yet because of the big one). So, keep a safety net for yourself, and put in a couple tuning

options for your logs. If they grow rabig, the payoff of tuned log backups is considerable;-tuekd log

backups take a fraction of the time they ordinarily would.

82



Note: The backup tuning thresholds feature does not shrink the log file. To shrink the log file, see the three

G{ KN&:JE] [O2F dzYya Ay GKS aAyAz2yo. | O ynakhiSBackapyldhig and 6 £ S &
Shrink Log on Log Backgpvork very well together to keep your system running without intervention from

@2dzd 0, 2dzONBE 4SSt O2YSHU CeRS Y2 NBIich &R INdfilediake2lyg 2y & KN
backug @

About: Backing up to NUL
As of Minion Backup 1.1, you can now take NUL backups to kick start your backup tuning sdémisiis.
used to get your theoreticdimit for your backups. The theoretical limit is how fast your backups could
theoretically go; it is an important step in tuning your backups.

The column definition for thinion.BackupSettingsPatiable accepts NUL as a valid value for the
BackupLocTpe, BackupDrive, and BackupPath columns. The routine only cares about the BackupLocType
column, but we advise you to put NUL in all three columns, because it makes your intent very clear.

¢CKS 01 01dzld FAfS& F2NJ I b! [ nahintd delele. RBweler thd s@stemizl £ £ & SE.
behaves just as if the files do exist, and it marks them as deleted based on the schedule outlined in the
Minion.BackupSettingsPath table.

When you search for files that are still on the drive in the Minion.Baclegibdllete stored procedure, it
automatically excludes NUL backups from the result set.

IMPORTANTMinion Backup itself does nothing to help you run the NUL backup just once. You must run the
NUL backup, and then remember to either disable the settingwdtch it to an actual destination. The

PreCode can really help with this because you can set it to flip the settings on specific days, or even just for a
single specific day if you use the date itself. But, there is ho automatic mechanism that makgstémne

only run NUL once and then go back to normal operation.

For more information on how to use NUL to tune your backups, see our recorded webinar on the
MidnightDBA.com Events page:
http://midnightdba.itbookworm.com/EventVids/SQLSATI0BackupTuning/SQLSAT90BackupTuning.wmv

About: Inline Tokens
Minion CheckDB 1.0 and MinionBackup 1.3 introduce a new feature to the Minior;doliee Tokens.
alAyAz2yQa LytAyS ¢21Sya ft2¢ &2dz dzZa S RSFAY SR LJ GG SNJ
tokens are stored in the Minion.DBMaintInlineTokens table.

C2NJ SEI YLX S5 a. 02YSa 6A0GK (GKS LINBRSTAYSRckip2{Sya af{:
path for all backups, we update the path table:
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UPDATMinion.BackupSettingsPath
SET BackupPath-'SQLBackup%bServerd®DBName¥%

CNRY (GKSYy 2y3s (GKS o6FO1dzld LI GK 2y &, 2dzNI SNIBSNE F2N R
a XSQLBackup¥ourServaDB1¢ &

MB recognizes %Server% and %DBName% as Inline Tokens, and refekdinaoth®BMaintinlineTokens
table for the definition.

Create and use a custom Inline Token
To create a custom token, insert a nesw to the Minion.DBMaintInlineToken table. Guidelines:

1 DynamicNameUse a uniqgue DynamicName.

1 ParseMethod For tokens that use date in some way, we recommmend using @ExecutionDateTime
instead of GetDate or other system date methods.

1 IsCustom Mark IsCusim = 1.

9 Definition: Provide a descriptive definition, for the use of you and your DBA team.

For example, we can use the following statement to create an Inline Token to represent the full day name
(like Monday, etc.):

INSERTNTOMinion.DBMaintInlineTokens
(DynamicName
, ParseMethod
, IsCustom
, Definition
, IsActive

)
VALUES 'DayNameFull

,'DATENAME (dw, @ExecutionDateTime)'

1

, 'Returns the full name of theurrent day (e.g. Monday, Tuesday, etc.).'
1

)i

IMPORTANTt KS &eyilE F2NJ dzaAy3 (KA& OdaAadG2Y LyftAyS ¢218y
6fA1S {SNISND dza$S LISNOSyYy(d araaya o &:dq SNIASEND:1EYOSC dafKEAf €50

You can now use this custom token in fields that accept them. See the following section for more
information.

Fields that accept Inline Tokens
You can use Inline Tokens in specific fields, in specific tables.

Minion.BackupSettingsPath
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1 BackupPath
1 FileName
M FileExtension

Note that Inline Tokens reference the Minion.BackupSettingsPathSietderLabebut ServerLabehay not

AGASET O2yidFLAYy |y LYftAyS ¢21Sy® 6¢KS ReylYAO LI NI W

YEYS AT AG R2SayQiodo
Minion.BackupRestoreSettingsPath:

RestorePath*
RestoreFileName
RestoreFileExtension

= =4 -4 A

RestoreDBName

*IMPORTANTMinion BackiJQad NBa(i2NB Fdzy OlGA2ylfAGe OFryy20G &Si
creates TSQL statements for you to run manually on the target system. We recommend that you either set
wSail2NBt K (2 I a¥wEA @ NG ldizedafihdgniird ke find ardaie pllghe G |
F2f{ RSNA AY IRAYOENBEOPAPR ONB [SQUDaNROLT, &td.)0 |

In Minion CheckDB, the table Minion.CheckDBSettingsDB:

M1 PreferredDBName
1 RemoteJobName

Custominline Tokens
We do have a few guidelines for creating your own tokens:

1 Naming DynamicNameé¥e recommend you do not include any special symaisly alphanumeric
characters. We also recommend against using the underscore symbol.

91 Defining ParseMethodTo be consisterdnd avoid anomalies, use @ExecutionDateTime instead of
GetDate() (or SYSDATETIME(), or CURRENT_TIMESTAMP, or any of the others).

1 UniquenessBe aware that there is a unigque constraint on DynamicName and IsActive; so you can only

O«

KIS 2yS I ORADBS avy¥liGéaxoSyastiSé o6la Iy SEIFYLESoo

9 IsCustom Set IsCustom = 1 for your custom dynamic hames.

IMPORTANTCustom inline tokens must be surrounded by pipes, not percent signs.

Inline Token Internals
The shorthand for this section looks like this: Tokersettings tables> MB stored procedures
Minion.DBMaintInlineTokenParse stored procedereMinionDBMaintinlineTokens table.

Multiple tables have fields that accept Inline Tokens. As a part of normal (or manual) backup operations,
stored procedures ithe following list must access these fields and have the tokens translated:
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Minion.BackupDB
Minion.BackupFileAction
Minion.BackupRestoreDB
Minion.BackupRestoreMovelLocationsGet

= =4 -4 -4 -

Minion.BackupStmtGet

Each of these uses the stored procedure MirBMaintinlheTokenParse to parse the token into its value.
The DBMaintinlineTokenParse, of course, gets the token definition from the table
Minion.DBMaintInlineTokens.

dl 26 ¢2¢ ¢2LIA0OCayYy . lFaao

How ToConfiguresettings for asingledatabase
Default setings for the whole system are stored in the Minion.BackupSettings table. To specify settings for a
specific database that override those defaults (for that database), insert a row for that database to the
Minion.BackupSettings table. For example, we warfine tune settings for DB1, so we use the following
statement:

INSERTNTOMinion.BackupSettings
([DBName]
[Port],
[BackupType]
[Exclude]
[GroupOrder],
[GroupDBOrder]
[Mirror] ,
[DelFileBefore]
[DelFileBeforeAgree]
[LogLoc]
[HistRetDays]
[DynamicTuning]
[Verify],
[ShrinkLogOnLogBackup]
[MinSizeForDifflnGB]
[DiffReplaceAction]
[Encrypt],
[Checksum]
[Init] ,
[Format],
[IsActive],
[Comment]
)
SELECTDB1'AS[DBName]

1433AS[Port],

‘All' AS[BackupType]

0 AS[Exclude]
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50 AS[GroupOrder],

0 AS[GroupDBOrder]

0 AS[Mirror] ,

0 AS[DelFileBefore]

0 AS[DelFileBeforeAgree]
'‘Local'AS[LogLoc]

90 AS[HistRetDays]

1 AS[DynamicTuning]

‘0" AS[Verify],

1 AS[ShrinkLogOnLogBackup]
20 AS[MinSizeForDiffinGB]
'Log'AS[DiffReplaceAction]

0 AS[Encrypt],

1 AS[Checksum]

1 AS[Init] ,

1 AS[Format],

1 ASJ[IsActive],

'DB1 is higlpriority; better backup order and history retentio®S[Comment]

Minion Backup comes with a utility stored procedure, hamed Minion.CloneSettings, for easily creating insert

airaSySyita tA1S GKS SEI YLX § MnobR@8ebitit0® NASHNB 2 ¥y 8 BNIE B

IMPORTANT

1 If you enter a row for a database and/or backup type, that row completely overrides the settings for that
particular database (and/or backup type). For example, the row insetiedeawill be the source of all
settingsc even if they areNULLc, for all DB1 database backups. For more information, see the
éConfiguration Settings Hierarchy & Sdbdva 2 y

1 Followthe Configuration &tings Hierarchy Ruidf you provide a databasspecific row, be sure that all
backup types are represented in the table for that database. For example, if you insert a row for

5.blYSIras. mQx . O1dzll¢ @ LIST QCdzt £ QF (6B LISE D! A RSHA N

individual rows for DB1 log and DB1 differential backups). Once you configure the settings context at the

database level, the contestaysl & G KS RIGFol asS tS@St olyR y2i GKS R

1 A quick note about log backupsn SQL Server, a database must have had a full backup before a log
backup can be taken. Minion Backup prevents thigou try to take a log backup, atite database
doesn't have a restore batenthe systemwill remove the log backup from the lis¢iBwill not attempt
to take a log backup until there'$udl backupin place. Though it may seem logical to perform a full
backup instead of a full, we do not do thiecause log backups can be taken freyuently we don't
want to makevhat is usuallya quick operatiointo avery long ogration.

How To: Configursettings for 8 databases

When you first install an instance of Minion Backup, default settings for the whole system are stored in the

aAyAz2zyo.  O1dzL SGdAy3a (Fr6ftS NBg 6KSNB 5. blYSIQaAyaz,

for all databases on the server, update traues for that default row.
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For example, you might want to verify backups after the batch (after all backups for one operation are
complete):

UPDATMIinion.BackupSettings

SET  Verify="AfterBatch’

WHERBDBName-="MinionDefault’
ANDBackupType"All';

WARNINGG + SNA F&¢ F2NJ ok OldzlJa Ydzad 06S dzZASR ¢gAGK OF dziA2yc
could hold up subsequent backups while running the verify. If you would like to run verify, we recommend
using AfterBatch.

Over time, you may haventered one or more databasgpecific rows for individual databases and/or backup

GelsSa o0Sdadr 5. bl YSIQ5. mQ FyR . FO0l1dzde@LISrQcdz £t Qo L
GaAyA2y5STlrdzZ Gk! tfté NBg¢g R2 y20 I LILXuise upddte theketiieS R (I 0
table ¢ both the default row, and any databaspecific rows; with new settings, to be sure that the change

is universal for that instance. So, if you want the history retention days to be 90 (instead of the default, 60

days), run e following:

UPDATMIinion.BackupSettings
SET HistRetDays 90;

Minion Enterprise Hint MINioN

Minion Enterprise, in conjunction with Minion Backup, can managet just gather and
view, but manage backup settings across all SQL Server instances, céntahe classic
case: you can change backup location for hundreds of servers, using a simple UPDA
statement in the Minion Enterprise central repository.

Seewww.MinionWare.netfor more information, or
email us today aSupport@MidnightDBA.confor a demo!

How ToBackup databass in a specific order
. 2dz Oy OK22aS (KS 2NRSNJAY 6KAOK RIGlFIolaSa ¢gAatft oS
databases backed up in this order:

1. , 2dzNBl GlFolasSe oAlQa GKS Y2adhG AYLRNIFYyG REGEOL
2. [Semi]
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3. [Lame]
4. [Unused]

In this case, we would insert a row into the Minion.BackupSettings table for each one of the databases,
specifying either GroupDBOrder, GroupOrder, or both, as needed.

NOTEY C2NJ DNRBdzLJ5. hNRSNJ I YR DNER dzLJh NR S Nitey vk @ K S NJ v dzY ¢

higher priority- and will be backed up earlier than lower numbers. Note also that these columns are

TINYINT, so weighted values must fall between 0 and 255.

NOTEWhen you insert a row for a database, the settings in that row ovesridsf the ddault

backup settings for that database. So, inserting a row for [YourDatabase] means that ONLY backup

settings from that row will be used for [YourDatabase]; none of the default settings will apply to
[YourDatabase].

NOTEAnNy databases that rely on tliefault systerawide settings (represented by the row where

5.blFYSIQaAyA2y5STldzZ 6 Q0 é6Att 0SS o6FO1SR dzJ I 002 NR

GroupDBOrdeand GroupOrder By default, these are both 0 (lowest priority), and so-apacified
databases would be backed up last.

. S0rdzaS 6S KI @S a2 ¥S¢ RIiGlolaSa Ay (GKA& SEFYLX S3

YourDatabase, and lesser weights to the other databases, in decreasing order. In our example, we would
insert four rows. Note that, for brevity, wese far fewer columns in our examples than you would need in an
actual environment:

--Insert BackupSettings row for [YourDatabase], GroupOrder=255 (first)
INSERTNTO[Minion].[BackupSettings]
([DBName]
[BackupType]
[Exclude],
[GroupOrder],
[GroupDBOrder]
[LogLoc]
[HistRetDays]
[ShrinkLogOnLogBackup]
[ShrinkLogThresholdInMB]
[ShrinkLogSizelnMB]
)
SELECTourDatabaseAS[DBName]
‘All' AS[BackupType]
0 AS[Exclude]
255AS[GroupOrder],
0 AS[GroupDBOrder]
'‘Local’AS[LogLoc]
60 AS[HistRetDays]
0 AS[ShrinkLogOnLogBackup]
0 AS[ShrinkLogThresholdInMB]
0 AS[ShrinkLogSizelnMB]
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INSERTNTO[Minion].[BackupSettings]
([DBName]
[BackupType]
[Exclude]
[GroupOrder],
[GroupDBOrder]
[LogLoc]
[HistRetDays]
[ShrinkLogOnLogBackup]
[ShrinkLogThresholdInMB]
[ShrinkLogSizelnMB]
)
SELECTBemi'AS[DBName]
'All' AS[BackupType]
0 AS[Exclude]
150AS[GroupOrder],
0 AS[GroupDBOrder]
‘Local'AS[LogLoc]
60 AS[HistRetDays]
0 AS[ShrinkLogOnLogBackup]
0 AS[ShrinkLogThresholdInMB]
0 AS[ShrinkLogSizelnMB]

—Insert.  O1 dzZL) SGiGAy3a NRg F2NI 4[| YSé€Z DNRdzLIh NRSNI mnyJ
INSERTNTO[Minion].[BackupSettings]
([DBName]
[BackupType]
[Exclude]
[GroupOrder],
[GroupDBOrder]
[LogLoc]
[HistRetDays]
[ShrinkLogOnLogBackup]
[ShrinkLogThresholdInMB]
[ShrinkLogSizelnMB]
)
SELECTame'AS[DBName]
‘All' AS[BackupType]
0 AS[Exclude]
100AS|[GroupOrder],
0 AS[GroupDBOrder]
'Local'AS[LogLoc]
60 AS[HistRetDays]
0 AS[ShrinkLogOnLogBackup]
0 AS[ShrinkLogThresholdInMB]
0 AS[ShrinkLogSizelnMB]
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INSERTNTO[Minion].[BackupSettings]
([DBName]
[BackupType]
[Exclude]
[GroupOrder],
[GroupDBOrder]
[LogLoc]
[HistRetDays])
[ShrinkLogOnLogBackup]
[ShrinkLogThresholdInMB]
[ShrinkLogSizeInMB]
)
SELECTUnused’AS[DBName]
'All' AS[BackupType]
0 AS[Exclude]
50AS[GroupOrder],
0 AS[GroupDBOrder]
'‘Local’AS[LogLoc]
60 AS[HistRetDays]
0 AS[ShrinkLogOnLogBackup]
0 AS[ShrinkLogThresholdInMB]
0 AS[ShrinkLogSizelnMB]

For a more complex ordering scheme, we could divide databases up into groups, and then order the backups
both by group, andavithin each group. The pseudocode for this example might be:

1 Insert rows for databases YourDatabase and Semi, both with GroupOrder = 200
0 Row YourDatabase: GroupDBOrder = 255
0 Row Semi: GroupDBOrder = 100
91 Insert rows for databases Lame and Unused, both @itbupOrder = 100
0 Row YourDatabase: Lame = 255
0 Row Semi: Unused = 100

The resulting backup order would be as follows:

YourDatabase
Semi

Lame

Unused

PonhE

How To: Chandgeackupschedules

Minion Backup offers you a choice of scheduling options:

1 You can use the Mion.BackupSettingsServer table to configure flexible backup scheduling
scenarios;
1 Or, you can use the traditional approach of one job per backup schedule;
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1 Or, you can use a hybrid approach that employs a bit of both options.

For more information aboutlb O dzLJ & O K 8lRdzB&cEUR ScheSuf b

Table basedcheduling

WhenMinion Backup is installed, it uses a single backup job to run the stored procedure
Minion.BackupMaster with no parameters, everyr@thutes. When the Minion.BackupMaster procedure

runs without parameters, it uses the Minion.BackupSettingsServer table to determine its runtime parameters
(including the schedule of backup jobs per backup type). This is how MB operates by defaulty foratie

most flexible backup scheduling with as few jobs as possible.

¢CKA& R20dzYSyid SELX I Aya GFoftS oladShiRsedOfeSgrd Ay3 Ay (K.

Parameter basedchedulindtraditional approach
Other SQL Server native backup solutions traditionally use one backup job per schedule. That usually means

at a minimum: one job for system database full backups, one job for user database full backlipsegob
for log backups.

To use the traditional approach of one job per backup schedule:

1. Disable or delete théinionBackupAutojob.
2. Configure new jobs for each backup schedule scenario you need.

Note: Wehighlyrecommend always using the Minion.BapMaster stored procedure to run backups. While
it is possible to use Minion.BackupDB to execute backups, doing so will bypass much of the configuration and
logging benefits that Minion Backup was designed to provide.

Run Minion.BackupMaster with parametsr The procedure takes a number of parameters that are specific
to the current maintenance run. (For full documentation of Minion.BackupMaster parameters, see the
dMlinion.BackupMastdr & SOQUA 2y @0

To configure traditinal, onejob-per-schedule backups, you might configure three new jobs:

1 MinionBackugSystemFulito run full backups for system databases nightly at 9pm. The job step should
be something similar to:

EXE®linion.BackupMaste@DBType 'System'
, @BackupType 'Full'
, @StMtOnly=0
, @ReadOnly: 1;
1 MinionBackupUserFullto run full backups for user databases nightly at 10pm. The job step should be

something similar to:

EXE®linion.BackupMaste@DBType-'User'
, @BackupType 'Full'
, @Stmtaily =0
, @ReadOnly: 1,
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1 MinionBackupLog to run log backups for user databases hourly. The job step should be something
similar to:

EXE®linion.BackupMaste@DBType-'User'
, @BackupType'Log'
, @StMtOnly=0
, @ReadOnly: 2;

Hybrid scheduling

It is possible to use both methodgable based scheduling, and traditional scheduliriy one job that runs
Minion.BackupMaster with no parameters, and one or more jobs that run Minion.BackupMaster with
parameters.

We recommend against this, as hybsicheduling has little advantage over either method, and increases the
complexity of your backup scenario. However, it may be that there are as yet unforeseen situations where
hybrid backup scheduling might be very useful.

How ToGenerateback upstatemens only
Sometimes it is useful to generate backup statements and run them by hand, either individually or in small
groups. To generate backup statements without running the statements, run the procedure
Minion.BackupMaster with the parameter @StmtOnly teef.

Example codeThe following code will generate full backup statements for all system databases.

EXEQMinion].[BackupMaster]
@DBType-'System,
@BackupType 'Full'
@Include="All",
@StmtOnly=1;

Running Minion.BackupMaster with @StmtOnly=1 will generate a list of Minion.BackupDB execution
atrdSySydaz +tt asSa G2 xX{dvylhyfermo wdzy yAy3d GKSasS .
51 ¢! .1{9¢ 2N a.!/Y!t [hD¢ adrdisSySyidao

This is an excell® way to discover what settings Minion Backup will use for a particular databéseset of

databases). For more informatianand another method; for determining the settings Minion Backup will
dza S aSS GKS &5 A aMddad BakkdpbtiGetl2 BB DAY 2 TOSK B3 6 &

How To: Back up only databases that are not marked READ ONLY
Using the Minion.BackupMaster stored procedure, you can choose whether or not to include READ_ONLY
databases in the backup routine:

1 @ReadOnly = 1 will include READ_ONLY databases in the backup routine. This is the default option.
1 @ReadOnly =2 will NOT include READ_ONLY databases in the backup routine.
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1 @ReadOnly = 3 will ONLY include READ_ONLY databases in the backup routine.

To backumnly databases that are not marked READ_ONLY, run the procedure Minion.BackupMaster with
the parameter @ReadOnly set to 2. For example, to back up only the read/write user databases, use the
following call:

EXE(QMinion].[BackupMaster]
@DBType'Usef,
@BackupType 'Full'
@Include="All",
@ReadOnly- 2;

To back up only the READ_ONLY databases, use the following call:

EXEQMinion].[BackupMaster]
@DBType'Uset,
@BackupType 'Full,
@Include="All',
@ReadOnly- 3;

How To: Include databasesbackups
By default, Minion Backup is configured to back up all databases. As you fine tune your backup scenarios and
schedules, you may want to configure specific subsets of databases to be backed up with different options, or
at different times.

You can limit the set of databases to be backed up in a single operation via an explicit list, LIKE expressions, or
regular expressions. In the following two sections, we will work through the way to do this first via table
based schedling, and then in traditional scheduling.

NOTEThe use of the regular expressions include and exclude features are not supported in SQL Server 2005.

Include databases in table based scheduling
Table based scheduling pulls backup schedules and other options from the Minion.BackupSettingsServer

table. In this table, you have the following options for configuring which databases to include in backup
operations:

f Toinclude all databases inabackgpLISNJ G A2y > aSi{ L Qe ddeantiow(sy! t £ Q 062 NJ

1 Toinclude a specific list of databases, set Include = a comma delimited list of those database hames
FYRK2NJ [ LY9 SELINBaarAzyao 6C2NJ SEI YLESOWOW, 2dzNB | (I ¢

T ¢2 AyOfdzRS RIGlIolasSa ol asSR 2y NBéhdeonfight Bereghldd 4 a A 2 y a3
expression in théMinion.DBMaintRegexLookupable.

We will use the following sample data as we demonstrate each of these options. This is ab$ubset
Minion.BackupSettingsServer columns:
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ID | DBType| BackupType| Day BeginTime| EndTime| Include Exclude
1 | System | Full Daily 22:00:00 | 22:30:00| NULL NULL
2 | User Full Friday 23:00:00 | 23:30:00| DB1,DB2 | NULL
3 | User Full Saturday| 23:00:00 | 23:30:00| DB10% | NULL
4 | User Full Sunday | 23:00:00 | 23:30:00| Regex NULL
5 | User Log Daily 00:00:00 | 23:59:00| NULL NULL

And, these is the contents of the Minion.DBMaintRegexLookup table:
Action MaintType Regex
Include Backup DB[35](?\d)

Based on this data, Minion Backup would perform backups as follows:

Full system database backups run daily at 10pm.

Full user database backups for DB1 and DB2 run Fridays at 11pm.

Cdzt f dzaSNJ RFGlFo6l &S ol Ol dzLJa T2 SaturdaysatRipnit 6 aSa 06 S3Ay
Full user database backups for databases included in the regular expressions table
(Minion.DBMaintRegexLookup), run Sundays at 11pm. (This particular regular expression includes DB3,

DB4, and DB5, but does not include any database wtlkdligit number at the end, such as DB35.)

1 User log backups run daily (as often as the backup job runs).

= =4 -4 A

Note that you can create more than one regular expression in Minion.DBMaintRegexLookup. For example:

§ To use Regex to include DB3, DB4, andDidertk N ¢ t A1S G(KS SEFYLX-S 620S=2
51(?\R0 Q@

T ¢2 dza$S wS3aASE (2 AyOftdzRS lyeé RIGIoF&aS o0SFRsgryAy I 6 AL
I NRPg 6KSNB wibea®BdaErT Qal NJ S wn
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databases, and the databases Marketing4 and Marketing308 (and similar others, if they exist).

Include databases in traditional scheduling
We refer the common practice of configuring backups in separate jobs (to allonuitiple schedules) as

GONF RAGAZ2Y I aOKSRdzZ Ay3aéd {K2LJA GKIG dzAS GNIRAGAZ2Y I
parameters configured for each particular backup run.

You have the following options for configuring which databases to include ipagerations:

T ¢2 AyOfdzRS tf RFEGFOoF&ASa Ay F o0F.O1dzZld 2LISNF GA2y > &€

1 To include a specific list of databases, set @Include = a comma delimited list of those database,names
FYRK2NI [ LY9 SELINBAAAZ2YER M0 G2 NI BE 2N YS Y2 ddNB2l daNBol | iEl &

T ¢2 AyOftdRS RIGFIoF&aSa ol aSR 2y NBMHazriconfigurStheldgiBai & A 2 Y & >
expression in thélinion.DBMaintRegexLookufable.

The following example executions will demonstrate each of thggimos.
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First, to run full user backups on all databasege would execute Minion.BackupMaster with these (or
similar) parameters:

-- @Include = NULL for all databases

EXE®linion.BackupMaster
@DBType'User,
@BackupType 'Full'
@StmtOnly=1,
@Include= NULL,
@ExcludeNULL,
@ReadOnlyl,;

To include a specific list of databases

-- @Include = a specific database list (YourDatabase, all DB1% DBs, and DB2)
EXE®/inion.BackupMaster

@DBType'User,

@BackupType'Full

@StmtOnly=1,

@Include="YourDatabase,DB1%,DB2'

@ExcludeNULL,

@ReadOnly1;

To include databases based on regular expressjdinst insert the regular expression into the
aAyA2y o5, al AyiwS3ISE[22]1dzlJ GFo6ftS2 yR GKSy SESOdzi §

INSERTNTOMinion.DBMaintRegexLookup
([Action],
[MaintType],
[Regex]
)
SEECT'Include'AS[Action],
'‘Backup AS[MaintType],
'DB[35](?N\d)' AS[RegeX]
-- @Include = 'Regex’ for regular expressions
EXE®linion.BackupMaster
@DBType 'User,
@BackupType'Full
@StmtOnly=1,
@Include="Regex’
@ExcludeNULL,
@ReadOniyL;

For information on Include/Exclude precedence (that applies to both the Minion.BackupSettingsServer
O2f dzvyyaz IyR (2 lackKéE aidiEdbos BrécBdNged = aSS a
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How To: Excludéatabases from backups
By default, Minion Backup is configured to back up all databases. As you fine tune your backup scenarios and
schedules, you may want to exclude certain databases from scheduled backup operations, or evah from
backup operations.

You can exclude databases from all backup operations via the Exclude column in Minion.BackupSettings. Or,
you can exclude databases from a backup operation via an explicit list, LIKE expressions, or regular
expressions. In the following three sections, wi# work through Exclude=1, then excluding databases from
table based scheduling, and finally excluding from traditional scheduling.

NOTEThe use of the regular expressions include and exclude features are not supported in SQL Server 2005.

Exclude alatabase from all backups
To exclude a databasgfor example, DB18 from all backups, just insert a databasgecific row for that

database into Minion.BackupSettings, with BackupType=All and Exclude=1.:

INSERTNTOMinion.BackupSettings
([DBNane],
[BackupType]
[Exclude]
[LogLoc]
[HistRetDays]
[IsActive]
)
SELECDB13'AS[DBName]
'All' AS[BackupType]
1 AS[Exclude]
‘Local’AS[LogLoc]
60 AS[HistRetDays]
1 AS[IsActive];

This insert has a bare minimum of options, as the row is only intended to exclude DB13 from the backup
routine. We recommend configuring individual database rows with the full complement of seftihgse is
a chance that backups may beerabled for that database in the future.

Lat hwe¢! beyY 9EOf dzRSI'm OFy 068 23FSNNARRRSYyInchdeaddy SELX AO.
Exclude Precedenéed

Excludedatabases in table based scheduling
Table based scheduling pulls backup schedules and other options from the Minion.BackupSettingsServer

table. In this table, you have the following options for configuring which databases to exclude from backup
operations:

1 To exclude a specific list of datases, set Exclude = a comma delimited list of those database names
FYRK2NJ [ LY9 SELINBaaArAz2yao 6C2NJ SEI YL SY W, 2dzNB | G} ¢
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expression in théMinion.DBMaintRegexLookupable.

will use the following sample data as we demonstrate each of these options. This is a subset of

Minion.BackupSettingsServer columns:

ID | DBType| BackupType Day BeginTime| EndTime| Include Exclude
1 | System | Full Daily 22:00:00 | 22:30:00| NULL NULL
2 | User Full Friday 23:00:00 | 23:30:00| NULL DB1,DBZ
3 | User Full Saturday| 23:00:00 | 23:30:00| NULL DB10%
4 | User Full Sunday | 23:00:00 | 23:30:00| NULL Regex
5 | User Log Daily 00:00:00 | 23:59:00| NULL NULL

And, theses the contents of the Minion.DBMaintRegexLookup table:

Action MaintType Regex

Exclude Backup DB[35](?\d)

Based on this data, Minion Backup would perform backups as follows:

T

Full system database backups run daily at 10pm.

Full user database backuftg all databasesg except DB1 and DBR2run Fridays at 11pm.

Full user database backups for all databas&sE OS LJi (K2a$S o SdaansSstiday@atg A G K a5 .
11pm.

Full user database backups for all databasezcept for those excluded via the reguixpressions table
(Minion.DBMaintRegexLookup¥un Sundays at 11pm. (This particular regular expression excludes DB3,

DB4, and DB5 from backups, but does not exclude any database with a 2 digit number at the end, such as
DB35.)

User log backups run dgi{as often as the backup job runs).

Note that you can create more than one regular expression in Minion.DBMaintRegexLookup. For example:

T

To use Regex to exclude DB3, DB4, andDB5A Yy A SNIi | NBg tA1S GKS SEI YLX S
5](?\R 0 Q ®

TousswS3ISE (2 SEOtdzRS lyé RIGEIEOFAS o0S3aAyyawmEnsA K oK
I NR¢ 6KSNB wiSeaBar Qal N Sid wn

Withthesetworows | o6 O1 dzLd 2LISNF GA2Yy 6 A bhdththe PEREBS dzZRST QwS3ISE
databases, and the databases Marketirend Marketing308 (and similar others, if they exist) from

backups.

Excludedatabases in traditional scheduling
We refer the common practice of configuring backups in separate jobs (to allow for multiple schedules) as

GONF RAGAZ2Y It & OQuseSRdizdnal gcHedlubing Wil rarNénioni BatkidpMaster with
parameters configured for each particular backup run.
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You have the following options for configuring which databases to exclude from backup operations:

1 To exclude a specific list of databasest €@Exclude = a comma delimited list of those database names
FYRk2NJ [ LY9 SELINB&aA2yad O0C2NJ SEIF YLX SY W, 2dz2NB | (1 ¢

T ¢2 SEOtdzRRS RIGlFIol&asSa ol aSR 2y NB T, coNiguBeEheINS & 8 A 2 Y & 3
regula expression in thlinion.DBMaintRegexLookugable.

The following example executions will demonstrate each of these options.
First, to exclude a specific list of databases

-- @Exclude = a specific database list (YourDatabase, all DB1% DBs, and DB2)
EXE®linion.BackupMaster

@DBType'User,

@BackupType'Full,

@StmtOnly=1,

@Include=NULL,

@Exclude'YourDatabase;DB1%,DB2'

@ReadOniy1,;

To exclude databases based on regular expressidinst insert the regular expression into the
aAyA2yo5. al AyiwS3aSE[ 221dzd (1 6fS2 YR GKSy SESOdziS a.

INSERTNTOMinion.DBMaintRegexLookup
([Action],
[MaintType],
[Regex]
)
SELECExcludeAS[Action],
'‘Backup AS[MaintType],
'DB[35](?\d)' AS[RegeX]
-- @Exclude ='Regex’ for regular expressions
EXE®linion.BackupMaster
@DBType 'User,
@BackupType 'Full,
@StmtOnly=1,
@Include= NULL,
@Exclude'Regex’
@ReadOnlyl,;

For information on Include/Exclude precedence (that applies to both the Minion.BackupSettingsServer
Oz2fdzyyaz IyR (2 lackK& aidiEMboe BricBdNgcd > aSS a

How ToRun code before or aftdrackups

You can schedule code to run before or after backups, using precode and postcedamdipestcode can be
configured:
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91 Before or after database backups (either for one database, or for each of several databases in an
operdion)
1 Before or after the entire backup operation

NOTEUnless otherwise specified, pley R L2 81 02 RS Attt Nizy Ay (GKS 02y i SE
(wherever the Minion Backup objects are stored); it was a design decision not to limit the eaa=thbe

Nbzy G2 | ALISOATAO RIFIGI O &S d corgferStoidl pracedbiEs, thrépart: @ & dza S
naming conventiorg for pre- and postcode.

Database precode and postcode
Database precode and postcode run before and after an indivithtabase; or, if there are multiple

databases in the backup batch, before and after each database backup. Database precode and postcode
presents several options:

9 run code before or after a single database

1 run code before or after each and every database
9 run code before or after each of a few databases
9 run code before or after all but a few databases

To run code before or after a single databagsesert a row for the database into Minion.BackupSettings.
Populate the column DBPreCode to run code beforetiackup operations for that database; populate the
column DBPostCode to run code before the backup operations after that database. For example:

INSERTNTOMinion.BackupSettings
([DBName]

[Port],
[BackupType]
[Exclude]
[GroupOrdery,
[GroupDBOrder]
[Mirror] ,
[DelFileBefore]
[DelFileBeforeAgree]
[LogLoc]
[HistRetDays]
[DBPreCode]
[DBPostCode]
[DynamicTuning]
[Verify],
[ShrinkLogOnLogBackup]
[ShrinkLogThresholdinMB]
[ShrinkLogSizeInMB]
[Encrypt],
[Checksum]
[Init] ,
[Format],
[IsActive],
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[Comment]
)
SELECDB5'AS[DBName]
NULLAS[Port],
‘All' AS[BackupType]
0 AS[Exclude]
0 AS[GroupOrder],
0 AS[GroupDBOrder]
0 AS[Mirror] ,
0 AS[DelFileBefore]
0 AS[DelFileBeforeAgree]
'‘Local'AS[LogLoc]
60 AS[HistRetDays]
'EXEC master.dbo.GenericSRE[DBPreCode]
'EXEC master.dbo.GenericSRE[DBPostCode]
1 AS[DynamicTuning]
‘0" AS[Verify],
0 AS[ShrinkLogOnLogBackup]
0 AS[ShrinkLogThresholdInMB]
0 AS[ShrinkLogSizelnMB]
0 AS[Encrypt],
1 AS[Checksum]
1AS[Init] ,
1 AS[Format],
1 AS[IsActive],
NULLAS[Comment]

To run code before or after each and every databaspgdate the MinionDefault row AND every database
specific rows (if any) in Minion.BackupSettings, populating the column DBPreCode or DBPostCode. For
example:

UPDATMinion].[BackupSettings]
SET DBPreCode 'EXEC master.dbo.GenericSP1;'
DBPostCode 'EXEC master.dbo.GenericSP1;'
WHERBBName-"'"MinionDefault'
ANDBackupType All’;

UPDATMinion].[BackupSettings]
SET DBPreCode 'EXE@naster.dbo.GenericSP1;'
DBPostCode 'EXEC master.dbo.GenericSP1;'
WHERBDBName-='DB5'
ANDBackupType All’;

To run code before or after each of a few databaséssert one row for each of the databases into
Minion.BackupSettings, populating the Pi@Code column and/or DBPostCode column as appropriate.

To run code before or after all but a few databasagdate the MinionDefault row in
Minion.BackupSettings, populating the DBPreCode column and/or the DBPostCode column as appropriate.
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This will seup the execution code for all databases. Then, to prevent that code from running on a handful of
databases, insert a row for each of those databases to Minion.BackupSettings, and keep the DBPreCode and
DBPostCode columns setRbJLL

For example, if & want to run the stored procedure dbo.SomeSP before each databasptdatabases
DB1, DB2, and DB3, we would:

1. ' LRIFIGS NBg AYy aAyAzyo. | Oldzl) SGldAy3a F2N) daAyiz
RO2P{2YS{tTQ
2. Insert a row to Minion.BackupSettings for [DBdgtablishing all appropriate settings, and setting

DBPreCode tblULL

3. Insert a row to Minion.BackupSettings for [DBZ2], establishing all appropriate settings, and setting
DBPreCode tdlULL

4. Insert a row to Minion.BackupSettings for [DB3], establishing all appropriate settings, and setting
DBPreCode tdlULL

Note: The Minion.BackupSettings columns DBPreCode and DBPostCode are in effect whether you are using
table based schedulingthat is,running Minion.BackupMaster without parameter®r using parameter
based scheduling. (This is not the case for batch precode and postcode, which the next section covers.)

Batch precode and postcode
Batch precode and postcode run before and after an erttckup operation.

To run code before or after a backup batchpdate (or insert) the appropriate row in
Minion.BackupSettingsServer. In that row, populate the BatchPreCode column to run code before the backup
operation; and populate the column BatchPGste to run code after the backup operation. For example:

UPDATHEMinion.BackupSettingsServer
SET BatchPreCode 'EXEC master.dbo.BackupPrep;'
BatchPostCode 'EXEC master.dbo.BackupCleanup;'
WHEREDBTYype-'User'
ANDBackupType 'Full'
ANDDay="Saturday;

IMPORTANTThe Minion.BackupSettingServer columns BatchPreCode and BatchPostCardlyg iareffect
for table based schedulingthat is, running Minion.BackupMaster without parameters. If you use parameter
based scheduling, the only way to enact batch precode or batch postcode is with additional job steps.

How To: Configure backup file retemt

Minion Backup deletes old backup files based on configured settings. Set the backup retention in hours in the
Minion.BackupSettingsPath table, using RetHrso a NB G Sy i A2y Ay K2dz2NE{éO FTASERO
RSTI dzt G4 @ aAiyA2yes®ibwirafabasdpdrificentrg: NI A y &

INSERTINTOMinion.BackupSettingsPath
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([DBName]
[isMirror] ,
[BackupType]
[BackupLocType]
[BackupDrive]
[BackupPath]
[ServerLabel]
[RetHrs],
[PathOrder],
[IsActive]

)

SELECTDB1'AS[DBName]

0 AS[isMirror] ,

‘All' AS[BackupType]

'‘Local'AS[BackupLocType]

'C\" AS[BackupDrive]

'SQLBackupsAS[BackupPath]
NULLAS[ServerLabel]

48 AS[RetHrs],

0 AS[PathOrder],

1 AS[IsActive]

Note: This new RetHrs value does not affect the retention period of existing backup files.

C2NJ Y2 NB Ay RRoNMhdiub Blefdient@EgSd d

Minion Enterprise Hint AINion

Minion Enterprise comes with a suite gdieries to pull valuable information. For exampl
you can easily query to find out how much space is saved when you set backup retern
to two days instead ofour; or how much space backups take up per server. And this
information is available not jugor one server, but for your entire enterprise.

Seewww.MinionWare.netfor more information, or
email us today aBupport@MidnightDBA.confor a demo!

How to:configure the missing backups schedule

aAyAz2y I 01dzlJQa aYAaaAiAy3d ol Oldzlaé FSIFGdz2NB tSGa @2dz
flLad Nz F2NJ I 3IAOSY RFEGIFol&asS GeLwlsS |yR ofe&ldzLd §é LIS
ol O1ldzLda FFAE 4 YARYAIKGE F avyAaaiy3d ol Ol dzL¥ Ni¥zy &ao
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The Minion.BackupSettingsServer includes a samplegidvik S Ly Of dzRST QaAraaAiy3IQ NRoI ¢
default ¢ to check for missingifferential backups.

hLiiAzylttes &2dz Oy | f&a2 SESOdzGiS F avyraaaAiay3dé ol O dzLl

To schedule a regular run for missing backups
,2dz Oy SAGKSNI SRAG FYyR FTOGAGEHGS GKS al YL S aYAAAAY:
one or moreadditional rows.

[ SGQa SRAG GKS alFYLX S avyArAaaiyade NRgod 2SS gAatf OKFy3aAS
beginandendtme(i KA & A& a2 GKFd AF GKS LINAYFNE oF Ol dzZLJA NXzy
time before 6:00 AM

UPDATEMinion.BackupSettingsServer
SET BackupType 'Full'
, BeginTime="'02:00:00'
, EndTime="'06:00:00'
, IsActive=1
WHEREBackupType 'Diff
ANDI[Include]="Missing'
ANDIsActive=0;

Or,wecaninsertd YAdadAy 3¢ NRBg TFT2NJ FdzZ € o6 O1dz2llaz yR 2yS F2NJ

INSERTNTOMinion.BackupSettingsServer

(DBType BackupTypeDay, ReadOnly BeginTime EndTime

, MaxForTimeframelnclude, SyncSettingsSyncLogslIsActive, Comment)
VALUES 'User' -- DBType

,'Full’ -- BackupType
,'Sunday’ --Day

1 --ReadOnly
,'02:00:00' -- BeginTime
,'05:00:00' -- EndTime

1 -- MaxForTimeframe
,'Missing' --Include

,0 -- SyncSettings

,0 -- SyncLogs

1 --IsActive

, 'Missing BackupBULL'-- Comment

),

('User' --DBType
, 'Diff' -- BackupType
,'Dally’ --Day
1 --ReadOnly
,'06:00:00' -- BeginTime
,'08:00:00' -- EndTime
1 -- MaxForTimeframe
,'Missing" --Include

104



0 -- SyncSettings
0 -- SyncLogs
1 -- IsActive
‘Missing BackupBIFF'-- Comment

);

To run missing backups manually
¢2 NHzy YAaaAy3d o6l 0O1dzlla Yilydzattesr SESOdziS aiAyAizyo. |
missingfull backups for user databases:

O

EXE®linion.BackupMaster
@DBType'User,
@BackupType 'Full,
@StmtOnly=0,
@Include="missing;

How to: Set up Restore Profiles
As of version 1.3, Minion Backup allows flexible configuration of manual restores. Note that
scheduled/automatic restores are slated for an upcoming version.

The basic praess to set up a restore profile is:

1. Have backupsMake sure Minion Backup is running on the source server.

2. Configure pathsConfigure restore paths in the restore paths table
(Minion.BackupRestoreSettingsPath).

3. Configure tuningOptionally,configure setings in the restore tuning table
(Minion.BackupRestoreTuningThresholds).

4. Generate statementswdzy (G KS LINROSRdAzZNBE daAiAyAzyd. | O dZlwS & (i 2 NX
statements.

5. Execute statementsRun generated statements on the target instance.

[ S Qa exaifdleSWenged to restore DB1 from YourServer to OtherServer.

Have backups
Minion Backup must be up and running on the source server (YourServer). The restore process will use full

backups, and data from the Minion Backup logs, to generate the appregsiatements.

Configure paths

aAYA2Yy®. F Ol dzLwSadi2NB{ SddAy3atl K O02YSa AyadlfftSR Al
{ SNIBSNYIYS I' wi20ltK2a0Qd ¢KA& SylofSa e2dz G2 3ISy SN
configuration, and givean exmple of restore path configuration.

You can either rely on this default row, modify it, or configure one or more restore paths in the restore paths
GrotSed LYy GKA& SEIYLX ST 6SQff aSd dzLJ I RlpéNadd a S & LIS
r W tftQy
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INSERTNTOMinion.BackupRestoreSettingsPath
(DBName ServerName RestoreTypeFileType TypeName
, RestoreDrive RestorePath RestoreFileNameRestoreFileExtensioBackupLocation
, RestoreDBNameServerLabelPathOrder, IsActive, Comment

)

VALUES N'DB1' --DBName
, 'OtherServer' -- ServerName
,"Full -- RestoreType
, 'FileType' --FileType
Al -- TypeName
BN -- RestoreDrive

,'SQLServé&Files' --RestorePath
, N'9%sDBName%%Date%'RestoreFileName

,'MinionDefault' -- RestoreFileExtension

, NULL -- BackupLocation

, N'%DBNamedtlightly-Restorefrom-%Servername% - RestoreDBName
, NULL -- ServerLabel

,0 -- PathOrder

01 -- IsActive

, 'Nightly restore DB1 to OtherServer: Comment
);

b203S GKIG CAftS¢cellS OFy o6S SAilKSNdatsetkest@apathlSeé 2 NJ G CA f
information for a specific file name, a file type, or both. As with all Minion structural hierarchies, the more

specific trumps the less specific; so, if for DB9 you have FileType / All and FileName / DB9_log, the settings

from FileNare / DB9_log will apply to the file with that name, and the FileType / All settings will apply to all

other files.

Configure tuning
If you like, you can choose to configure tuning settings (including whether or not to include WITH REPLACE)

for your restorein Minion.BackupRestoreTuningThresholds.

b2GS GKFG aayOS GKAa A& y2G I NBIdZANBR adSLIE &2dz | NJ
Minion.BackupTuningThresholds); if you wish, your tuning settings might only kick in starting when database
isabove 100 GB.

28§ gAraK G2 AyOftdzRS ad2L¢l wot[!/9é% FYyR aLISOATe &az2yYs
OtherServer / DB1 as follows:

INSERTNTOMinion.BackupRestoreTuningThresholds
( ServerName DBName RestoreType SpaceTypeThresholdMeasure
, ThresholdValueBuffercount, MaxTransferSizeBlockSize Replace
, WithFlags BeginTime EndTime DayOfWeek IsActive, Comment
)
VALUES 'OtherServer'-- ServerName
,N'DB1' --DBName
,"Full -- RestoreType
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, 'DataAndIndex’
,'GB'
.0

, 350
.0

, NULL
1

, NULL
, NULL
, NULL
, NULL
1

-- SpaceType

-- ThresholdMeasure
-- ThresholdValue
-- Buffercount

-- MaxTransferSize
-- BlockSize
--Replace
--WithFlags
--BeginTime
--EndTime

-- DayOfWeek

-- IsActive

,'DB1 restore to OtherServer- Comment

);

Generate statements

wdzy G(GKS

LIN2 OS R dzNB

generate the restore statements.

EXE®inion.BackupRestoreD@& ServerName 'OtherServer @DBName:'DB1;

In our example, this will generate the following restore statement:

RESTORE DATABASE-[D#titly-Restorefrom-YourServer]

FROM DISK'\\shrii SQLBackup¥ourServer016.2016110¥DB1Fulllofl.BAK'

WITH MOVEDB1'TO'EASQLServéFileaDB120161209.mdf
MOVEDB1_logTO'EASQLServéFiledDB120161209.1df
BUFFERCOUNB50, REPLACE

[ SGQa R2 |

li dzA O1

Fyrtesara 2y GKAA

dGaAyAzyod. I Ol dzLwSaii2NB5. ¢
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aidlridsSySyidy

1 Thedatabase namés [DBINightly-Restorefrom-YourServer], because in the restore path settings, we
specified, RestoreFileName '%DBName%%Date%'. Those markers surrounded by percent signs are

Ottt SR

Ly AADSuUL BRg TBREBE O @A SSY «

1 FROM DISIs populated using the last full backup for that database, as disedve the Minion Backup

logs.

1 The WITH MOVEection is populated using the FILELISTONLY output from that backup, and the drive,
path, filename, and extension settings we defined in MirBatkupRestoreSettingsPath.

9 The restore process add&UUFFERCOUNTE3md REPLACHe to the configuration in
Minion.BackupRestoreTuningThresholds.

Execute statements

Copy the statement generated from the Minion.BackupRestoreDB procechumagct to the destination box
(OtherServer), and run the statement.
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Additional optims

Of course, you can also code a solution to automatically run the Stored Procedure, and run the generated

201 GSYSyda

2y

GKS G NBSG

02EY odzi GKIGQa 2dziaaRs$s

MinionWare Community Zonéitp://minionware.net/CommunityZone) to see if there are community
created solutions for automatic restore. And of course, keep an eye out for future releases of Minion Backup!

al 2o

SQL Server Enterprise edition allows you to back up to two locations simultaneously: the primary location and

¢ 2¢

¢ Mirdar©andFile Actioris dzLJ

How to:Set up mirror backups

the mirror location. This is not the same as striping a backup (where a single backupsetidsliplaced
across several locations); a mirrored backup creates two independent backup media sets.

To configure mirrored backups:

1 Enable mirrored backups in Minion.BackupSettings, using the Mirror field.

1 Configure a backup mirror path in Minion.BapBettingsPath, being sure to set isMirror = 1.

For example, to mirror full backups for database DB8, first enable mirrored backups for that database and
backup type. We will insert one row for DB8, BackupType=Full; and one row for DB8, BackupType=All, to

PNE OA RS

aSdiAay3a

FT2NJ 5.y

RTh& Gonfiguyaion Segifs Bidra@hydzL@o 6 | a

-- DB8 BackupType="All', to cover log and differential settings.
INSERTINTOMinion.BackupSettings
([DBName]
[Port],
[BackupType]
[Exclude]
[GroupOrder],
[GroupDBOrder]
[Mirror] ,
[DelFileBefore]
[DelFileBeforeAgree]
[LogLoc]
[HistRetDays]
[DynamicTuning]
[Verify],
[ShrinkLogOnLogBackup]
[MinSizeForDiffiInGB]
[DiffReplaceAction]
[Encrypt],
[Checksum]
[Init] ,
[Format],
[IsActive],
[Comment]
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)
SELECTDB8'AS|DBName]

NULLAS[Port],

'‘All' AS[BackupType]

0 AS[Exclude]
50AS[GroupOrder],

0 AS[GroupDBOrder]

0 AS[Mirror] , --Disable mirrored log/diff backups for DB8
0 AS[DelFileBefore]

0 AS[DelFileBeforeAgree]
‘Local’AS[LogLoc]

90 AS[HistRetDays]

1 AS[DynamicTuning]

‘0" AS[Verify],

1 AS[ShrinkLogOnLogBackup]
20AS[MinSizeForDiffinGB]
'‘Log'AS[DiffReplaceAction]
0 AS[Encrypt],

1 AS[Checksum]

1 ASInit] ,

1 AS[Format],

1 AS[IsActive],
NULLAS[Comment]

-- DB8 BackupType="Full’; enable faltrored backups.
INSERTINTOMinion.BackupSettings
([DBName]
[Port],
[BackupType]
[Exclude]
[GroupOrdery],
[GroupDBOrder]
[Mirror],
[DelFileBefore]
[DelFileBeforeAgree]
[LogLoc]
[HistRetDays]
[DynamicTuning]
[Verify],
[ShrinkLogOnLogBackup]
[MinSizeForDiffInGB]
[DiffReplaceAction]
[Encrypt],
[Checksum]
[Init] ,
[Format],
[IsActive],
[Comment]

)
SELECTDB8'AS[DBName]
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NULLAS[Port],

'Full' AS[BackupType]
0 AS[Exclude],
50AS|[GroupOrder],

0 AS[GroupDBOrder]

1 AS[Mirror] , -- Enable mirrored full backups for DB8

0 AS[DelFileBefore]

0 AS[DelFileBeforeAgree]
'‘Local'AS[LogLoc]

90 AS[HistRetDays]

1 AS[DynamicTuning]

'0" AS[Verify],

1 AS[ShrinkLogOnLogBackup]
20 AS[MinSizeForDiffinGB]
'Log'AS[DiffReplaceAction]
0 AS[Encrypt],

1 AS[Checksum]

1 AS]Init] ,

1 AS[Format],

1 AS[IsActive],
NULLAS[Comment]

Next, weconfigure a primary backup path in Minion.BackupSettingsPath for DB8. For this particular server,
S g2dzA R fA1S Fff YASONBrdiBakupshdD {{d2L3a &I G2y (327 YoLdf Yve

MinionDefault row where isMirror=1:

INSERTNTOMinion.BackupSettingsPath
([DBName]
[IsMirror] ,
[BackupType]
[BackupLocType]
[BackupDrive]
[BackupPath]
[ServerLabel]
[RetHrs],
[PathOrder],
[IsActive],
[AzureCredential]
[Comment]
)
SELECMinionDefault' ASIDBName]
1 AS[IsMirror],
‘All' AS[BackupType]
‘Local'AS[BackupLocType]
'‘M:\" AS[BackupDrive]
'SQLMirrorBackupsAS[BackupPath]
NULLAS[ServerLabel]
24 AS[RetHTrs],
0 AS[PathOrder],
1 AS[IsActive],
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NULLAS[AzureCredential]
‘MinionDefault mirror row. AS[Comment]

Note: If we did not want all mirrored backups going to the same location, we couldsessily have defined
the Minion. I O dzL){ SGiAYy3Iat I GK gAGK 5. bl YSIQ5. mQo

Once these two steps are done, all full backups for DB8 will be mirrored backups, with the mirror backup files
going to MiSQLMirrorBackupsMinion Backup will manage these mirroredckup files just like the primary
files, deleting them once they have exceeded the retention period.

IMPORTANT: Mirrored backups are only supported in SQL Server Enterprise edition.

How to:Copy files after backup (single and multiple locations)
As partof your backup routine, you can choose to copy your backup files to multiple locations, move your
backup files to a location, or both. This section will walk you through the steps of setting up file copy
2LISNF GA2yad C2NJ Y2NB AbuF gdgahdinoeyaxkua®® (KS aSO0GAz2y

Note: Currently, Minion Backup can't copy or move files to or from Microsoft Azure Blobs. However, you can
do a primary backum an Azure Blob.

The basic steps to configure copy operations for backup files are:

1. Set the FileAction and FileActionTime fields in Minion.BackupSettings, for the appropriate
database(s) and backup type(s).
2. Insert one row per operation into the Minion.BackupSettingsPatble.

Note: If you specify one databaspecific setting in the Minion.BackupSettings table, you must be sure that
all backup types are covered for that database. For example: one row for Full backups, and one row with

. O1 dzLie @ LIST Q! f fiakandid) badk@pd. TN sétne TUlE &xINEB fgr iMinion.BackupSettingsPath.
C2NJ Y2NB Ay T2NN¥I (AW Musil SBplyivduds @ 4llwackuStghdsXoR a/datébase in
the settings tables®

So for example, we cazonfigure Minion Backup to copy the YourDatabase full backup file to two secondary
locations. Firstset the FileAction and FileActionTime fields in Minion.BackupSettings, for the appropriate
database(s) and backup type(s):

1. Insert a row for YourDatabase ia Minion.BackupSettings, in order to enable the file action
64/ ht yYROFAES 1 OlAz2zy GAYS oAy GKA& SEIFYLXSZ &' ¥
full backup row should include, in part:
a 5.blrYS I W 2daNFlIGlolasSQ
b. . I O1dzlle e IS ' wcCdzZ f Q
c. CAtS! Odiney I w/
d CAftSI OlA2y¢AYS I' WIFGSNIFG§OKQ
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2. LyaSNI F .1 01dzZlelsrorttQ Neg Ayid2 GKS aAyAizyo
log backup operationsl & ¢S R2y Qi gAaK G2 O02L® 23 2NJ RAFTS
settings for this row (DBName=, 2 dzNB I G 6 F aS¢3> . I Ol dzLI6 @ LISTé! £ f¢0

a 5.blYS I' W 2dzNBlGFol &asSQ
b. . O1dzlde IS ' W ffQ

c. FileAction = NULL

d. FileActionTime = NULL

Note: The simplest way to insert a row to a table is to use the Minion.CloneSettings procedure to generate
an irsert statement for that table, modify the statement to reflect the proper database and specifications,
and run it.

So, the contents of the Minion.BackupSettings table would look like this (some columns omitted for brevity):

DBName BackupType | FileAction FileActionTime | Comment

MinionDefault | All NULL NULL Minion default. DO NOT REMOVE,

YourDatabase| Full Copy AfterBatch YourDatabase database full backuj

YourDatabase| All NULL NULL YourDatabase databasall
backups.

Secondjnsert one row per operatiorinto the Minion.BackupSettingsPath table:

1. LY&ASNI | . FO0ldzLd@liSrocdz t Q Neg Ayidz2 (GKS aiAyAizy

operation.{ SGOAY3I& F2NJ GKS &, 2dz2NBl 06l aS¢ NR¢g aAK2dzZ F
a 5.blYS I' W 2dNBlFGlFrolFasQ

b. . I O1dzlle e IS I wcCdz f Q
c. BackizZLlE NA @S I GKS yIYS 2Woue2dzNJ 6 O dzLJ RNAGS 06 Sd
d . FO1ldzldt GK ' GKS FdzZff o6F O1dzld LI AOKE 6AGK2dzi GF
e. FileActionMethod=NULL

2. LYASNI | .1 01dzL)eLlsrQrfttQ NBg Ayiliz2z (GKS aiAyizyo

andlog backup operations(The reason for this is, whenever you specify a dataispseific

setting in Minion.BackupSettingsPath, all three basic backup types must be represented, one

gl & 2N Fy208KSNDO {StGdAy3a F2NImiKS &, 2dz2NBF Gl ol
a 5.blrYS I W 2daNFlIGlolasSQ

b. . I O1ldzLde e IS I W tfQ
c. . O1dzLIENR GBS T GKS yIYS\QDF &2dzNJ 6 O dzLJ RNR @S ¢
d. . FO0ldzldt F 6K ' GKS FdzZ& t oF O1dzld LI AE SAGK2dzi GF
e. FileActionMethod=NULL

3. LYASNI | . I O dzLd¢ & LIST BacRupEetthgsRBEhiablk, yoritie firstk)py a A Y A 2 Y

operation.{ SGGAY3IE& F2NJ GKS &, 2dz2NBFdFolasSé NBg akKzdzZ F
a 5.blYS I' W 2dz2NBliGFol&asSQ

b. . 1 O1dzLd¢ &S I W/ 2Lk Q

c. .FO1dzLIENAGS ' GKS yIYS \®% &2dzNJ FTANRG O2L® RNJ
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d. BackupPath = the full backuppath ¢ A G K2dzi GKS RNAGSQGE SGGSNI 6S b=

e. CAt S! Ol A 2y a fptioraRdedthe/ndtd bel@v for information about this field).

4, LyaSNI | .1 01dzZl)el)lsSrQ/2LrQ Neg Ayidz2 (GKS aAyizy
copyoperation{ SGGAY3IEd F2NJ GKS &, 2dz2NBlGFolasSé NBg aKz
a 5.blYS I' W 2dz2NBlGFol &asSQ
b. . 1 O01dzLd¢ &S I W/ 2LRQ
c. . O1dzLIENAGS ' GKS yIYS \®% @2dzNJ FANRG O2Lk RNJ
d . 0ldzldt F 6K ' GKS FdzZA f ol O1dzld LI G KZ \@G®R G K2dzii GF
e. CAt S! Ol A 2y a fptioaaRded®the/ndte bel@v for information about this field).

Note: Minion Backup lets you choose what program you use to do your file copy and move operations. So, the

FileActionMethod field in Minion.BackupSettings has several valid inpuit:L (same as COPY), COPY,

MOVE, XCOPY, ROBOCOPY, ESEd®EIlthats / h€ | YR dah+9¢ dzaS t 26SNJ KS¢t ¢

5

commands as needed.

So the contents of the Minion.BackupSettingsPath table would look like this (some columns omitted for
brevity):

DBName BackupTyp | BackupDriv. | BackupPath FileActionMetho | Comment
e e d
MinionDefaul | All CA\ SQLBackups NULL Minion

t default. DO
NOT
REMOVE.
YourDatabase| Full CA SQLBackups NULL YourDatabas
e database
full backup.
YourDatabase| All CA\ SQLBackups NULL YourDatabas
e database
all backups.
YourDatabase| Copy F\ BackupCopiés XCOPY YourDatabas
e database
full backup
copy #1.
YourDatabase| Copy Y:\ MoreBackupCopieg XCOPY YourDatabas
\ e database
full backup
copy #2.

Note: You can view a log of copy and move operations itMiméon.BackupFiles table.

How to: Move files to a locatiafter backup
As part of your backup routine, you can choose to copy your backup files to multiple locations, move your
backup files to a location, or both. This section will walk you through the steps of setting up a file move
operation. For more informdt 2 y = a4 S S AhdGtSCogy $r@ iinAv2 yackap féedp
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Note: Currently, Minion Backup can't copy or move files to or from Microsoft Azure Blobs. However, you can

do a primary backup an Azure Blob.
The basic step® configure move operations for backup files are:

1. Set the FileAction and FileActionTime fields in Minion.BackupSettings, for the appropriate
database(s) and backup type(s).
2. Insert one row per operation into the Minion.BackupSettingsPath table.

Note: If you specify one databasspecific setting in the Minion.BackupSettings table, you must be sure that
all backup types are covered for that database. For example: one row for Full backups, and one row with

FOldzLle @ LIST Q! £ £ Q (2 QupsdthndaRd rfiefeSistsBoy Mikidn.BackupS&tingsPath.

C2NJ Y2NB Ay T2NXYI (A ®WRhusil SBplylvéuds fa allbackuStgpéskoR a/datdbase in
the settings tables®

So for example, we can configure Mini@ackup to move the YourDatabase full backup file to one secondary

location. (You cannot move the backup file to more than one location; after the first move, the file will no
longer be in the original location!) Firstet the FileAction and FileActionie fields in
Minion.BackupSettings, for the appropriate database(s) and backup type(s):

1. Insert a row for YourDatabase into Minion.BackupSettings, in order to enable the file action

6dah4+R0 FAES | OGA2Yy GAYS 6Ay (RMIABEKSEd Y2Hz2$EI @I &F

full backup row should include, in part:

a 5.blrYS T W 2dNBlFGlIolasSQ

b. . I O1ldzlle e LIS ' wcdz f Q

c. CAtSIOlAz2y I' Wa20SQ

d CAtS!I OlA2y¢AYS ' WI FGSNI IO dzLIQ

2. LyaSNI F .1 01dzZleLllsrorttQ Neg Ayid2 GKS aAyAizyo
log backup operations! & ¢S R2y Qi gAaK G2 Y2@S 23 2NJ RAFTS
aStiAy3a F2N) GKA& NRgS6 O05. bl YSI &, 2dz2NBFGFol aSéx

a 5.blYS I' W 2dz2NBlGlFol&asSQ
b. . 1 O01dzLd¢&LdsS I wiffQ

c. FileAction = NULL

d. FileActionTine = NULL

Note: The simplest way to insert a row to a table is to use the Minion.CloneSettings procedure to generate

an insert statement for that table, modify the statement to reflect the proper database and specifications,
and run it.

So the contents dhe Minion.BackupSettings table would look like this (some columns omitted for brevity):

DBName BackupType | FileAction FileActionTime | Comment

MinionDefault | All NULL NULL Minion default. DO NOT REMOVE.
YourDatabase| Full Move AfterBackup YourDatabaselatabase full backup.
YourDatabase| All NULL NULL YourDatabase databasall backups.
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Secondjnsert one row per operation into the Minion.BackupSettingsPath table:

1. LYASNI F . FO1dzZlldeliSrocdZ t Q Neg Ayid2 GKS aAyArAzyo.
operation.{ SGUAYy3Ia F2NJ GKS &, 2dz2NBlF {06l aS¢ NR¢g aKz2dz R

a 5.blYS I W 2d2NBlGFolasSQ
b. . I Oldzldle e IS ' wcCdzZ f Q
c. BackupDrive = the name of your backup drivél (@.2Q 0W/ Y
d . FO1dzLdt FGK ' GKS Fdzf £ oF Ol dzld LI AE SAGK2dzi G F
e. FileActionMethod=NULL

2. LyaSNI F .1 01dzZ)xeliSroQlttQ NBg¢g Ayd2 GKS aAyAizyo. |

log backup operations(The reason for this, whenever you specify a databasggecific setting in
Minion.BackupSettingsPath, all three basic backup types must be represented, one way or another.)

{SGadAYy3IEa F2NIGKS a,2dzNBFiFolFasSé NRg akKz2dzZ R Ay Of d

a 5.blYS I W 2d2NBlGFolasSQ

b. . I O dzLJ¢fefLIS T WI
c. . FO1dzLIENA GBS ' (GKS yIYS\QDF @2dzNJ 6oF O dzLJ RNRA @S«
d . FOldzLdt 4K ' G4KS FdzZff o6F O1dzld LI AOKE SAGK2dzi GF
e. FileActionMethod=NULL
3. LyYyaSNI F .1 01dzZleellSrQaz2gdSQ NRg¢g Ayid2 (KS aAyizyo.
operation.{ SGUGAY3IE& F2NJ GKS &, 2dz2NBlFGFolaSé NBg¢g akKzdzZ R .
a 5.blYS I' W 2dz2NBl GlFol &asSQ
b. . O1dzlle eSS I' WYaz2@SQ
POl dzZLIENAGS ' GKS yIEYS BE &2dz2NJ FANRG O2LkR RNJ

c

d. BackupPath = the full backup path, without the drive letter (&g, 2 S R \Q © | dzLJa

e. CAf S! Ol A2y aSiOptRiaseathe mdtehbelgwor information about this
field).

Note: Minion Backup lets you choose what program you use to do your file copy and move operations. So, the
FileActionMethod field in Minion.Backupettings has several valid inputJLL (same as COPY), COPY,

MOVE, XCOPY, ROBOCOPY, ESEd®EIlthat / ht , ¢ YR dah+9¢ dzaS t 26SNJ KSt

commands as needed.

So, the contents of the Minion.BackupSettingsPath table would look like this ¢edumens omitted for
brevity):

DBName BackupType | BackupDrive | BackupPath FileActionMethod | Comment

MinionDefault | All CA\ SQLBackups NULL Minion
default. DO
NOT
REMOVE.
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YourDatabase| Full CA\ SQLBackups NULL YourDatabase
database full

backup.
YourDatabase| All CA\ SQLBackups NULL YourDatabase

database all

backups.
YourDatabase| Move XA\ MovedBackups ROBOCOPY YourDatabase

database full
backup move.

How to:Copy and movbackup files
As part of your backup routine, you can choose to copy your bdikspo multiple locations, move your
backup files to a location, or both. This section will walk you through the steps of setting up a file copy and
Y2@3S 2LISNF A2y ® C2NJ Y2 NBoouk ¢ap@admholebacklip fde®SS G KS aSOGA:

Note: Currently, Minion Backup can't copy or move files to or from Microsoft Azure Blobs. However, you can
do a primary backum an Azure Blob.

The basic steps to configure move operations for backup files are:

1. Set the FileActiorand FileActionTime fields in Minion.BackupSettings, for the appropriate
database(s) and backup type(s).
2. Insert one row per operation into the Minion.BackupSettingsPath table.

The two sections abovefiHow to: Copy files to a location after backup (siragid multiple location® a n d

fiHow to: Move files to a location after baclaip detail the setup for copy and move operations. The only

difference for a scenario where you wish to capgmove a backup is théte FileAction field in
Minion.BackupSettingsmu st be set to fAMoveCopyodo (instead of MOV

How to: Back up toltiple filesin a single location

Minion Backup allows you to back up to multiple files. You can configurefitulickups in just two steps:

1. Configure the number of backup files in the Minion.BackupTuningThresholds table.
2. Configure the backup location in the Minion.BackupSettingstdiie.

When this is configured, backups will proceed as defined: a database will back up to multiple files.

Let us take the example of backing up the DB1 database to four files, for full backups and differential
backups.

First, configure the number of bawp files in Minion.BackupTuningThresholdsog backups in this example
will be backed up to one file, while full and differential backups will be backed up to four. We can configure
this with two rowsc one for BackupType=Log and NumberOffFiles=1, andoorigackupType=All and
NumberOfFiles=4:
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INSERTNTOMinion.BackupTuningThresholds

([DBName]
[BackupType]
[SpaceType]
[ThresholdMeasure]
[ThresholdValue]
[NumberOfFiles]
[Buffercount],
[MaxTransferSize]
[Compression]
[BlockSize]
[IsActive],
[Comment]

)

SELECDB1'AS[DBName]

'All' AS[BackupType]

'‘DataAndIndexAS[SpaceType]

'GB'AS[ThresholdMeasure]

0 AS[ThresholdValue]

4 AS[NumberOfFiles]

0 AS[Buffercount],

0 AS[MaxTransferSize]

NULLAS[Compression]

0 AS[BlockSize]

1 AS[IsActive],

'DB1 fulland differential. AS[Comment]

INSERTNTOMinion.BackupTuningThresholds
([DBName]
[BackupType]
[SpaceType]
[ThresholdMeasure]
[ThresholdValue]
[NumberOfFiles]
[Buffercount],
[MaxTransferSize]
[Compression]
[BlockSize]
[IsActive],
[Comment]
)
SELECDB1'AS[DBName]
'Log'AS[BackupType]
‘DataAndIindexAS[SpaceType]
'GB'AS[ThresholdMeasure]
0 AS[ThresholdValue]
1 AS[NumberOfFiles]
0 AS[Buffercount],
0 AS[MaxTransferSize]
NULLAS[Compression]
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0 AS[BlockSize]
1 AS[IsActive],
'DB1 log.AS[Comment]

Note that the code above omits BeginTime, EndTime, and DayOfWeek. These fields are optional; they may be
used to limit the days and times at which the threshold in question applies. As we want these new threshold
settingsto apply at all time, we can comfortably leave these three fields NULL.

Next, configure the backup locatiorbetermine whether the default location in Minion.BackupSettingsPath

6Fra O2yFTAIAdzZNBR Ay (GKS NBg 6KSNB 5. doirevt Hfyouabagkips. y 5 ST | dz
For this example, we will say that the default location is not correct. So, we will insert a new row to configure

the new path:

INSERTNTOMinion.BackupSettingsPath
([DBName]
[IsMirror] ,
[Backuf@ypel],
[BackupLocType]
[BackupDrive]
[BackupPath]
[ServerLabel]
[RetHrs],
[FileActionMethod],
[FileActionMethodFlags]
[PathOrder],
[IsActive],
[AzureCredential]
[Comment]
)
SELEC'DB1'AS[DBName]
0 AS[IsMirror] ,
‘All' AS[BackupType]
‘Local’AS[BackupLocType]
'EN" AS[BackupDrive]
'SQLBackupsAS[BackupPath]
NULLAS[ServerLabel]
24 AS[RetHrs],
NULLAS[FileActionMethod],
NULLAS[FileActionMethodFlags]
0 AS[PathOrder],
1 AS[IsActive],
NULLAS[AzureCredential]
'DB1 location. AS[Comment]

Once the files and paths are configurethe DB1 backups will be placed as follows:

9 DBL1 full (or differential) backups will stripe to four files on the DB1 location.
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1 DBL1 log backups have only one file defined, so Minion Backup backs uB1Hed>o one file on the
DB1 location.

¢CKS dzaS 2F (GKS aAyAz2yd. | Ol dzll¢ dzy Ay 3¢ KNB aHo@fo:fs& G 6t S .
up dynamic backup tuning threshokds & S O A 2 y Minion.gaRkug\ yhindil KeéShollls 4 SOG A 2 y @

L'YR F2NJ Y2NB Ay T2NYINdd.BackipSetingsPehdrld LI 6 K&AX aSS a

How to: Back up toultiple locations
Minion Backup allows you toack up to multiple files, and to back those files up to multiple locations. You
can configure multlocation backups in just two steps:

1. Configure the number of backup files in the Minion.BackupTuningThresholds table.
2. Configure the backup locations in tiinion.BackupSettingsPath table.

When this is configured, backups will proceed as defined; multiple backup files will be placed on multiple
paths in a round robin fashion.

Let us take the example of backing up the DB1 database to four files on two teegavas, for full backups
and differential backups.

First, configure the number of backup files in Minion.BackupTuningThreshdldg. backups in this example
will be backed up to one file, while full and differential backups will be backed up to four. We can configure
this with two rowsg one for BackupType=Log and NumberOfFiles=1, and one for BackupType=All and
NumberOfFiles=4:

INSERTINTOMinion.BackupTuningThresholds

([DBName]
[BackupType]
[SpaceType]
[ThresholdMeasure]
[ThresholdValue]
[NumberOfFiles]
[Buffercount],
[MaxTransferSize]
[Compression]
[BlockSize]
[IsActive],
[Comment]

)

SELECDB1'AS[DBName]

'All' AS[BackupType]

‘DataAndIndexAS[SpaceType]

'GB'AS[ThresholdMeasure]

0 AS[ThresholdValue]

4 AS[NumberOfFiles]

0 AS[Buffercount],
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0 AS[MaxTransferSize]
NULLAS[Compression]

0 AS[BlockSize]

1 AS[IsActive],

'DB1 full and differential ASfComment]

INSERTNTOMinion.BackupTuningThresholds
([DBName]
[BackupType]
[SpaceType]
[ThresholdMeasure]
[ThresholdValue]
[NumberOfFiles]
[Buffercount],
[MaxTransferSize]
[Compression]
[BlockSize]
[IsActive],
[Comment]
)
SELECDB1'AS[DBName]
'Log'AS[BackupType]
‘DataAndIndexAS[SpaceType]
'GB'AS[ThresholdMeasure]
0 AS[ThresholdValue]
1 AS[NumberOfFiles]
0 AS[Buffercount],
0 AS[MaxTransferSize]
NULLAS[Compression]
0 AS[BlockSize]
1 AS[IsActive],
'DB1 log.AS[Comment]

Note that the code abovemits BeginTime, EndTime, and DayOfWeek. These fields are optional; they may be
used to limit the days and times at which the threshold in question applies. As we want these new threshold
settings to apply at all time, we can comfortably leave these tffiedds NULL.

Next, configure the backup location§Ve can define multiple backup paths for DB1, and additionally, order
the paths (using the PathOrder field) to determine which path will be use first. In this example, we will use
two rows to configure two paths:

INSERTNTOMinion.BackupSettingsPath
([DBName]

[IsMirror],

[BackupType]

[BackupLocType]

[BackupDrive]

[BackupPath]

[ServerLabel]
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[RetHrs],
[FileActionMethod],
[FileActionMethodFlags]
[PathOrder],
[IsActive],
[AzureCredential]
[Comment]
)
SELECDB1'AS[DBName]
0 AS[IsMirror],
'All' AS[BackupType]
'‘Local'AS[BackupLocType]
'EN" AS[BackupDrive]
'SQLBackupsAS[BackupPath]
NULLAS[ServerLabel]
24 AS[RetHrs],
NULLAS[FileActionMethod],
NULLAS[FileActionMethodFlags]
50 AS[PathOrder],
1 AS[IsActive],
NULLAS[AzureCredential]
'DB1 location LAS[Comment]

INSERTNTOMinion.BackupSettingsPath
([DBName]
[IsMirror] ,
[BackupType]
[BackupLocType]
[BackupDrive]
[BackupPath]
[ServerLabel]
[RetHrs],
[FileActionMethod],
[FileActionMethodFlags]
[PathOrder],
[IsActive],
[AzureCredential]
[Comment]
)
SELEC'DB1'AS[DBName]
0 AS[IsMirror],
'All"' AS[BackupType]
'‘Local’AS[BackupLocType]
'F\" AS[BackupDrive]
'SQLBackupsAS[BackupPath]
NULLAS[ServerLabel]
24 AS[RetHrs],
NULLAS[FileActionMethod],
NULLAS[FileActionMethodFlags]
10AS[PathOrder],
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1 AS[IsActive],
NULLAS[AzureCredential]
'DB1 location 2AS[Comment]

Note that PathOrder is a weighted measure, meaning that highenbers means higher precedence. DB1
location 1 has PathOrder of 50, while DB1 location 2 has a PathOrder of 10; so, DB1 location 1 will be selected
first.

Once the files and paths are configurgthe DB1 backups will be placed as follows:

91 DB1 full (odifferential) backups will stripe to four files. These will be placed on the defined paths in a
round robin fashion:
9 filel is created on location 1;
M file2 is created on location 2;
9 file3 is created on location 1; and
9 filed is created on location 2.

91 DB1llog backups have only one file defined, so Minion Backup selects the target path for DB1 that has
the heaviest weight: in this case, DB1 location 1.

¢CKS dzaS 2F (GKS aAyAz2yd. | O1dzll¢ dzy Ay 3¢ KNB aHo@fo:fs&t G 6t S .
up dynamic backup tuning threshokkls & S O A 2 y Minidn.gaRkud\ yhindil KeShollls 4 SOG A 2 y @

L'YR F2NJ Y2NB Ay T2 NI lidic.gackiySetintsPeghdrl) LI §K&A>X aSS a

Gl 26 ¢2¢ ¢2LIIA0OCAY ! ROl

How to: Install Minion Backup across multiple instances
You can install Minion Backup on a single instance, using the MinionBackup1-S@lylIsEript. You also have
the option of usingi K BlinienMasslInstall.pst t 2  SNI KSft &aONA LN O6LINRJARSR Ay
to install Minion Backup on dozens or hundreds of servers at once, just as easily as you would install it on a
single instance.

IMPORTANTThe destination database muskist on each server you install Minion Backup to. Partly for this
reason, we recommend installing MB to theasterdatabase. If you choose to install to another database
6F2NJ SEI YLX S5 + dzaASNI RIFGlFol as$ yI YSRItardgetsériergEAy £ 05 @S NJ
To use MinionMassiInstall.ps1 to install Minion Backup on multiple instances:
1. Open the script for editing.
2. Alter the$Servervariable to reflect the list of SQL Server instances on which you would like to install
Minion Backup. For exante, to install MB on Serverl, Server2, and Server3, the line would look like
this:
P{SNISNER I' a{SNIBSNMEZT a{ SNISNHES a{ SNBISND €
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3. Alter the$DBNamevariable to reflect the name of the database in which you would like to install
Minion Backup. For example,foy a G £t € a. Ay GKS aYlFadSNE RIFGlFolFasS
look like this:
P5.blYS TI' avYl adSNE
4. Make sure that thesMinionInstallFilevariable reflects the location of the installation script. For
SEl YLAMonBackua A y A2y . I O dzLImdo d&ljf £ @
5. Sae the script and execute it.

How to:Shrink log files aftdogbackup

Minion Backup provides the option of shrinking log files after log backups.
To enable this for the database YourDatabase:

1. If it does not exist already, insert a row into Minion.BackbigSi A y 34 6A0GK 5. bl YS T W,
FYR W. I O01dzZl)elISrorttQo o!tiSNylraGaStes @2dz O2dz R L
types of backups full, differential, and log; for YourDatabase.)

2. Update the row in Minion.BackupSettings for YourDat#bwith the following values:

a. ShrinkLogOnLogBackugpSet this to 1, to enable the feature.

b. ShrinkLogThresholdinMB The minimum size (in MB) the log file must be before Minion
Backup will shrink it. For example, you may not want to shrink any log filer 1924MB; so
set this field to 1024.

c. ShrinkLogSizelInMB The size (in MB) the log file shrink should target.

Notes about log shrink on log backup:

1 The ShrinkLogSizelnMB fietdpresents how big you would like the log file to be after a file shrifkis
setting applies for EACH log file, not for all log files totaled. If you specify 1024 as the size here, and you
have three log files for your database, Minion Backup will attempt to shrink each of the three log files
R2gy (2 wmnuna. ihatdeask DB of logS)y R dzLJ &

1 Minion Backup also helps you monitor your VLBsist before a log backup is taken, we store the
YdzYo SN 2F [ Ca AYy G(GKS aAyAzzyd. | Oldzl 235SGlAfta GFof
troubleshoot log performance issues.

1 MB also tracks the log size before the shrinkou can find this number in the _ table, columns
APreBackupLogSizelnMBO0 and fASizel nMBO.

1 The log file shrink on log backup is A®vare. If you back up the log on a secondary replica of an
Availability Group, SQServer is unable to shrink that file. So instead, Minion Backup will shrink the log
on the AG primary. The AG will then, in its own time, shrink the log file of the replica(s).
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How to: Configure certificate backups

As far as Minion Backup is concerndtere are only two types of certificates: server certificates, and
database certificates. Once you enable and configuwertificate type for backup, certificates are

automatically backed up with every full database backup.

To configure certificate backsp

1. Enable the certificate backupsn the Minion.BackupCert table.
2. Configure the certificate backup locationin the Minion.BackupSettingsPath table.

Letds walk through

certificates for backup to a single backup location.

an

exampl e.

We

Wi

f

r

st

enabl

First, enable the certificate backupsinsert one row for each certificate type to the Minion.BackupCert table:

INSERTNTOMinion.BackupCertCertTypeCertPwordBackupCeit
SELECServerCert'Minion.EncryptTxtS00persecrltpa5h'l;

INSERTNTOMinion.BackupCertCertTypeCertPwordBackupCeit
SELECDatabaseCertMinion.EncryptTxtduB15secrltpa5% 1;

Note that the password is stored encrypted, so you must use the Minion.EncryptTxt furetionypo the

password on insert.

Next, configure the certificate backup locationinsert one row per certificate type
(BackupType=06Ser ver OatabaséCett )a ntionididBeckupSetiingsPathtable:

-- Server certificate:
INSERTNTOMinion.BackupSettingsPath

([DBName]
[isMirror] ,
[BackupType]
[BackupLocType]
[BackupDrive]
[BackupPath]
[ServerLabel]
[RetHTrs],
[PathOrder],
[IsActive],
[AzureCredential]
[Comment]

)

SELECMinionDefault' AS[DBName]

0 AS[isMirror] ,
‘ServerCertAS[BackupType]
'‘Local'AS[BackupLocType]
'C\' AS[BackupDrive]
'SQLBackupsAS[BackupPath]
NULLAS[ServerLabel]
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24 AS[RetHrs],

0 AS[PathOrder],

1 AS[IsActive],

NULLAS[AzureCredential]

'Server certificate backup targeAS[Comment]

-- Database certificate:
INSERTNTOMinion.BackupSettingsPath
([DBName]
[isMirror] ,
[BackupType]
[BackupLocType]
[BackupDrive]
[BackupPath]
[ServerLabel]
[RetHr§,
[PathOrder],
[IsActive],
[AzureCredential]
[Comment]

)

SELECMinionDefault' ASIDBName]
0 AS[isMirror] ,
'DatabaseCertAS[BackupType]
'‘Local’AS[BackupLocType]

'C\" AS[BackupDrive]
'SQLBackupsAS[BackupPath]
NULLAS[ServerLabel]

24 AS[RetHrs],

0 AS[PathOrder],

1 AS[IsActive],

NULLAS[AzureCredential]

'Database certificate backuprget.' AS[Comment]

Note that you can also udaline Tokendor the FileName and FileExtension, or leave them NULL (or set

GKSY (2 aAyA2y5STFrdzZ G0 F2N) 6KS RSTFldzZ & Ot fdzSaovd {2
YR CAfSOEGSY&aAz2yrQ s:{ SNISNJ SNUO9EGSyY adhebggiamad (KSy K.
WlinionEncrypt_20161122.c&® C2 NJ Y2 NB AbSE: N Tokeisaby = a4 SS a

Note:C2 NJ OSNIAFAOIGS o6 O1dzld aSidGAy3a LI GKas G4KS RFEGEOL
5. bl YSTWaFA K AYS KSNBS o6dzi @2dz O2dzf R 2dzAdG | &nulSF aAf & d:
value.

How to: Encrypbackups
Starting in SQL Server 2014, you can perform backups that create encrypted backup files. To set up backup
encryption in Minion Backup:
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1. Create a Database Master Key for the master database; and create a certifioaise for backup
encryption. For instructions and details, see the MSDN article on Backup Encryption:
https://msdn.microsoft.com/library/dn449489%28v=sql.120%29.aspx

2. Enable encryptiorfor one or more backups by setting Encrypt = 1 in Minion.BackupSettings.

3. Configure encryptiorby inserting one or more rows into Minion.BackupEncryption.

Note: Encypted backups are only available in SQL Server 2014 and beyond.

Encrypt backups for one database
First, create a Database Master Key and certificaee the MSDN article on Backup Encryption for

instructions and detailshttps://msdn.microsoft.com/library/dn449489%28v=sql.120%29.aspx

Next, enable encryptiorior one or more backups. In our example, we will enable encrypted backups for the
DB1 database, all backup types:

INSERTINTOMinion.BackupSettings
([DBName]
[Port],
[BackupType]
[Exclude]
[GroupOrder],
[GroupDBOrder]
[Mirror] ,
[DelFileBefore]
[DelFileBeforeAgree]
[LogLoc]
[HistRetDays]
[DynamicTuning]
[Verify],
[Encrypt],
[Checksum]
[Init] ,
[Format],
[IsActive],
[Comment]
)
SELECTDB1'AS[DBName]
NULLAS[Port],
‘All' AS[BackupType]
0 AS[Exclude]
0 AS[GroupOrder],
0 AS[GroupDBOrder]
0 AS[Mirror] ,
0 AS[DelFileBefore]
0 AS[DelFileBeforeAgree]
'‘Local'AS[LogLoc]
60AS[HistRetDays]
1 AS[DynamicTuning]
NULLAS[Verify],
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1 AS[Encrypt],

1 AS[Checksum]

1 AS[Init] ,

1 AS[Format],

1 ASJ[IsActive],
NULLAS[Comment]

Finally, configure encryptionin this example, we will use the same certificate for all DB1 backup types. So,
insert one row into Minion.BackupEncryption:

INSERTNTOMIinion.BackupEncryption
([DBName]
[BackupType]
[CertType]
[CertName],
[EncrAlgorithm],
[ThumbPrint],
[IsActive]

)
SELEC'DB1'AS[DBName]

'All' AS[BackupType]

'‘BackupEncryptiorAS[CertType]

'DB1certAS[CertName],

‘TRIPLE_DES_3KAS[EncrAlgorithm]
'0x63855BE98E7E87B08B836243C342CCC2A0DA3HEBWIMbPrint],
1 AS[IsActive]

Note: You can find the thumbprint and certificate name from master.sys.certificates. Check the &nKiN
above for valid encryption algorithms.

You can of course use different settings for different backup types: you can use different certificates, and

even different encryption algorithms for all databases and all backup types, to maximize securitcpui

even configure precode to change certificates and algorithms fairly easily even on a monthly basis. The choice
is yours.

Encrypt backups for all databases

You also have the option to configure backup encryption for all databases very easijyhsldb & & 2dz R2y Qi
mind using the same certificate and algorithm for all of them. Just follow the instructions for a single

database, as outlined above, with the following changes:

1 Instead of inserting a row to Minion.BackupSettings, update the MinionDefalllrow to enable
backup encryption.

91 Instead of inserting a row to Minion.BackupEncryption for a single database, insert a row for
MinionDefault.
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How to: Synlaronizebackupsettings and logamonginstances
aAyAzy . I O] dzLJ LINERfeatuie, Svhich bynos Batkiipisettihgs il Bakiip logs between
instances of SQL Server. This is especially useful in failover situghiorexample, Availability Groups,
replication scenarios, or mirrored partnerso that all the latest backup settingsd logs are available,
regardless of which node is the primary at any given time.

Note: This feature is informally known as tbata Waiter because it goes around and gives data to all of
your destination tables Get it?)

The basic steps to configuregtibata Waiter are:

Install Minion Backupon each destination instance.

Configure the synchronization partneiia the Minion.SyncServer table.

Enable the Data Waitefor settings and/or logs, in the Minion.BackupSettingsServer table.
Run theMinion.BackupSyncSettings procedur® prepare a snapshot of settings data.
Run Minion.SyncPusto initialize the servers.

o s 0w

Note: The Minion.SyncServer table itself is not synchronized across nodes; this table identifies
synchronization partnerg targets¢ and therefore the data would not be valid once moved off of the primary
instance. The debug tables are also not synchronized.

IMPORTANTThere are particular considerations to keep in mind when synchronizing settings. Be sure to see
0 KS a @udiit:ASAcfironézing settings and.log data with the Data \Waitdy

Example: Data Waiter servase partner
There are several examples of tpartner scenarios. For example, you might want to sync settings and log

dai I G2 | €23 AKALWLAY3I LI NIYSNY ¢KIG gléx AT &82dz S@OS|
Minion Backup installed and configured there with all the latest settings, and with a history of backups
complete.

[ SGQa o1t U(BNBHANKS I ¢S SENyWhJd G2 a8y O 2dzNJ LINAYF NB &SN
partner. The primary instance is Serverl, and the target instance is Server2.

First, install Minion Backupn Server2 (the destination instance), just like you would install &mgnother
instance. MB is smart enough not to attempt backing up databases that are offline.

Next, configure the synchronization partneis the Minion.SyncServer table on Serverl:

INSERTNTOMinion.SyncServer
([Module],
[DBName]
[SyncServerName]
[SyncDBName]
[Port],
[ConnectionTimeoutinSecs]

)

128



SELECBackup’AS[Module],
'master' AS[DBName] -- DB in which Minion is installed locally
'Server2’AS[SyncServerName}- Name of the sync partner
'master' AS[SyncDBName] -- DB in which Minion is installed on the sync partner
1433AS[Port], -- Port of the sync partner
10AS[ConnectionTimeoutIinSecs]

Enable the Data Waitefor settings and/or logs, in the Minion.BackupSettingsServer table on Serverl. We

are not only enabling the Data Waiter, but also choosing the schedule on which we want the

ABYOKNRYAT FGA2ya (G2 Nizy® LGQa I HEHayddngRSelogiat aedy O f
settings can be synchronized less frequently.

In our example, we will enable log synchronization on a frequent schedule (in this case, an hourly log backup
schedule); and enable settings synch on a less frequent scheduleskiywystem database full backup):

-- Enable log synchronization
UPDATBEMinion.BackupSettingsServer
SET SyncLogs1
WHEREDBType='System’
ANDBackupType "Full
ANDDay="Sunday;

-- Enable settings synchronization

UPDATBMinion.BackupSettingsServer

SET SyncSettings 1

WHEREDBTYype-"'User'
ANDBackupType 'Log'
ANDDay="Daily;

IMPORTANTIN Minion Backup 1.0, when you enabled log sync or settings sync for a schedule, it became
possible for the Data Waiter to cause the backup job to run very long, if there were synch commands that
failed (for example, due to a downed sync partner). T888e has beegreatlyimproved in Minion Backup
1.1; a downed sync partner will produce at maximum two timeouts (instead of one timeout per row).

Run the Minion.BackupSyncSettings procedute prepare a snapshot of settings data.

EXE®linion.BackupSyncStings,

Run Minion.SyncPusbn Serverlto initialize the synch partner. This will push the current settings and the
contents of the log files to the Server2 sync partner. While we could run Minion.SyncPush once (with
X¢lofSa I wettQ YR XtNROS&aa It HAFfQOEIK (X ANE FERABI S
F2NJ aSGiaAy3aa osAGK Xt N2OSaarQbsSsgqQuy
EXE®inion.SyncPush

@Tables-'Logs'
, @SyncServerNameNULL
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, @SyncDBNameNULL
, @Port=NULL

, @Process"All'

, @Module="Backup;

EXE®inion.SyncPush
@Tables-'Settings'
, @SyncServerNameNULL
, @SyncDBNameNULL
, @Port=NULL
, @Process 'New'
, @Module="Backup;

Note: The three middle parametegsSyncServerName, SyncDBName, and @simbuld be lefNULL.as we
have already configured the targeync server in Minion.SyncServer. These parameters are used for ad hoc
synchronization scenarios.

From this point forward, Minion Backup will continue to synchronize settings and log data to the Server2
synch partner. If Server2 is unavailable at anypdB will track those entries that failed to synchronize;
when the instance becomes available again, the Data Waiter will roll through the changes to bring Server2
back up to date.

Example: Data Waiter serves-Availability Group members
The Data Waiter iperfectly tailored for AG scenarios. After you configure each replica as a synchronization

partner, the Availability Group can fail over to any replica. Data Waiter ensures that the Minion Backup
settings and logs will already be up to date on that gpivhen it fails over.

[ SGQa (1 1S +ty SEFYLXS 2F |y ! @FLAflFIoAfAGE DNRdzLI 6 KSNJ
replica is AG1, and secondary replicas are AG2 and AG3.

It is fairly simple to set up the Data Waiter among all nodes irAtralability Group, using the same process
as outlined above. The basic steps are:

1. Install Minion Backup on all replicas. Note that MB is smart enough not to attempt to back up
RFEGFolF&aSa ¢oKSNB AdGQa y20 &adzZll2aSR (20

2. Insert a row to Minion.SyncServer on themary server, to define a synchronization partner.

3. Set theSyncSettingsnd/or SyncLodpits in the Minion.BackupSettingsServer table for one or more
backup types, to determine how often settings and log tables will synchronize.

4. Run the Minion.BackupSyret8ngs procedure, to prepare a snapshot of settings data.

5. Run Minion.SyncPugb initialize the synchronization partners.

[ SGQa 61 t]1] GKNRAAK GKS&S adsSLiA Ay Y2NB RSOGFAf O

First, install Minion Backupn AG2 and AG3 (the destination instances), just likewauld install it on any
other instance. MB is smart enough not to attempt backing up databases that are offline.
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Configure backups normally for any databases that are not a part of the AG. For those databases that ARE
members of the AG, you can do notgiat all; Minion Backup defaults to backing up AG databases on the
AGPreferred replica, and will not attempt to back up an AG database that is not on the preferred server.

Next, configure the synchronization partners the Minion.SyncServer table on AG1.:

INSERTNTOMinion.SyncServer
([Module],
[DBName]
[SyncServerName]
[SyncDBName]
[Port],
[ConnectionTimeoutinSecs]
)
SELECBackup’AS[Module],
'master' AS[DBName] -- DB in which Minion is installed locally
'AGReplicaAS[SyncServerName}- Automatically detects all AG replicas.
'master' AS[SyncDBName] -- DB in which Minion is installed on the sync partner
1433AS[Port], -- Port of the sync partner
10 AS[ConnectionTimeoutInSecs]

IMPORTANY { @8y O{ SNIBSNb I YSI Q! DwSLJX AO0FQ OFdzaSa GKS 5141 =2
| @ AT OAfAGE DNRBdAzZLJ® aAyAzzy .| Oldzld Aa &AYl Ndilladdy 2 dzZaK
a new node that is added subsequent to this configuration. For more information on SyncServerName
2 LJ0 A 2y a MnianS$cerkes DS OGA2Y d

Enable the Data Waitefor settings and/or logs, in the Minion.BleupSettingsServer table on AG1. We are

not only enabling the Data Waiter, but also choosing the schedule on which we want the synchronizations to
Ndzy ® LiQa | 3I22R ARSI (2 aeyO f23a OSNER FNBIljdSyiafex
synchronized less frequently.

In our example, we will enable log synchronization on a frequent schedule (in this case, an hourly log backup
schedule); and enable settings synch on a less frequent schedules (a weekly system database full backup):

-- Enable dg synchronization
UPDATBEMinion.BackupSettingsServer
SET SynclLogs1
WHEREDBType-'System'
ANDBackupType 'Full
ANDDay="Sunday;

-- Enable settings synchronization

UPDATBEMinion.BackupSettingsServer

SET SyncSettings 1

WHEREDBTYype-"'User'
ANDBackupType 'Log'
ANDDay="Daily;
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IMPORTANTWhen you enable log sync or settings sync for a schedule, it becomes possible for the Data
Waiter to cause the backup job to run very long, if there are sgoohmands that fail (for example, due to a
downed sync partner). Consider setting the timeout to a lower value in Minion.SyncServer, to limit the
amount of time that the Data Waiter will wait.

Run the Minion.BackupSyncSettings procedute prepare a snaps of settings data.

EXE®inion.BackupSyncSettings

Run Minion.SyncPusbn AG1}o initialize the servers. This will push the current settings and the contents of
the log files to the AG2 sync partner. While we could run Minion.SyncPush once (with @Table W! f £t Q | Yy R
Xt NeOSaa ' WwrettQuxr AdG A& Y2NB SFFAOASYy(d G2 Nizy AG 2
Xt N2OSaarQbsSgQuy
EXE®inion.SyncPush
@Tables'Logs'

, @SyncServerNameNULL

, @SyncDBNameNULL

, @Port=NULL

, @Process"All'
, @Module="Backup!

EXE®inion.SyncPush
@Tables-'Settings'
, @SyncServerNameNULL
, @SyncDBNameNULL
, @Port=NULL
, @Process 'New'
, @Module="Backup!

Note: The three middle parametecsSyncServerName, SyncDBName, and @sinbuld be lefiNULL.as we
have already configured the target sync server in Minion.SyncServer. These parameters are used for ad hoc
synchronization scenarios.

From this point forvard, Minion Backup will continue to synchronize settings and log data to the AG2 synch
partner.

Example: Using Data Waiter with parallel backup schedules
TheMinion.BackupSettingsServer table allows Minion Backup to run one job for multiple backup sshedul

and options. However, this does not allow for taking more than one backup set at the same time.

For example, a company that wishes to take a differential backup of DB1 every 4dralteske transaction
log backups of DB2 every 15 minutes, will noabke to accomplish the simultaneous differential and
transaction log backup that must happen on every fourth hour. To achieve this, we must implement a second
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job ¢ which doesot rely on the Minion.BackupSettingsServer tapleith its own schedule, foeither the

DB1 differential or the DB2 transaction log backups. For our example, we will use the DB1 differential
backups as the target of the second job. And we will assume that the Data Waiter scenario has already been
implemented as described in the pieus sections.

Because the DB1 backup job has an independent schedule, it cannot use the settings or schedule from
Master.BackupSettingsServer, and the backup procedure call must therefore include all the necessary
parametersg including, as of MB 1.1@ SyncSettings and @SyncLog, to allow DB1 to continue participating in
the Data Waiter.

The step for our new job may then look something like this:

EXE(QMinion].[BackupMaster]
@DBType'User’,
@BackupType 'Diff',
@Include="'DB1!
@SyncSettings1,
@SynclLogs1,
@StmtOnly=0;

And of course, we must disable the existing DB1 differential schedule:

UPDATEMinion.BackupSettingsServer
SET IsActive=0 -- Deactivate the schedule!
, Comment="DB1 requires parallel backups; so it haeparate job, [BackupBZDiff].'
+ISNUL{Comment ")
WHEREDBTYype-"User'
ANDBackupType 'Diff’
AND[Day]="Daily'
ANDJ[Include]='DB1,

Now, the DB1 differentials may run in parallel with any other baapgrations (as scheduled in
Minion.BackupSettingsServer), and the Data Waiter scenario is uninterrupted.

IMPORTANT: As with all other Minion.BackupMaster parameters, the @ SyncSettings and @SyncLogs
parameters are only used if @BackupType is not null. @@#ackpe = NULL signals the procedure to use the
settings in Minion.BackupSettingsServer.

IMPORTANT: The @SyncSettings and @SyncLogs parameters do not, by themselves, implement a Data
Waiter scenario. The DW scenario must be implemented as describedinghneimni ng ofHow hi s s ec

G2Y {8yOKNRYyAT S o0l 01dzld aSddAy3aa +FtyR £23& |Y2y3a Ayadl

How to: Setip backups on Availability Groups
In an Availability Group (AG), you can perform backups on any node, including secondary nodes: those that
arenotcuNBy Gfe GKS LINAYFENERB® LYy (GKA& gl & &2dz Oy a2F7Fft 21
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preferences.

Minion Backup allows you to configunénich server you would like to perform backups on in an Availability
Group. You can set your backups to run on a specific server, or to run on the AG preferred server (whichever
one that happens to be at the time of backup). By default, backups in Aligjfl&roups are performed on

the current primary node.

[ SGQ&a G11S Iy SEIFYLXSET 6KSNB 5. A& LINIG 2F Ly ' D ¢,
be performed on the Serverl instance; but assign differential backups to the AG primanyll ¥ien enter

2yS NRg F2NI 5. k !ttt aSGdAaAy3a GKS t NETSNNBER{ SNIBBSNJ ¢
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INSERTNTOMinion.BackupSettings

([DBName]
[Port],
[BackupType]
[Exclude]
[GroupOrder],
[GroupDBOrder]
[Mirror] ,
[DelFileBefore]
[DelFileBeforeAgree]
[LogLoc]
[HistRetDays]
[DynamicTuning]
[Verify],
[PreferredServer]
[ShrinkLogOnLogBackup]
[Encrypt],
[Checksum]
[Init] ,
[Format],
[IsActive],
[Comment]

)

SELEC'DB9'AS[DBName]

NULLAS[Port],

'All' AS[BackupType]

0 AS[Exclude]

0 AS[GroupOrder],

0 AS[GroupDBOrder]

0 AS[Mirror] ,

0 AS[DelFileBefore]

0 AS[DelFileBeforeAgree]

‘Local’AS[LogLoc]

60 AS[HistRetDays]

1 AS[DynamicTuning]

‘0" AS[Verify],
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‘Serverl’AS[PreferredServer]
0 AS[ShrinkLogOnLogBackup]
0 AS[Encrypt],

1 AS[Checksum]

1AS[Init] ,

1 AS[Format],

1 AS[IsActive],
NULLAS[Comment]

INSERTNTOMinion.BackupSettings
([DBName]
[Port],
[BackupType]
[Exclude]
[GroupOrder],
[GroupDBOrder]
[Mirror] ,
[DelFileBefore]
[DelFileBeforeAgree]
[LogLoc]
[HistRetDays]
[DynamicTuning]
[Verify],
[PreferredServer]
[ShrinkLogOnLogBackup]
[Encrypt],
[Checksum]
[Init] ,
[Format],
[IsActive],
[Comment]
)
SELECDB9'AS[DBName]
NULLAS[Port],
'Diff' AS[BackupType]
0 AS[Exclude]
0 AS[GroupOrder],
0 AS[GroupDBOrder]
0 AS[Mirror] ,
0 AS[DelFileBefore]
0 AS|DelFileBeforeAgree]
'‘Local'AS[LogLoc]
60 AS[HistRetDays]
1 AS[DynamicTuning]
‘0" AS[Verify],
'‘AGPreferredAS[PreferredServer]
0 AS[ShrinkLogOnLogBackup]
0 AS[Encrypt],
1 AS[Checksum]
1AS[Init] ,
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1 AS[Format],
1 AS[IsActive],
NULLAS[Comment]

Important notes:

9 Availability groups cannot run differential backups on secondary nodes. If you accidentally
ALISOAFe RAFTFSNBYyGAFIfA 2y | ASNBSNIFYR GKIG &SN
g2y Qi NYzy ®

1 If you use a specific server name RyeferredServer (as opposed to AGPreferred), it is enforced.

In our example above, we set PreferredServer=Serverl for full and log backups. If the Serverl
node is down, full and log backups will simply not run for DB9.

How to:Set up dynamic backup tunitigyesholds
In SQL Server, we can adjust high level settings to improve server performance. Similarlyagdjastan
settings in individual backup statemenitsimprove backup performance. A backup tuning primer is beyond
the scope of this document; toden about backup tuning, please see the recording of our Backup Tuning
class atttp:/bit.ly/106Rsh3(download demo code dittp://bit.ly/10s6yz2).

Once you are familiarith the backup tuning process, you can perform an anaglgsi@ then set up specific
GKNBaK2f RAa Ay (GKS aAyAzyd. | O1dzZIdzyAyI¢KNBaK2ft Ra (I of
different collection of backup tuning settingir different szed databasegthereby, defining backup tuning

thresholdg.! & €2 dzNJ RIFGFo6FasS 3ANRBga YR AKNARY1aX aAyizy . IO
those sizesso that backups alwagtay at peak performance.

IMPORTANY ¢ KS G Reyl YA O KR RladzLI i RdzA Oy R a0 KNBER YLI A OF 6 SR 2y
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The basic steps to set up dynamic backup tuning thresholds are:

1. Performyour backup tuning analysis for a database.
2. Enable backup tuning for that database, if it is not already enabled.
3. Enter threshold settings in Minion.BackupTuningThresholds.

The examples that follow will walk you through a few scenarios of backup tumesfibld use, and
demonstrate important features of the dynamic backup tuning module.

NOTEAIl of these examples are just for the sake of example; the settings we use for these examples are not
recommendations and have no bearing on your particularremment. We DO NOT recommend using these
numbers without proper analysis of your particular system.

Example 1: Modify exisg, default tuning thresholds

Minion Backup is installed with default backup tuning threshold settings, defined by the row
5. bl M3YQA2y5S8STFlLdzA 6§Q . O01dzLl@LISrQr tf Qs FyR ¢KNBakKz2ftR
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backups; assuming, of course, that no new threshold rows have been adddupdating this row. For
example, to change the number of files at the default lexet, a simple update statement:

UPDATMinion].BackupTuningThresholds
SET  NumberOfFiles-2
WHERBBName="MinionDefault}

These default settings will apply for all databases where DynamicTuning is enabled (in
aAyA2y o. I O] dzL) S ( otheyvBeéihave tuhing Bettitig& definedR 2 y Q

Note that the threshold you enter represents thOWERI KNBad K2f R 606G KS aFf22NEOSP® ¢ KA
GaAyA2y5SFldzZ ¢ NRg KlFa I ¢CKNBaK2f R+l fdzS 2F no

Example2: Tune bakups for one database based on file size
Now, we wanto tune backups for our largest database: DB1. You have the option of basing tuning

thresholds on data size only, on data and index size, or on file size. (Note that file size includes any unused

aLI OS Ay GKS FAEST a&RL G lethe gpbon to ke Spedcificallyos fill, differénidal) ., 2dz
2NJ £23 o0l O1dzLJAT 2NJ F2NJ Fff GKNBS 6. F0O1dzLle@liSrQ! £t Qo
file size, for all backup types.

First, perform your backup tuning analysiMinion Backp is a huge help to your analysis, because it gathers
and records the backup settings for EVERY backup (including Buffercount, MaxTransferSize, etc.) in
Minion.BackupLogDetails. These recorded settings are the actual settings that SQL Server usdti¢o take
backup, whether or not those settings were supplied by you, or chosen by SQL Server itself.

Next, enable backup tuning for DBIn this example, backup tuning is not enabled for the MinionDefault
row, and DB1 does not have an individual row. So, wet e a row for DB1 to Minion.BackupSettings.

Generate a template insert statement for DB1 using the Minion.CloneSettings procedure:

EXE®inion.CloneSetting&Minion.BackupSettingsl;

Modify this generated insert statement for your database, chandifgS 5. bl YS (2 W5. mQX | YR
DynamicTuning to 1:

INSERTINTO[Minion].BackupSettings
([DBName]

[Port],
[BackupType]
[Exclude]
[GroupOrder],
[GroupDBOrder]
[Mirror] ,
[LogLoc]
[HistRetDays]
[DynamicTuning]
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)
SELECTDB1'AS[DBName]

1433AS[Port],

'All' AS[BackupType]
0 AS[Exclude]

0 AS[GroupOrder],

0 AS[GroupDBOrder]
0 AS[Mirror] ,
'‘Local'AS[LogLoc]
60AS[HistRetDays]

1 AS[DynamicTuning]

(Note that the statement above is does not include all available fields.)

The next step is to set the backup tuning thresholds/ entering rows into Minion.BackupTuningThresholds.

In this example, our analysis showed that DB1 should have modest badkingsséor any file size below

50GB, and slightly more aggressive settings for sizes above 50GB. So, we will enter two rows: one for file size
zero to 50GB, and one for file sizes 50GB and above.

IMPORTANTThe threshold you enter represents thOWERTS a K2t R 0G0 KS aFf 22NE0OD ¢KS
sure to enter a threshold for file size 0. If, for this example, we only entered a threshold for file sizes 50GB

FYR 102@0S3 aAyAzy . FO01dzZd ¢2dzd R dzaS GKS RIPEB; dzAf  oOdaAi
however, this behavior is only a failsafe, and we do not recommend relying on it. If you specify thresholds for

a database, be sure to cover the 0 floor threshold.

The first row has a lower threshold of 0GB, and sets number of files=2, buffercouatwxBthax transfer
size=1mb (1048576 bytes):

INSERTINTOMinion.BackupTuningThresholds

([DBName]
[BackupType]
[SpaceType]
[ThresholdMeasure]
[ThresholdValue]
[NumberOfFiles]
[Buffercount],
[MaxTransferSize]
[Compression]
[BlockSize]
[IsActive],
[Comment]

)

SELECTDB1'AS[DBName]

'All' AS[BackupType]

'File' AS[SpaceType] -- Tune backups by FILE size

'GB'AS[ThresholdMeasure]

0 AS[ThresholdValue]

2 AS[NumberOfFiles]

30AS[Buffercount],

138



1048576AS[MaxTransferSize]
1 AS[Compression]
0 AS[BlockSize]
1 AS[IsActive],
‘Lowest threshold; values above zeAS[Comment]
The second row has a lower threshold of 50GB, and sets nuohiliiggs=5, buffercount=50, and max transfer

size=2MB (2097152 bytes):

INSERTINTOMinion.BackupTuningThresholds

([DBName]
[BackupType]
[SpaceType]
[ThresholdMeasure]
[ThresholdValue]
[NumberOfFiles]
[Buffercount],
[MaxTransferSize]
[Compression]
[BlockSize]
[IsActive],
[Comment]

)

SELECTDB1'AS[DBName]

‘All' AS[BackupType]

'File' AS[SpaceType] -- Tune backups by FILE size

'GB'AS[ThresholdMeasure]

50AS[Threshold\lue],

5 AS[NumberOfFiles]

50 AS[Buffercount],

2097152AS[MaxTransferSize]

1 AS[Compression]

0 AS[BlockSize]

1 AS[IsActive],

'Higher threshold; values above 50G8S[Comment]

Note that these rows are for BackupTyp#+ f t Q® LF 6S 6AAKSR (22 ¢S 0O2dzZ R A
backups for DB1 separately from one another. In that case, we would have one or more rows each for DB1
full, DB1 differential, and DB1 log backups.

Example3: Tune backup typdsr all databasedased ordata+ index

size

On another server, we would like to have tuning thresholds not for individual databases, but for different
backuptypes. And, we would like to base the thresholds on data and index size, not on file size. The steps for
this are the same as before: perform the tuning analysis, then make sure tuning is enabled for the databases,
and finally, create the tuning thresholds.
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To make sure tuning is enabled for ALL databases on an instance, just run an update statement on
Minion.BackupSettings for all rows:

UPDATMIinion.BackupSettings
SET DynamicTuning 1, --Updates ALL rows

To set the threshold values per backup type, generate and run one insert statement for each backup type.
For our first entry, we configure settings férdzf f o6 O dzLJa o0& &aSdéidAy3a 5. blYS (2
G2 acdzZ t£&s FyR {LIOSc¢cel)S G2 as5FiGF! yRLYRSEEY

INSERTINTOMinion.BackupTuningThresholds

([DBName]
[BackupType]
[SpaceType]
[ThresholdMeasure]
[ThresholdValue]
[NumberOfFiles]
[Buffercount],
[MaxTransferSize]
[Compression]
[BlockSize]
[IsActive],
[Comment]

)

SELECTMinionDefault ASIDBName]

'Full' AS[BackupType]

‘DataAndIndexAS[SpaceType] -- Tune backups by datand index size

'GB'AS[ThresholdMeasure]

0 AS[ThresholdValue]

10 AS[NumberOfFiles]

500 AS[Buffercount],

2097152AS[MaxTransferSize]

1 AS[Compression]

0 AS[BlockSize]

1 AS[IsActive],

‘Default values for all FUblackups.AS[Comment]

YR GKS NRg FT2NI RAFFSNBYGAILIE ol O1dzLJa dzasSa . I Of dzL & LJ

INSERTINTOMinion.BackupTuningThresholds
([DBName]

[BackupType]
[SpaceType]
[ThresholdMeasure]
[ThresholdValue]
[NumberOfFiles]
[Buffercount],
[MaxTransferSize]

140



[Compression]
[BlockSize]
[IsActive],
[Comment]

)

SELECTMinionDefault ASIDBName]

'Diff AS[BackupType]

'‘DataAndIndexAS[SpaceType] -- Tune backups by data and index size

'GB'AS[ThresholdMeasure]

0 AS[ThresholdValue]

5 AS[NumberOfFiles]

100 AS[Buffercount],
1048576AS[MaxTransferSize]

1 AS[Compression]

0 AS[BlockSize]

1 AS[IsActive],

'‘Default values for all DIFF backupsS[Comment]

0KS NBg F2NJ 23 ol O] dzZlJa dzaSa

INSERTINTOMinion.BackupTuningThresholds

([DBName]
[BackupType]
[SpaceType]
[ThresholdMeasure]
[ThresholdValue]
[NumberOfFiles]
[Buffercount],
[MaxTransferSize]
[Compression]
[BlockSize]
[IsActive],
[Comment]

)

SELECMinionDefault AS[DBName]

'Log'AS[BackupType]

'‘Lod AS[SpaceType] -- Log backups ignore this setting

'‘GB'AS[ThresholdMeasure]

0 AS[ThresholdValue]

1 AS[NumberOfFiles]

30AS[Buffercount],
1048576AS[MaxTransferSize]

1 AS[Compression]

0 AS[BlockSize]

1 AS[IsActive],

'‘Default values for all LOG backugsS[Comment]
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We have now configured basic tuning settings for each type of badRéipourse, we could add additional

rows for each type, for different size thresholdsK A & A& ¢KI & Llzia GKS aReyl YAOE¢
Minion Backup will automatically chantgethe new group of settings when your database passes the

defined threshold.

Revisions
Version | Release Date | Changes
1.0 June 2015 1 Initial release.
1.1 October 2015 | Issues resolved:

1 Fixed mixed collation issues.

1 Fixed issue where Verify was being catlegiardless of whether there
were files that needed verifying.

¢ 5FaGF 2FAGSNI LR2NI ¢l ayQid oSAy3
OANDdzyaidl yodSa 6KSNB GKS RIGFE ¢

1 Greatly enhanced Data Waiter performance. Origindlly server were
down, the rows would be errored out and saved to try for the next
execution. Each row would have to timeout. If the server stayed offl
for an extended period you could accumulate a lot of error rows waiti
to be pushed and since thejl timed out, the job time began to increas
exponentially. Now, the server connection is tried once, and if the se
is still down then all of the rows are instantly errored out. Therefore,
GKSNB Aa 2yfteé 2yS (AYS?2 daivn, ikseddidz
of one timeout for each row. This greatly stabilizes your job times wih
you have sync servers that are offline.

T CAESR |y AaadsS 6KSNB (KS WwWaraa
properly in some circumstances.

1 Fixed issue where Master wasdarding differential backups in simple
mode.

T CAESR A&4dzS 6KSNB alaidsSNI gayQ

were being run in the proper order, but the query that shows what ra

gl ayQi az2NIiAy3o

alaldSNI {t ¢layQi KIyRftAy3 5IAf

RRdzOS 5b{ f221dzlJa o0& dzaAy3d WYoQ

instead of the machine name which causes a DNS lookup and could

overload a DNS server.

1 SQL Server 2008 R2 SP1 service consideration. The DMV

deadRYyPa SNIISNIaSNIBA OS aTh&MaRtef SRionly

checked for 10.5 when querying this DMV. If a server is 10.5 under

GKSYy GKA& FlLAfta 0SOFdzaS (G4KS 5a

GSNBRAZ2Y ydzYoSNJ a2 GKAa akKz2dzZ Ry

Master SP not logging error when ascheddle y Qi 6 S OK?2

{AlQdzr A2y 6KSNBE RAFFSNBYOGALITf A

ol O dzLJo b2g GKSeQff 2dzad o6S NJ

1 HeaderOnly data not getting populated on 2014 CU1 and above. M
added 3 columns to the result set so we hadipmate for this.

1 Increased shrinkLog variable sizes to accommodate a large number
files.

= =4

= =4
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New features:

1

Fixed international language issue with decimals.

Push to Minion error handling improved. There were some errors be
generated that ended SP execution, but tos S NN2 N&E & S NJ
pushed to the Minion repaository.

You can now take NUL backups so you can kick start your backup ty
scenario.C2 NJ Y2 NB Ay T2 NXYI (A 2Agont: Bagiy
up to NUE @

12

September
2016

Issues resolved:

1

= =4 =4

1
1

New features:

il
il

1

LyadlftSNI AaadsSY Ad glayQid AyoO
Microsoft changed the Restore Headeronly output.

Backups failed if SSAS is installed on the server and the service is ty
off.

Incorrecterror logic when reporting an error back to the Agent.
StatusMonitor job should not have a schedule.

Not logging the error properly when you don't have Powershell script
enabled. It will now show up in the Minion.BackupLogDetails table.
Sometimes@@ Servernameand the machine name aren't the
same. It's the machine name you want to go by, so it now uses
SERVERPROPERTY('MachineName').

Log shipping primaries being removed from backups when they
aK2dzZ RyQi o6So

{ OKSRdzf SNJ (I 6f S -legdl sthéduliés (Kr&@foNth, y°
etc.) under certain circumstances.

New database groups feature. See Minion.DBMaintDBGroups.

New FrequencyMins column in Minion.BackupSettingsServer allows
to schedule repating backupgessfrequently than the job runs.

New @TestDateTime parameter for Minion.BackupMaster allows yo
test what schedule will be used at a give date and time.

Currently when a backup fails, the errors are logged to the
Minion.BackupLogDetaitable and the job succeeds. S Q@S K |
feedback from users that they want the job to fail when a backup
fails. So now if there are failures or warnings, you can set the job to f
using the Minion.BackupMaster parameters @FailJobOnError and
@FailJobOnWaing, or the Minion.BackupSettingsServer columns
FailJobOnError and FailJobOnWarning.

13

February 2017

New features:

= =4 =4 =4 -4 -

Other minor bug fixes.

Increased international support.

Inline tokens.

Enhanced restore functionality.

New fields in Minion.BackupSettingsPath
Keywad search in Minion.HELP.
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FAQ

Why does Minion Backup use xp_cmdshell instead of SQL CLR?
First, it would be a burden to require users to have CLR installed on every single server on the ndtwork.
only that, but the database setting would have to be set to UNTRUSTWORTHY for the things MB needs to do;
or else, we would have a far more conpkcenario on hand, and that level of complication just for backups
is not a good setup.

Using SQL CLR would also put us in the business of having to support different .NET framework versions,
which would also complicate things.

Cmdshell is the best choOS 6 SO GQa aAyYLXsS G2 207
G320 OKKESNR g SNE GAYSEA oKSYy Al g2dAd R KI @S o6
everyone enables CLR.
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Just be sure to lock down cmdshell. For iastions on this, see this article by Sean:
http://www.midnightdba.com/DBARant/?p=1243

'YR F2NJ FdzZNIKSNJ NBFRAYy3IZ KSNB Aa GKS fAyl] G2 2yS 27
http://www.midnightdba.com/DBARant/?p=1204

Why should | run Minion.BackupMaster instead of Minion.BackupDB?
We HIGHLY recommend using Minion.BackupMaster for all of your backup operationghevebacking up
I aAy3ftS RIGFOolIasSo ¢2 SELX 2NB G(GKS dagKeeéx tSiGQa 22
1 The Minion.BackupDB stored procedure creates and runs the actual backup statement for a single
database, using the settings stored in the MinionlggSettings table.
1 The Minion.BackupMaster procedure makes all the decisions on which databases to back up, and what

order they should be in. It calls Minion.BackupDB to perform a backup per database, within a single
backup batch.

So why run Minion.Backupdster?

9 It unifies your code, and therefore minimizes your effort. By calling the same procedure every time you
reduce your learning curve and cut down on mistakes.

9 Future functionality may move to the Minion.BackupMaster procedure; if you get usedng us
Minion.Backup Master now, then things will always work as intended.

1 Minion.BackupMaster takes advantage of rich include and exclude functionality, including regular
expressions, like expressions, and corrsheimited lists. Even better, when run withoparameters, it
takes advantage of rich tableased scheduling and all the benefits associated.

1 The master SP performs extensive logging, and it enables Live Insight via the status monitor job (which
updates each backup percentage complete as it runs).
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1 Minion.BackupMaster runs configured peind postcode, determines AG backup location, performs file
actions (such as copy and move), and runs the Data Waiter feature to synchronize log and settings data
across instances.

In short, Minion.BackupMaster decide 2y > NXzyas 2NJ OF dzaSa (2 NYzy SOSNE 7
shortcut your features list by running Minion.BackupDB. Use Minion.BackupMaster!

Why must | supply values for all backup types for a database in the

settings tables?
Several settings tabde; including Minion.BackupSettings, Minion.BackupSettingsPath, and
Minion.BackupTuningThresholdgrovide a MinionDefault / All row to provide settings for databases that
do not have specific settings defined. In this way, there is a base level défaiLittiows Minion Backup to
function immediately upon installation.
2S YIRS I RSaA3dy RSOAAA2Y (2 -sgetifis Setiihgdwere defired. b QGietJS ¢ 2 y
words, once the configuration context is at the database level, it stays atatabase level. Therefore, if you
define a databasspecific row, you must be sure that all backup types are represented for that database.

The reasoning behind this rule is thit takes a conscious act (inserting a row) to change settings for a
specifdO RFEGFolFaSed {2 ¢S R2y Qi gl yid (KS adaeadsSy G2 aFlff
intended configuration for that particular database.

C2NJ Y2 NB Ay BacNNiring @ryskold®rScSdercad

2 Ke AayQu Yeée €23 ol O1dzLd 42 NJ Ay

The most likely causes are:

1 The database could be in the wrong recovery mode; or
1 The database has never had a full backup before; or
9 The backups are misconfigured.

Recovery modeOnly databases full or bulk logged mode allow log backups. Check that your database is in
either full or bulk logged mode. For more information on SQL Server recovery models, see
https://msdn.microsoft.com/erus/library/ms189275.aspx

Full backupsin SQL Server, a database must have had a full backup before a log backup can be taken. So
Minion Backup prevents this:you try to take a log backup, atite databasaloesn't have a&store base

thenthe systemwill remove the log backup from the list will not attempt to take a log backup until there's a
full backupin place. Though it may seem logical to perform a full backup instead of a full, we do not do this,
because log b&aps can be taken very frequenthe don't want to makehat is usualla quick operation

into avery long ogration.

Other: If neither of these is the issue try the following:
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1 Check the Minion.BackupLog and Minion.BackupLogDetails to see if log backups are being attempted
and failing, for this database.

1 Check Minion.BackupSettings to be sure that either (a) the database in question has rows defined to cover
all backup types, dib) the database has NO databsgecific rows defined, and therefore will use the
MinionDefault settings.

1 Check Minion.BackupSettingsPath to be sure that (a) the database in question has rows defined to cover
all backup types, or (b) the database hasddtabasespecific rows defined, and therefore will use the
MinionDefault settings.

And as always, get support from usaatw.MinionWare.neif you need it.

2 K& A &y fdelshriMkéng dfté 8 log backeip
MakS adz2NB GKIFG &2dzQ@S aSid Ftf GKNBS 2F GKS a{ KNRYy ¢ 1
0F O1dzld eSS 628 2F0GSy FAYR GKIFG 6KSy | €23 FAf:
FAStRaAa 6SNBE O2yFAAMZOSR yBRANI R @FdzI¥eE & IIDN @@dzW[ 23 Q0 ¢

WhyR2 Say Qi aAyAzy .1 01dz) 2FFSNI I &
feature?
This is by design. Shrinking the data file is not recommended.

2 Ke AayQu a. dzaAy3da Yeé ol O dzLJ

There are a few possibilities:

1 Check the log of the latest backups for your database in Minion.BackupLogDetails. Compare the logged
backup tuning values that were used (NumberOfFiles, Buffercount, MaxTransferSize, and Compression)
against the settings you expect to be used from MiniagckipTuningThresholds.

1 Check if you have disabled dynamic tuning for that database, or for all databases. Check the
DynamicTuning column in Minion.BackupSettings.

91 Perhaps you have not set a threshold that includes your database at its present size. Check
Minion.BackupTuningThresholds to determine that:

0 rows are defined for your database (DBName, BackupType)

o the rows for your data the appropriate rows are active (IsActive=1),

o 82dzNJ RFGlFolasS Aa tFNBSNI (KIy (KS ThieMBEV&sweR & 2 dzQN
¢CKNBaK2f Rl fdzS0® hyS 02YY2y YAadl{1S Aa G2 2YAG |
this causes that database to use the MinionDefault values in Minion.BackupTuningThresholds,
instead.

Can | back up to Azure?
Yes, you candek up to Azure. Currently, Minion Backup caojpy or movdiles to or from Microsoft Azure
Blobs. However, you can do a primary bactuan Azure Blob.
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Minion Backup cannot delete files or create directories on Azure Blobs.

You guys are the MidnightbBi X | YR @2dz Nlzy aARYyA3
GaAyAzyz2| NB¢K
MidnightDBA is the banner for our free training. MidnighSQL Consulting, LLC is our actual consulting business.
l'YR Y263 $SQ@S allzy dzLJ aAyA2y2FNBZ [[/ Irder 2dzNJ a2F (6
management solution, Minion Enterprise, under the MinionWare banner. And now, all the little Minion guys
will live together onvww.MinionWare.net

Minion Reindex, Minion Backup, and other Minion modules are, and will continue to be free. Minion
O9YGSNIINRAS A& NBFEt SYdSNIINARAS a2Fdgl NBZ FyR 6SQR f 21
Get in touch aivww.MinionWare.netr y R £ SG Q& R2 I RSY23X yR 3ISG &2dz I 7

About Us

Minion by MidnightDBA is a creation of Jen and Sean McCown, owhklisionWare, LLC and MidnightSQL
Consulting, LLC.

We formedMinionWare, LLGo createMinion Enterprise anenterprise management solution for

centralized SQL Server management and alerfiings solution allows your database administrator to

manage an enterprise of one, hundreds, or even thousands of SQL Servers from one central location. Minion
Enterprise provides not just alerting and reporting, but backups, maintenance, configuration, and
enforcement. Go towww.MinionWare.net for details and to request a free 90 day trial.

Ly 2 dzRY & 3 sonsjlting wéork, we perform a full range of databases services that revolve around SQL

{ SNIBS NI 2850@gS 324 20SNJon &SINA 2F SELISNASYyOS o6Sis.
is to do. We have two decades of experience managing large enter@aisetsve bring that straight to you.

Take a look atvww.MidnightSQL.corfor more information on what we can do for you and your databases.

Iy RS Na XiR\BA #anser, Wweémakéree technology tutorials, blgs, and a live weekly webshow
(DBAs@Midnight)We cover various aspects of SQL ServerRowlerShelltechnology news, and whatever

else strikesourfancy, 2 dzQf t | f a2 FAYy R ¢hNSspakERUse, GiGups 2rf copfdmte®f | &4 S a
internationally¢ and of our webshow Check all of that out atww.MidnightDBA.com

2S INB 020K daARYAIKGIS5. !¢ YR dGaARYAIKIG{Vv][ &€ XGKS {SNJ
all of our free stuff undethe MidnightDBA banner, and paid services under MidnightSQL Consulting, LLC.
CSStf FNBS (2 OFtf dz& (GKS aARYyAIKGS5.!'3ar GK2aS aARyA3d

147


http://www.minionware.net/
http://www.minionware.net/
http://www.minionware.net/
http://www.midnightsql.com/
http://www.midnightdba.com/

Contents

2 Kl GQa ySé..Ay..a....l Mo D.00 ettt ettt ettt en et en 1
L 1o Q] = o U 1
Change SCREAUIBS.......ooiee ettt e b e e e s bt e e e s et be e e e anbb e e e e anbeee s aneeeeas 3
Table based SChEAUIING. ........ccc e e e e e e e e e e s s s srae e e e e e e s s sneraeeeeeeeesaans 3
Change Default SENGS. .....ouuiiie ettt e et e e ettt e e abee e e s snbe e e s eanbeeeeeanbeaaenn 5
TOP 20 FRATUIES. ..ottt eeeeeeeeeeeeeeeeeneaseeeaaseaaeeeeeesi
F N (ol 1T (0 @ AT oY T SRR 9
Configuration Settings HIErArChY..........ccuuiii i e e e e e e see e e s snbee e e snee e e e nnneeeeeas 9
The Configuration Settings Hierarchy RUIG............oooiiiiiiiii e 10
Example 1: Proper CoONfIQUIALION. ......ciiutuiiiiie e isiieeee e s sttt e e e e e e s st e e e e e s s ssneaeeeeeeesesnneneeeeeeennnes 10
Example 2: Improper Configuration........i...c ittt e e e s ebaee e 10
Example 3: Th@ 9 E Of dzR S £€..... 0. E.QS LIG A 2.3 oooooooeeeeeeeeeeeeeeeeeeeeeeeeeeee . 11
Include and EXCIUAE PreCEARNCE. ... ...ooii ittt be et st e s bt e e s eabe e e e snreee s ennee 11

T ot [0 0 [ r= T o I ot (ot 11 o T= ] 1 o L 12
Exclude bit.........ccoveveee Moot ot Y. ... et e 12
RUN TiME CONfIQUIALION. .....eiiiiietiiiiieee e e ettt e e e e e sttt aaaee e s saeeeaeessssntaeeeeaeessasareeeeeessaasnsenneeeeessnnsnenes 13
o To o [ To TR PP RRRR 14

F =T 4 11T T - TP o TSR 14

1Y oY T T I = U £ PRSPPI 16
OVEIVIEW OF TADIES...... ekttt e et e e e e e snneeeeaes 16
SettingS TableS DELAIL.......cooiiiiiie et e et e et e e e et e e e s snb e e e s enrae e e e earee e 17
T Yo I = 7= T (U] o L= o S 17
MiNioN.BaCKUPENCIYPLON. ..ot st e st e e e s e e e e e anreeeeas 18
Minion.BackupRestoreSettingSPath..........c.ooii i 19
Minion.BackupRestor@NiNgThreSholaS. ... ..o e e 21

T (o g I = = T BT 61T 11 T L= SRR 23
Minion.BackupSettiNgSPath............eii e 31
MinioN. BaCKUP SEINGSSEIVEN......... et e e e e e e e e e s s nnsrae e e e e e e ennnneeeeeas 35
Minion.BackupTuningThreShOIAS...........ouiii e 39

148



MinNiON.DBMaINIDBGIOURDS ... ..uvuiieeeeiiiieieieieeesstteeeeeeessssssteeeeeeseassseeaeeeeesssassranereaesaassssnneeeeessansssnnes 42

MinioN.DBMaintININETOKENS .......oiuiiiiei ittt s st e e e et e e e ente e e s aaseeeeenneeeeeennes 43
Minion.DBMaintRegeXLOOKUR..........uuuiieeeiiiiiieere e s st e e e e e ssnrrreee e s s snnnneeeeeeesssnnnnnnseessnnssnneneeees 44
IMINTON. SYNCSEIVEL. ...ttt ettt b et a b e bt e eb bt e st e st e e e be e e sab e e e ebe e e ssbeesreesans 45
I To TR = 1] TS I - 1 SRR 46
MinioN.BaCKUPFIIELISTONIY. .......oiiiiiiiie ettt s bee e sabae e s snbee e e nnees 46
T T I = 7= T B o T PSR 47
Minion.BackupHeaderONIYWQALK...........coouiiiiieiiieie et sieee e s e s natee e e nneeee s 49
T Yo I8 = 7= T (U] o ] oo PSSR 49
MiNION. BACKUPLOGDETAIS. .......coiiiiiiiiiieiiii ettt ettt e sebe e 51
T T T8 V7 o O 1 o SRR 56
MINION. SYNCEITOICIMAS. ...ttt i ettt ettt sttt se b e sttt e be e e sbb e e sabe e e nbbeesnneeen 57
[T o 10 o T = o1 1= 9= = T O e S 58
MiINION. BACKUPDEDUG. .......eeiiitiieitii ettt ettt be e sa e e s bt e bt e san e e sabe e e snbeenne 58
Minion.BackupDebugLOgDELAIIS...........iuciiiiiiieee e e e s 58
LT o] S Ir= 1] [ SJ  L - T|  PRRPRP 58
Minion.BackupRestoreFileLiStONIYTEMIP. .........ueieieeeeiirrieieeeeiaiteieeeeeeesssereeeee e s s snereereeeesessnnneeeeees 58
MinioN.DBMaiNtDBSIZETEIM......ouuiiieiiiiieeesieee ettt e sttt e st e e srtee e e s ente e e e asbeeesaaseeeesaneeeeeannes 59
IVIINION.VVOTK. etttk e e e st e e e e st e e e e eab et e e s st e e e e enbeeeesneeeeanneeeeanes 59
OVEIVIEW OF VIBWS....eeii ettt ettt st ste e st e e e sttt e e s bt e e st e e e s sntbe e e e anteeeesansenanantaeens 59
OVEIVIEW OF PIOCEUUIES ... .eeiie ittt et b e e+ e ke e e e e ke e e s arae e e e e nbe e e e annbeeeeanbbeeeeans 59
L oTol=Ta (U =R DT - T PSR 59
T g I = 7= T (U] o 1~ SRR 59
MiINION. BEKUPFIIEACHION.......ooiiiiiiiie ittt sbe e e snne e 60
MinioN. BaCKUPFIIESDEIELE. .........eeiiiiiie et e s e e e s e e e e e e e e snnrreeeeaeeesanes 6l
MINION. BACKUPIMASTEL.......coiiiiiiii ittt sttt b e e e e b e e s e nbe e sanes 63
MinioN.BacCKUPRESIOIEDIB...........oi e e e e e s e e e e e s ssnrreeeeeeeeennnnrnneneesd 66
MiINION. BACKUDPSYNCLOGS ... .eeeiiieiiiite ittt ettt ettt ettt e sire e st e e snne e sneeeneeed 6.7
MiNION. BaCKUP SYNCSEIINGS. . .eeeiiiiiiieiie e e ettt e st e e e e e s e e e e e e s e anarre e e e e s snnsrraneeaaeas 67
MiNiON. BaCKUPSTAIUSIMONITAL . ........cciuiieiiie ittt ettt seb e et e s ne e e saneeeaee 67
MiINION. BaCKUPSIMEGEL......eiiii i e e s r e e e e e srr e e e e e e s s anrrraneeaeeas 68



Yo o @A [ TSI 1= 1 TV S 69

MINIONHELR. ...t e et e e e e e et e e e e e e e bbb e e e e e e e s saaaaseeeeeeeastrraeeaaaeas 70
MiINION.SYNCPUSKL......cc e e e e s serr e e e e s s snnrnneeeeesesnnnnnnsneesnned L
OVEIVIEW OF JOBS ...t e e st e e e ettt e e st e e e snt e e e s snneeeesanbaneeanneeeenas 72
G100 2dz0 €. 8.2 LIA Q& ettt L 2
About: Backup SChedUIES..........uiiiiieee e snraeeesneeee 2
Table based SChedUIING.........cccuiiiieee e e s srnreee e e e s s s nnnnneeeeeeeennnnd 2
Parameter Based SChedUIING.........cuiviiiiii st e e e nnreeeeenes 13
Discussion: Hierarchy and PreCeUEICE.........cuuueiiie et e e e e e e snere e e e e e enneaeeees 73
Discussion: Overlapping Schedules, and MaxForTimeframe............ccccvoveeniii e, 74
Discussion: Sample row for misSing DACKUPS...c..uuveviieiiiiiiiee e e e e e 75
Discussion: USiNg FreqUENCYIMINS. .......i it ettt ettt ebe et nne e sabe e sbeeebeeennnee s 75

F Y o T 1U |l = 7= T U] o I 1= =1 (=T 1T o T P 75
About: Synchronizing settings and log data with the Data Waiter..............cccoccceriieee e 76
017 o T = 1 S SES 76
Use CasesS.......ccvvvevennn . 8 BB R B O e d ]
Failure HandliNg.......coeeeeiii e eee e e s s s eesssss e s s e e e e e e neeaeneeaessnnassnneeeeesssnssnnneseeessnnnseneeeeed O
Enabling Data Waiter while using parameter based scheduling..............cccccccoevviiierieiiiciiinen. . 8
About: Dynamic Backup Tuning ThreShoIdS............ueviii oo 79
1] 10 To [ Tox 1T o SRR 79
Enabled DY DEfaULL..........cc.oieii et s s e i e e e e s e R e e e e e e e e e e e e e e nnarneee s 80
(LTS 1= U U T (=] 1T o S 80
Important Backup TUNING CONCERLS......uiieiiiiciiriieeeeeseiiee e e e e e s e st e e e e esstree e e e e e s s annsraaeeeeeessrannneeeeens 80
Backup Tuning Threshold PreCedENCE. ..........ooiiiiiiiieii e 81
Business Aware Dynamic Backup TUNING.........ooicuiiiiiee i e e e e e e s e senee e e e e e e e enaes 82
TUNING LOG BACKED. ...ttt e sb e st e et e sab e e beeennne e 82
Y o T 11 |l = 7= T (1T T o I (o T L | SRRSO 33
Y o To 10 ol [ 1 =T 0 2= 0 PSRRI 83
Create and use a custom INNE TOKEN. ..ot 84
Fields that acCapiNliNg TOKENS........cciiiiiiie ittt nee e e sneee e 84
CUSTOM ININE TOKEIIS......eeiei ittt ettt e ettt e st e e e e abb e e e e aabe e e e aabb e e e e aabeeeeeaabeeeessanes 85



INTINE TOKEN INTEINAUS. ... .o eieeeeeee ettt e e ettt e e et e e e e et e e s e e b e e e seba s eeeebareesebaanes 85

Gl 2¢ ¢2¢ ¢2LA0AY...... LAAO. L2 Y. FAIdZNE OA 2. e 86
How To: Configure settings for a single database..............oeevv i 86
How To: Configure settings for all databases............ccooeiiiiiiiii e 87
How To: Back up databases in @ SPECIfiC QUEBL..........cciiiiiiiiieee e e e e 88
How To: Change backup SChedUIES...........ooi i 91

Table based SChEAUIING. ... e e e e e e s e e naere e e e e e s ennnrbrneeaaeesannns 92
Parameter based scheduling (@ifional approach)............ccoocviiiiiiiiiiiie e 92
L V4] 1T I =Tod =T 11 ] 11 Vo SRR 93
How To: Generate back up Statements ONlY...........ooiuiiiiieiiiii e 93
How To: Back up only databases that are not marked READ..ONLY.........cccccceevriiiiiiirieee i, a3
How To: Include databases in DACKURS....... oo 94
Include databases in table based scheduling.............ccviii e 94
Include databases in traditional SChedULNG............cooiieiriiiiiie e 95
How To: Exclude databases from baCKUPS.......c...uiviri it 97
Exclude a database from all DACKUDS...........ouii it 97
Exclude databases in table based scheduling............cccciiiiiiriii e a7
Exclude dtabases in traditional SCheduling..............c.ooi i 98
How To: Run code before or after DACKUPS.............ocuviiiiiiiic e 99
Database precode and POSICOME.........ciuuiiiiiieiiieiiee ittt sire et e sine e seeeesareeens 100
Batch precode and POSICOUR.......cuiiiii e et s e e e e st e s e e e e s s aeeeeeeeesrrnneeaeeeennnnns 102
How To: Configure backUBefiretention..........c..couiiiiiie e e 102
How to: configure the missing backups schedule.............c..ueevvi e 103
To schedule a regular run for missing DaCKUPS.........cocuiiiiii i 104
To run MISSIiNg backups MaNUAIIY.........oeiieiiiiiieiee e e e e e e e e e e e e e e e s nnraeeees 105
HOW t0: Set Up RESIOIE ProfileS... ..ottt 105
HAVE DACKUPS. ... ittt e e e e s e e e e e s e s nte e eeaeeeesnssbeeeeaeeannnnees 105
CONTIGUIE PALNS......ee ettt b ettt b e sb bt e e be e e nabeesbeeebee e 105
(7o) oo 10T £ (1 01T TSP 106
GENEIAte STAIEMENLS......ciiiiiiieiiiie et e e e e e e e e e 107
EXECULE STALEIMENIS. ....eeeiiie ittt et e e e s s e e e e e e s s s nr e n e e e e e s sanrbneeeeaesssannnnnneeaeeaanns 107



X [ 1140 g F= 1 1] 01T g = 108
Gl 2¢g ¢2¢ ¢2LIA0AY . | Ol.dzl.a.ANNRNE.. LYy R..CALS..L.OIDB 2y &

HOW t0: Set UP MIrrOr DACKURIS ... .eeiie e ettt e e e e e e e e e s et aee e e e e e eessseaeeneaeeennnnes 108
How to: Copy files after backup (single and multiple 10CatioNS)...........ccovceeiiiiiiieiiiiee e 111
How to: Move files to a location after DaCKUP............ovevrii i 113
How to: Copy and move Dackup filES.........eev e 116
How to: Back up to multiple files in a single 10Cation............ccvvviiiieiecceee e 116
How to: Back up to Multiple I0CAtIONS..........cuuiiiiiiiee e 119
G126 ¢2¢ ¢2LA0AY.LRALEY.OQSR. e, 122
How to: Install Minion Backp across multiple iNStaNCES.........ccooviii i 122
How to: Shrink log files after 10g backup........ccooiiiiri e 123
How to: Configure certificate DaCKUPS. ... 124
[0V (o T =t o Y/ o1 o = Lo S o e P 125
Encrypt backups for 0ne database..........cooiiiiieiiiieie i 126
Encrypt backups for all databasEes. .........ccuuee it e e e e e e e e e e 127
How to: Synchronize backgettings and 10gs among INStANCES.........eerviveeeeiiiiee e 128
Example: Data Waiter SErvVeS ONE PAINEL.............uuureeeeriiiirnreeaeeeaaanrerereeessansarereeessasssnnrreeessaann 128
Example: Data Waiter serves Availability Group MmemberS........cccccevvveeiiiiiee e 130
Example: Using Data Waiter with parallel backup schedules...........cccccveiiiciiiiiee e 132
How to: Set up backups on AvailabilBYOUPS..........cooouiiiiiiiii e 133
How to: Set up dynamic backup tuning thresholds..........cccciiiiieccciii e 136
Example 1: Modify existing, default tuning threshalds.............ccoccciiieniini e 136
Example 2: Tune backups for one database based on file Size..........cccooevveeevici e, 137
Example 3: Tune backup types for all databases based on data + index size............c.ccceeeeeee. 139
YT (o] PSR PPP T PPPRPPPP 142
FAAQ . ettt ettt ettt ettt ettt ettt ettt et et en ettt ener s 144
Why does Minion Backup use xp_cmdshell instead of SQL.CLR?........ccooiciiiereiiiiieeee e 144
Why should | run Minion.BackupMaster instead of Minion.BackupDB2.............cccccoeiviiniieniennnn 144
Why must | supply values for all backup types for a database in the settings tables?................... 145
2 Ke AayQid YvYeée 23 ol O dzll..g2NLAY. 2. F2NLOKAA. R8I 0l &SK
2 Kg AayQid veé 23 FTAfS.LAKNAY.LAY.I.ELELSNLL. .26 06 O dzLJ

152



2 Kg R2SayQi aAyAizy . IO01dzld 2FFSNI L..adKNRY.]. . .R6 G FAL:

2 Keg AayQid a. daAAyYy3a Ye..o.l.Ol.dzll..idz/ Ay.3. . 0KNBAKRME RaK
(Or T I o T Vol QU o IR (o 1V U =S 146

,2dz 3dz2a FNB GUKS aARYAIKGS5.! a3 |yR &2dz.NHz/1l4aA Ry A IK

oY 11 R £ 147
RESOURCES
Home http://MinionWare.net
Tutorials http://youtube.com/MidnightDBA
Support https://minionware.desk.com/
Scripts by users http://Mini onWare.net/CommunityZone/
Sales MinionWareSales@MidnightDBA.com
Twitter https://Twitter.com/HeyMinionWare
Facebook https://www.Facebook.com/MinionWare

153


http://minionware.net/
http://youtube.com/MidnightDBA
https://minionware.desk.com/
http://minionware.net/CommunityZone/
mailto:MinionWareSales@MidnightDBA.com
https://twitter.com/HeyMinionWare
https://www.facebook.com/MinionWare

